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Abstract

Distributed machine learning for Internet of things (IoT) and cyber-physical sys-
tems (CPS) applications face increasing demands for efficiency, privacy, and ro-
bustness. This thesis focuses on addressing these challenges through two primary
approaches, i.e., fully-distributed learning algorithms and federated learning (FL)
algorithms, which form the main contributions of the work.

This thesis proposes machine learning algorithms for distributed and federated
learning in the context of IoT and CPS applications. Developing distributed al-
gorithms for artificial intelligence is necessary as centralized data processing may
be unfeasible due to computational and communication costs and privacy con-
cerns. The thesis addresses challenges in fully-distributed learning and federated
learning (FL) settings, focusing on resilience against attacks, robustness to com-
munication noise, and privacy preservation.

The main contributions of the thesis can be grouped into the following categories:

• resilience of partial-sharing-based online federated learning against model-
poisoning attacks

• noise-robust and resource-efficient federated learning

• privacy-preserving distributed nonnegative matrix factorization

• distributed maximum consensus with noisy communication links

In the context of federated learning, we analyze the resilience of the partial-sharing-
based online FL (PSO-Fed) algorithm to model-poisoning attacks. We show that
PSO-Fed outperforms other communication-efficient FL algorithms against model-
poisoning attacks without introducing additional computational burdens on the cli-
ents. Theoretical analysis and simulations demonstrate PSO-Fed’s convergence
properties and robustness against attacks, as well as revealing an optimal stepsize
in the presence of model-poisoning attacks.
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vi Abstract

To address communication noise in federated learning, we propose a novel noise-
robust and resource-efficient algorithm called RERCE-Fed. This algorithm intro-
duces key modifications to counteract the adverse effects of communication noise
and improve performance through continued local updates. Theoretical analysis
confirms convergence in both mean and mean-square senses, with numerical res-
ults validating RERCE-Fed’s effectiveness.

In the context of privacy-preserving distributed learning, we develop a distrib-
uted nonnegative matrix factorization (PPDNMF) algorithm. This algorithm en-
sures secure information exchange between neighboring agents using the Paillier
cryptosystem, protecting local data from internal and external eavesdroppers.

Finally, we introduce a noise-robust distributed maximum consensus (RD-MC)
algorithm for estimating the maximum value within multi-agent ad-hoc networks
with noisy communication links. RD-MC redefines the conventional maximum
consensus problem as a distributed optimization problem, employing techniques
to enhance robustness against noise.

Overall, this thesis lays a solid foundation for the development of secure, effi-
cient, and privacy-preserving distributed and federated learning algorithms for IoT
applications, offering critical solutions to key challenges in deploying smart and
collaborative systems in emerging IoT domains.
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Chapter 1

Introduction

1.1 Motivation and Scope
The proliferation of Internet of things (IoT) devices is reshaping our world into an
interconnected network of smart objects. These devices, ranging from household
appliances and wearable gadgets to industrial sensors and autonomous vehicles,
are becoming increasingly common in both personal and commercial settings.
This expansion is driven by reasons such as enhanced computing power, and wide-
spread access to high-speed Internet. As more devices join this ocean of devices,
they generate vast amounts of data, providing valuable insights into human beha-
vior, environmental conditions, and industrial processes. The potential benefits of
IoT technology are immense, spanning across various fields including healthcare,
education, entertainment, social life, energy management, and smart cities [1–3].
However, this growth also presents significant challenges in energy efficiency, pri-
vacy, security, and data management [4, 5].

In a distributed IoT setting, devices are dispersed across various locations often
operating with different communication and computational capabilities and limited
energy resources. This gives new opportunities to gather and leverage data for a
variety of applications. These devices can also learn from their collected data by
extracting valuable information from the data. Distributed learning enables IoT
systems to make data-driven decisions, generate insights, uncover patterns, detect
anomalies, and make smart inferences that can be used to optimize various systems
such as autonomous vehicles [6].

Distributed learning in IoT applications poses several technical challenges, e.g.,
communication efficiency, additive noise in the communication links, and chal-
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2 Introduction

lenges related to privacy preservation. Since IoT devices often operate with lim-
ited bandwidth and energy resources, communication efficiency is paramount for
distributed learning applications. Transmitting large amounts of raw data from
dispersed devices to their neighbors or a central server can quickly overwhelm the
network. This necessitates the development of methods to transmit only the most
relevant information. Additionally, the additive noise in the communication links
causes unreliability in IoT systems. Hence, we require robust learning algorithms
that are capable of mitigating the impact of noise-corrupted communication. Fur-
thermore, the highly sensitive nature of data collected by IoT devices, ranging
from personal health metrics to industrial process details, underscores the critical
need for privacy-preserving distributed learning algorithms [7–10].

In addition to the challenges mentioned earlier, various types of adversaries can
compromise system integrity, trustworthiness, and performance in distributed learn-
ing. The adversaries in a distributed setting can be categorized into external eaves-
droppers and internal malicious agents. External eavesdroppers can intercept com-
munications and internal adversaries can disrupt the network. Internal malicious
agents can further be categorized into Byzantine agents and honest-but-curious
agents. Byzantine agents may arbitrarily deviate from the rules of the network but
honest-but-curious agents follow the rules but attempt to infer private information
from the exchanged messages. Attacks in distributed networks can take multiple
forms, including data-poisoning, model-poisoning attacks, eavesdropping, infer-
ence attacks and denial of service (DoS) attacks. This highlights the pressing need
for algorithms that are capable of mitigating the impacts of adversarial attacks on
a network [11–13].

This thesis aims to develop novel distributed and federated learning algorithms
to solve real-world learning tasks that leverage signal processing techniques and
encryption algorithms to address the critical challenges of resilience against ad-
versarial attacks, communication efficiency, robustness against noise, and privacy
preservation, along with minimizing computational load on devices.

1.2 Objectives
The objectives of this thesis can be summarized as follows:

O1 To analyze the effect of sharing only a fraction of the model parameter on
the resilience against model-poisoning attacks and assess the performance
of the network under the strain of such attack scenarios.



1.3. List of Publications 3

O2 To improve the communication-efficiency and noise-robustness of the
network by developing distributed and federated algorithms that exhibit
such properties without incurring additional computational and commu-
nication load on the network.

O3 To propose a strategy that fits well into the distributed setting and ensures
the privacy of participating agents in the presence of external and internal
adversaries.

1.3 List of Publications
The author of this thesis conducted the following research studies in accordance
with the research objectives described in section 1.2. The results contained in
this thesis are published in seven papers. They include five conferences and two
journals. Below is the list of the publications:
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sharing,” in Proc. IEEE Int. Conf. Acoust. Speech Signal Process., 2024,
pp. 9201–9205.

P2 E. Lari, R. Arablouei, V. C. Gogineni, and S. Werner, “Resilience in On-
line Federated Learning: Mitigating Model-Poisoning Attacks via Partial
Sharing,” IEEE Trans. Signal Inf. Process. Netw., vol. 11, pp. 388–400,
2025.

P3 E. Lari, V. C. Gogineni, R. Arablouei, and S. Werner, “Resource-efficient
federated learning robust to communication errors,” in Proc. IEEE Stat.
Signal Process. Workshop, 2023, pp. 265–269.
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Proc. Asia-Pacific Signal Inf. Process. Assoc., 2023, pp. 1199–1203.

P5 E. Lari, R. Arablouei, V. C. Gogineni, and S. Werner, “Noise-Robust and
Resource-Efficient ADMM-based Federated Learning for WLS Regres-
sion," submitted to Elsevier Signal Processing.
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Figure 1.1: Thesis contributions and organization diagram.

1.4 Structure and Contributions
The rest of this thesis is organized as follows. Chapter 2 provides an overview of
distributed and federated learning settings and some preliminary concepts relevant
to solving distributed optimization problems within the remainder of this thesis.
The main technical contributions of this thesis are presented across four chapters,
with each chapter addressing one of the research objectives outlined in section 1.2
as follows:

• Chapter 3 analyzes the effect of partial sharing on the resilience of online FL
(PSO-Fed) against model-poisoning attacks. It proposes an attack model that fits
well into a federated setting and uncovers the existence of an optimal stepsize
for PSO-Fed when a model-poisoning attack is present in the system.

• Chapter 4 proposes an ADMM-based FL algorithm to solve a weighted least
square problem that is both noise-robust and communication-efficient. Further-
more, it allows the non-participating clients to continue their local updates to
improve the overall performance.

• Chapter 5 develops a privacy-preserving distributed non-negative matrix factor-
ization. It employs the Paillier cryptosystem to ensure the preservation of privacy
and prevent sensitive information leakage.

• Chapter 6 designs a noise-robust distributed maximum consensus algorithm. It
proposes to eliminate the dual variable and employ a moving average to mitigate
the adverse effect of the additive noise in the communication links.

Finally, chapter 7 concludes the thesis and proposes future research directions.
A diagram illustrating the thesis organization and contributions is given in Fig-
ure 1.1.



Chapter 2

From Distributed to Federated
Learning over Networks

This chapter provides the background information required for the rest of the
thesis. This chapter begins with an overview of the historical developments of
learning algorithms, as detailed in section 2.1. Furthermore, section 2.1 motivates
the transition from centralized learning frameworks to decentralized and distrib-
uted settings. In section 2.2, we state the fundamental principles of distributed
learning, highlighting its abilities and challenges. In section 2.3, we introduce fed-
erated learning along with its benefits and challenges. In section 2.4, we introduce
online federated learning, which is suitable for handling streaming data in a feder-
ated setup. In section 2.5, we introduce partial sharing of information as a method
to lower the communication load in a distributed setup. We introduce the altern-
ating direction method of multipliers, which is a first-order iterative algorithm to
solve distributed optimization problems in section 2.6.

2.1 Background and Evolution
The evolution of learning algorithms has spanned several decades, marked by
foundational breakthroughs and the emergence of new paradigms. Traditionally,
machine learning relied on centralized frameworks, where all data was collected
and processed on a server. This approach offered several benefits, such as effi-
cient data processing and model training, and simple management and deployment.
However, centralized learning presents significant challenges like data privacy and
security, e.g., sensitive data must be transferred and stored centrally, which in-
creases exposure to breaches and might violate privacy regulations. In addition,
centralized learning suffers from communication load where large volumes of data

5
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must be transferred to a central server, which can create bottlenecks and ineffi-
ciencies, especially with geographically distributed sources. Moreover, using a
centralized setting might cause scalability limitations. In fact, scaling centralized
systems requires increasingly powerful hardware, which can be costly and less
flexible compared to distributed solutions [14].

To address these limitations, the field has shifted toward distributed and decentral-
ized learning paradigms. Data and computation are spread across multiple nodes
or devices. Each participant trains a model locally and sends updates (not raw
data) to a central server for aggregation. This approach enhances scalability and
computational efficiency, as workloads are shared [15].

A pioneering work in the field of distributed estimation was published in 1982 by
Borkar and Varaiya [16]. In 1984, Tsitsiklis produced a significant piece of work
for his PhD thesis focusing on decentralized and distributed decision-making and
computation. He began by addressing the problem of whether a group of distrib-
uted but isolated decision-makers, each possessing different yet related informa-
tion, can reach similar decisions without any communication. He then explored
a scenario in which these decision-makers are allowed to communicate and share
their decisions. In this setting, he demonstrated that they are guaranteed to reach
a consensus. This conclusion was achieved by solving an optimization problem
aimed at minimizing a global objective function [17]. Later in 1986, Tsitsiklis,
Bertsekas, and Athans published another significant work that analyzed the con-
vergence of various asynchronous distributed algorithms [18].

In 1989, Bertsekas and Tsitsiklis published a survey that introduced different types
of distributed algorithms that can be solved via asynchronous updates. In their
work, they showed that although a number of distributed algorithms fail to con-
verge under an asynchronous setting, a fair number of algorithms still manage to
converge under such a scenario [19]. In a separate work [20], Bertsekas and Tsit-
siklis examined algorithms that are particularly amenable to parallelization. They
also investigated the convergence properties of these algorithms, the rates of con-
vergence, and the communication and synchronization challenges associated with
their implementation.

Two decades later, the exploration of consensus and cooperation within distributed
systems was undertaken in the 2000s by Olfati-Saber, Fax, and Murray, as pub-
lished in their various works [21–25]. In [26], the authors studied the alignment
problem that involved reaching a consensus in a distributed setting. These works
laid the foundation for the theoretical framework for posing and solving consensus
problems for distributed dynamic settings.
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Another major and significant advancement in the field was marked by works
on multi-agent adaptive networks by Sayed [27–29]. Multi-agent adaptive net-
works consist of collections of agents or nodes that interact and cooperate to
address problems, such as distributed estimation, learning, and decision-making.
These agents or nodes adapt their behaviors based on local data and information
exchanged with their neighboring agents. Several distributed strategies can be
employed to find solutions to these aforementioned problems. Three prominent
strategies include incremental strategies [30–33], consensus strategies [34, 35],
and diffusion strategies [36–38].

As an example, in [39], the authors studied distributed estimation algorithms based
on diffusion protocols that enhance cooperation among adaptive nodes, where
each node possesses local learning capabilities to generate estimates for a specific
parameter, sharing information solely with neighboring nodes, thereby forming
peer-to-peer protocols. This distributed and cooperative algorithm can respond to
changes in the environment and demonstrates improved performance in transient
and steady-state mean-square error compared to traditional non-cooperative meth-
ods.

The research on adaptive networks has significantly influenced the field of dis-
tributed learning. Specifically, it demonstrates that, under certain conditions, dis-
tributed strategies can achieve performance similar to that of centralized solu-
tions, even in sparsely connected networks [40, 41]. Moreover, analytical studies
have revealed how factors such as network topology, combination policies, and
algorithm parameters affect the transient and steady-state performance behavior of
adaptive networks, e.g., the convergence rate and steady-state error [40, 41].

In addition to various works on multi-agent adaptive networks, the topic of adapt-
ive filters was studied in [42–46], which significantly influenced the field of dis-
tributed learning. One notable contribution is the energy conservation approach,
which offers a robust analytical framework for both the understanding and design
of adaptive filters [47]. This methodology effectively addresses the stochastic chal-
lenges that are characteristic of adaptive algorithms, facilitating a more straight-
forward analysis of their behavior and stability. We later utilize the energy conser-
vation framework to analyze our algorithms.

In the following sections, we will present an overview of distributed and feder-
ated learning. This overview will establish a foundational basis for the subsequent
chapters of this thesis.
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Figure 2.1: Conventional distributed learning structure.

2.2 Foundations of Distributed Learning
Distributed learning (DL) refers to a machine learning (ML) framework where the
training process is distributed across multiple agents. It distinguishes itself from
traditional centralized ML structures by allowing multiple agents to collaboratively
train an ML model without the need for a central server or authority to orchestrate
the process. In distributed learning, each participating agent k at iteration n main-
tains its own local dataset and performs local computations, sharing only its local
trained model wk,n with its neighboring agents ℓ ∈ Nk and contributing to the
global learning objective.

In contrast to centralized approaches where data is located in a single place, fully-
distributed learning allows data to remain distributed across multiple agents, where
these agents themselves can be diverse entities such as individual devices, different
organizations, or even distributed among various geographical locations.

The learning process typically involves iterative rounds of local computations fol-
lowed by peer-to-peer communication among neighboring agents. A conventional
distributed learning structure is illustrated in Figure 2.1 and summarized in the
form of a pseudo-code in Algorithm 1. We can observe from Figure 2.1 that peer-
to-peer communication enables direct interaction with neighboring agents without
the need for any intermediary server. This figure also depicts the set of neighbors
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Algorithm 1: Conventional Distributed Learning.

1 Parameters: penalty parameter ρ, set of agents N
2 Initialization: local models wk,0

3 For n = 1, . . . , Until Convergence

4 Local Update at Agent k:
5 Receive wℓ,n from the neighbors ℓ ∈ Nk.
6 Update the local model.
7 Send wk,n+1 to the neighbors ℓ ∈ Nk.
8 EndFor

of agent 1 that consists of N1 ∈ {2, 3, 6}. This communication model offers sev-
eral advantages and exhibits some challenges and limitations. We delve into these
topics in the following.

2.2.1 Advantages of Distributed Learning

DL structure exhibits several key advantages, including:

• Ability to handle large datasets: Distributed learning can process datasets that
are too large for a single agent. The distribution of data is handled via partition-
ing a dataset across multiple agents [48]. In addition, data can be distributed in
nature, e.g., data from distributed sensor networks.

• Improved processing speed through parallel computation: Depending of factors
such as application and topology, distributing a dataset across multiple agents,
can reduce the training time significantly [48].

• Fault tolerance and system reliability: A distributed system can continue func-
tioning even if some agents or communication links between agents fail or be-
come unavailable. This redundancy ensures that the learning process is not hal-
ted due to faulty agents [49].

2.2.2 Challenges and Limitations of Distributed Learning

DL faces some challenges and limitations, including [50]:

• Model update sharing among agents: A key part of the learning process in a
distributed structure is the model exchange between agents. This can create an
additional communication load on the agents.
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• Privacy concerns: Although the goal of distributed learning is to omit the need
to transfer raw data, it is not immune to privacy leakage concerns. The exchange
of model updates can potentially reveal sensitive information about the under-
lying data through various inference attacks. To mitigate these risks, privacy-
preserving techniques such as differential privacy [51] and homomorphic en-
cryption [52] have been proposed in the literature. These methods aim to add
noise to shared information or perform computations on encrypted data. How-
ever, implementing these techniques often involves a trade-off between privacy
guarantees and model performance.

• Dealing with stragglers and asynchronous updates: Stragglers can be defined
as agents that are significantly slower in completing their local computations or
communicating updates [53, 54]. These types of agents can pose challenges
in the form of slowing down the overall learning process. To address these
challenges, several strategies have been developed. One approach is to ignore
delayed updates from stragglers. Another solution is to perform asynchronous
updates, where we allow the agents to perform updates at their own pace without
waiting for slower participants. However, these methods introduce challenges in
terms of algorithm convergence.

2.3 Federated Learning: A Shifting Frontier
Federated Learning (FL) represents a distinctive approach to distributed learning.
The concept of FL was first introduced by Google researchers in 2016, notably
in [55] by McMahan et al. This foundational study coined the term "Federated
Learning" and described a system where numerous clients, such as mobile devices,
collaboratively train a machine learning model under the coordination of a central
server, all while keeping the training data decentralized and private on devices.
The initial goal was to facilitate privacy-preserving machine learning, especially
for applications like Google Keyboard (Gboard), where user data remains on the
device, and only model updates are shared, rather than raw data [56]. FL is char-
acterized by employing a central server to coordinate the collaborative learning
process. Unlike fully-distributed learning, FL maintains a structure where a server
orchestrates the training across multiple edge devices, called clients, within a net-
work.

The FL literature frequently employs the FedAvg algorithm [55] as a standard
benchmark. FedAvg begins with the server broadcasting its aggregated global
model to a randomly chosen subset of clients k ∈ Sn during iteration n, typic-
ally over a wireless network. These clients then perform local training to refine
their local models wk,n+1 before sending the updates back to the server. The
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Figure 2.2: Conventional federated learning structure.

server aggregates these local models into a new global model, often by employing
a weighted average, and repeats this process until a specific convergence criterion
is met. The FedAvg algorithm is summarized in the form of a pseudo-code in Al-
gorithm 2. A conventional FL setting is illustrated in Figure 2.2. We can observe
from Figure 2.2 that the only connections in a federated network are between the
clients and the central server. In addition, we can observe that in this figure, the set
of clients that are communicating to the server is Sn ∈ {1, 2}.
FL can be categorized into two types based on the participating entities and the
scale of training: cross-silo FL and cross-device FL [57]. In cross-silo FL, a small
number of trusted participants, typically organizations or institutions such as hos-
pitals, banks, and research laboratories, engage in the training process. Each silo
has access to a large local dataset and possesses strong computational and net-
working resources. The environment is stable, characterized by high client avail-
ability and reliable connections. This type of FL is particularly useful in scenarios
where data privacy, governance, and regulatory compliance are essential, such as
in healthcare and finance. On the other hand, cross-device FL involves a vast num-
ber of participants, including smartphones, IoT devices, and edge sensors. In this
case, each device contributes a small amount of data and has limited computational
power and intermittent connectivity. The environment is dynamic, with devices
frequently joining and leaving the network. This approach emphasizes efficient
communication, privacy (such as through differential privacy), and resilience to
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Algorithm 2: Conventional Federated Learning.

1 Parameters: penalty parameter ρ, number of clients K, set of clients S
2 Initialization: global model w0, local models wk,0

3 For n = 1, . . . , Until Convergence

4 The server randomly selects a subset Sn of its clients and sends the
aggregated global model wn to them.

5 Local Update at Client k:
6 If k ∈ Sn
7 Receive wn from the server.
8 Update the local model.
9 Send wk,n+1 to the server.

10 EndIf
11 Aggregation at the Server:
12 The server receives wk,n+1 from k ∈ Sn and aggregates them via
13 wn+1 =

1
|Sn|

∑
k∈Sn

wk,n+1.

14 EndFor

unreliable devices [58].

2.3.1 Advantages of Federated Learning

FL exhibits several key advantages, such as [59, 60]:

• Enhanced privacy and security: FL keeps raw data on client devices, eliminat-
ing the need for centralized data storage and reducing the risk of data breaches.
This facilitates security in sensitive sectors such as healthcare and finance. Addi-
tionally, differential privacy can be incorporated into the FL framework, adding
noise to model updates before sharing them to provide guarantees against the
extraction of individual data points.

• Reduced communication compared to DL: In FL, only model updates are trans-
mitted between clients and the central server. Moreover, FL can also employ
various communication-efficient techniques to further reduce the communica-
tion load.

• Leveraging computational power of clients: FL performs model training loc-
ally on clients and harnesses the computational power of these clients. In this
way, FL reduces the computational load on the central server, which aggregating
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updates from clients is its primary task.

2.3.2 Challenges of Federated Learning

In addition to challenged mentioned for DL, FL faces some other challenges, such
as [60, 61]:

• Data heterogeneity: The heterogeneity in data arises from the non-independent
and identically distributed (non-IID) nature of data or imbalances among client
datasets used in training the global model. Diversity in data distribution across
participants can significantly impact model convergence and performance.

• System heterogeneity: Device heterogeneity refers to the disparities in storage
capacity, energy resources, computational power, and communication capabil-
ities among participating clients. Variations in device characteristics can affect
the efficiency of the FL process.

• Personalization: There is a need to balance the global model performance with
local adaptations for different data distributions and various clients. In essence,
there is a trade-off between a generally applicable model and one that performs
well for individual clients.

2.4 Online Federated Learning
In an IoT network, where devices continuously generate or sense data, real-time
processing and learning can be essential. However, conventional FL is typically
batch-oriented, meaning that it relies on predefined data collections that are pro-
cessed at certain intervals. While this approach works well for scenarios with
static data, it struggles in dynamic environments where new data constantly ar-
rives and the relevance of older data diminishes. Consequently, developing online
algorithms is essential, as real-time data processing is often crucial in real-world
dynamic settings. Therefore, Online FL (Online-Fed) addresses these limitations
by enabling continuous learning from streaming data [62, 63].

In Online-Fed, clients receive data streams and perform local training at each it-
eration using only the most recent data. After updating their local models, clients
share their models with the central server, which then aggregates the local models
to form a new global model. This global model is then being broadcasted to all
clients by the server and replaces their previous local models. To improve commu-
nication efficiency in an Online FL setup, the server is allowed to randomly select
only a subset of the clients in every iteration. During a global iteration n, the set
of randomly chosen client indices is denoted by Sn. All clients can be selected
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Figure 2.3: Online federated learning.

with the probability pc = C
K , where C = |Sn| denotes the cardinality of the set

Sn. Subsequently, the server shares the global model wn with the selected clients
k ∈ Sn. The selected clients then update their local models wk,n. The procedure
of Online-Fed is illustrated in Figure 2.3. From Figure 2.3, it can be observed that
during iteration n, the set of randomly selected clients is Sn = {1, 3, 4} and the
rest of the clients are not communicating with the server. Furthermore, data con-
tinuously streams at each client over time. It is essential to note that local training
utilizing the most recent data continues regardless of the server’s selection of the
corresponding client. The selection process solely influences the communication
aspect of the learning procedure. This reflects in Figure 2.3 by the fact the clients
{2, 5, 6} still receive data.

2.5 Partial Sharing of Information
To further improve communication efficiency, one can share only a part of the
model instead of sharing it entirely. This approach is particularly beneficial when
the model is large and sharing the full model can be costly. However, the drawback
of partial sharing is slower convergence and an increased error compared to the
scenario where the full model is shared [64].

To share only a fraction of the model vector, in every global iteration n, an L×L di-
agonal selection matrix Sk,n specifies the model parameters that will be exchanged
between clients and the server. The main diagonal of Sk,n has D ones and L−D
zeros. The positions of ones in Sk,n specify which parameters to be exchanged.
The D model parameters can either be selected in a stochastic manner or sequen-
tially. Figure 2.4 illustrates how partial sharing works. It is observed from Fig-
ure 2.4 that, in iteration n, only the first element of the model parameter vector of
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Figure 2.4: Partial sharing of information.

size L = 5 is shared. Hence, the selection matrix Sk,n can be written as

Sk,n = diag {[1, 0, 0, 0, 0]} . (2.1)

The rest of the vector comes from the clients or the server themselves. In other
words, clients only share certain parts of their models, and the server does not have
access to the unshared parameters. As a result, when aggregating parameters, the
server substitutes the unshared parameters with the previously aggregated values.
The same process applies to local aggregation. It is important to note that this
approach leads to approximations that can impact performance, as analyzed for
example in [64].

Therefore, the global model update wn+1 can be written as

wn+1 =
1

|Sn|
∑

k∈Sn
wk,n+1

=
1

|Sn|
∑

k∈Sn
Sk,n+1wk,n+1 + (I− Sk,n+1)wn. (2.2)

As we can observe form (2.2), in the partial sharing process, the (I− Sk,n+1)wk,n

portion is substituted with (I− Sk,n+1)wn for aggregation at the server. Simil-
arly, to perform the local model update, the same procedure happens at the client’s
side.
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2.6 Alternating Direction Method of Multipliers
The Alternating Direction Method of Multipliers (ADMM) originated in the mid-
1970s when it was introduced by Glowinski, Marrocco, Gabay, and Mercier as
an extension of the method of multipliers developed in the late 1960s [65, 66].
ADMM was created to overcome the limitations of earlier augmented Lagrangian
methods, particularly in addressing large-scale and structured optimization prob-
lems where variables can be updated independently.

While the fundamental concepts behind ADMM trace back even further to the
1950s, its modern form gained popularity in the 1980s and 1990s as theoret-
ical foundations and convergence properties were established. The algorithm re-
mained relatively unexplored until the 2010s, when advancements in distributed
computing and the emergence of large-scale data challenges in fields such as ma-
chine learning, signal processing, and image reconstruction showcased ADMM’s
strengths in breaking down complex problems and enabling parallel computation.
Nowadays, ADMM is often employed to solve large-scale optimization problems
in a distributed manner [48].

ADMM addresses optimization problems of the form

min
x,z

f(x) + g(z) (2.3)

s. t. Ax+Bz− c = 0,

where x ∈ Rn, z ∈ Rm, A ∈ Rp×n, B ∈ Rp×m, c ∈ Rp, and f and g are
convex functions [48].

To solve this problem, ADMM employs the augmented Lagrangian of (2.3) that
can be written as

L(x, z,u) = f(x) + g(z) + u⊺(Ax+Bz− c)

+
ρ

2
∥Ax+Bz− c∥22, (2.4)

where u denotes the vector of dual variables or Lagrange multipliers, and ρ > 0 is
the penalty parameter.

ADMM solves the optimization problem (2.3) iteratively by minimizing the aug-
mented Lagrangian (2.4) for x and z and a dual variable update alternatively as

xn+1 = min
x
L(x, zn,un) (2.5a)

zn+1 = min
z
L(xn+1, z,un) (2.5b)

un+1 = un + ρ(Axn+1 +Bzn+1 − c), (2.5c)
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Table 2.1: Comparison of fully-distributed learning and federated learning

Characteristic Fully-distributed
learning Federated learning

Architecture
Multiple agents without a

central server

Central server
coordinating with
multiple clients

Data
Distribution

Data remains on
individual agents

Data remains on clients

Communication
Agents communicate only

with their neighbors
Clients communicate only

with the central server
Scalability Scalable Scalable

Privacy
Prone to internal and
external adversarial

attacks

Prone to internal and
external adversarial

attacks

Fault Tolerance
Robust to individual node

failures
Single point of failure

(central server)

Coordination
Might require consensus

algorithms
Simpler coordination
through central server

Model
Aggregation

Local aggregation
Global aggregation at the

central server
Application Ad-hoc networks Mobile devices

where the subscript n denotes the iteration number for ADMM.

One of the key advantages of ADMM is its ability to decompose large problems
into subproblems that can be solved in a parallel and distributed manner. This
makes ADMM a suitable candidate for solving distributed optimization problems
in this thesis.

2.7 Summary
This chapter presented background information to help comprehend the remainder
of the thesis and centralize the definition of concepts used in the following chapters.
A comparison between different characteristics of fully-distributed and federated
learning is presented in Table 2.1. In chapter 3, the effect of partial sharing on the
resilience of online FL against model-poisoning attacks is analyzed. Chapter 4 de-
velops a noise-robust and communication-efficient ADMM-based FL. In chapter
5, a privacy-preserving distributed non-negative matrix factorization is proposed.
Finally, chapter 6 proposes a noise-robust distributed maximum consensus al-
gorithm.
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Chapter 3

Resilience of Partial Sharing
Online FL to Model Poisoning
Attacks

This chapter, which summarizes the results of publication P1 and its extension
P2, proposes a thorough analysis of the impact of partial sharing on the resili-
ence of online federated learning algorithm (PSO-Fed) against model-poisoning
attacks. The PSO-Fed algorithm aims to alleviate the communication burden by
enabling clients to exchange only partial model estimates with the server during
each update round. This approach not only reduces communication load but also
fortifies the algorithm against model-poisoning attacks. To delve deeper into this
phenomenon, our analysis focuses on evaluating the performance of the PSO-Fed
algorithm in the presence of Byzantine clients, who may maliciously manipulate
their local models by introducing noise before sharing them with the server. Our
study demonstrates that PSO-Fed sustains convergence in both mean and mean-
square senses even under the adversarial influence of model-poisoning attacks.
Additionally, our work entails deriving the theoretical mean square error (MSE) of
PSO-Fed, establishing its correlation with various parameters including stepsize,
attack probability, number of Byzantine clients, client participation rate, partial-
sharing ratio, and noise variance. Furthermore, we ascertain the existence of an
optimal stepsize for PSO-Fed when encountering model-poisoning attacks. The
outcomes of our comprehensive numerical experiments substantiate our theoret-
ical affirmations and underscore the superior resilience of PSO-Fed in mitigating
Byzantine attacks, surpassing other leading related algorithms.

19
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3.1 Motivation
Byzantine clients in network environments are those that behave unpredictably or
with malicious intent. They have the ability to disrupt normal operations by send-
ing misleading information or not adhering to established protocols. This type of
behavior presents significant risks to the FL process and could potentially result
in disruption or reduced performance [67, 68]. The presence of Byzantine cli-
ents can compromise the integrity and reliability of the global model in FL. They
might employ deceptive tactics, such as submitting false or inconsistent gradients
or model weights during updates or even initiating denial-of-service (DoS) attacks,
all of which have the potential to undermine the integrity and effectiveness of the
FL process [49, 69, 70]. Various strategies have been suggested to address the
impact of Byzantine clients in FL. These strategies include using resilient aggreg-
ate statistics, assigning trust scores to individual clients, and utilizing historical
information to recover from Byzantine attacks [71–74].

Byzantine clients can launch various types of adversarial attacks such as data-
poisoning, model-poisoning, and label-poisoning [75, 76]. Data-poisoning attacks
involve the injection of malicious data into the training dataset [77, 78]. Evasion
attacks involve manipulating input data to undermine the generalizability of the
learned model while evading detection [79]. Backdoor attacks involve embedding
hidden trigger mechanisms within the model that can cause targeted malicious
behavior [80]. Inference-time attacks, like membership inference, seek to reveal
if a particular data point was utilized during training, which raises concerns about
privacy [81, 82].

Network infrastructure can also be the target of distributed denial-of-service (DoS)
attacks and man-in-the-middle attacks, which can disrupt services or intercept
communications [83]. In addition to these types of attacks, model-poisoning at-
tacks where Byzantine clients manipulate model updates during training as well
as defense strategies against model-poisoning attacks in FL are discussed in [13].
These defense strategies can be categorized into evaluation methods for local model
updates and aggregation methods for the global model. Evaluation methods in-
volve the server analyzing client submissions without accessing local client data,
which creates difficulties for their practicality. In aggregation methods, the server
modifies the local model updates using specific criteria or employs appropriate
statistical techniques. Utilizing robust aggregation methods like median or trimmed
mean can reduce the impact of malicious clients on the global model [84]. Using
methods of aggregation assisted by blockchain can also assist in coping with at-
tacks on the network, although this may result in increased communication load or
computational complexity [85].
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A communication-efficient FL algorithm based on SignSGD was recently intro-
duced in [86] that exhibits resilience to Byzantine attacks. However, it assumes
that all clients consistently participate in every FL iteration, which may not reflect
the practical realities of FL. This is especially true in scenarios involving clients
with limited resources, such as mobile or IoT devices, in terms of energy or com-
putational capacity. As a result, there is a significant gap in current FL research
to address the necessity for communication-efficient FL algorithms that are robust
against model-poisoning attacks without imposing additional computational bur-
den on clients. Filling this gap can make FL more feasible and practical for a wider
range of devices, particularly those with constrained resources, and can improve
the robustness and scalability of FL systems in real-world applications.

This chapter delves into the analysis of the performance of the partial-sharing-
based online FL (PSO-Fed) algorithm [63, 87, 88] in the face of Byzantine at-
tacks. Our investigation shows that employing partial sharing in online FL, with
the main goal of improving communication efficiency, also provides the additional
benefit of reducing the negative impact of model-poisoning attacks. Our rigorous
theoretical analysis demonstrates that PSO-Fed converges in both mean and mean-
square senses, even when subjected to model-poisoning attacks. Additionally, we
calculate the theoretical steady-state mean square error (MSE) of PSO-Fed. Our
analysis reveals an important discovery: the identification of an optimal stepsize
for PSO-Fed in the presence of model-poisoning attacks. Unlike gradient des-
cent algorithms, where a smaller stepsize often leads to better performance, in
PSO-Fed under model-poisoning attacks, a smaller stepsize does not necessarily
result in improved estimation accuracy. This contrasts with the typical behavior of
gradient-descent-based algorithms, where smaller stepsizes are frequently used to
improve performance, albeit at the expense of slower convergence. We present a
theoretical determination of the optimal stepsize. To validate our theoretical find-
ings, we carry out extensive numerical experiments using synthetic non-IID data.
The experimental results validate our theoretical predictions and demonstrate that
PSO-Fed displays greater resilience to Byzantine attacks compared to other al-
gorithms, such as Online-FL, all without incurring additional computational over-
head on clients.

3.2 Proposed Method
We consider a federated network consisting of K clients and one server. At every
time instance n, each client k has access to a data vector xk,n ∈ RL and its corres-
ponding response value yk,n ∈ R, which are related via the model

yk,n = w⊺xk,n + νk,n, (3.1)
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Figure 3.1: PSO-Fed algorithm.

where the model parameter vector w ∈ RL is collaboratively estimated using the
locally stored client data, and νk,n is the observation noise. We define the global
objective function for estimating w as

J (w) =
1

K

K∑

k=1

Jk(w) (3.2)

with the local objective function at client k being

Jk(w) = E
[
|yk,n −w⊺xk,n|2

]
. (3.3)

The goal is to find the optimal estimate of w by minimizing J (w), i.e., w⋆ =
minw J (w), albeit, in a distributed fashion via FL.

3.2.1 Partial-Sharing-Based Online FL (PSO-Fed)

In PSO-Fed, the server only sends a portion of the global model estimate to the
clients as discussed in chapter 2.5 to reduce the communication load. In addition,
the clients also transmit only a part of their local model estimates to the server.
The model parameters exchanged between client k and the server at iteration n
are specified using a diagonal selection matrix denoted by Sk,n ∈ RL×L with M
ones and L−M zeros. The positions of the ones on the diagonal determine which
model parameters are shared with the server at each iteration. They can be selected
arbitrarily or in a round-robin fashion as in [64, 89] such that the model parameters
are exchanged between each client and the server, on average, M times in every
L iterations. Hence, the probability of each of the model parameters being shared
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Algorithm 3: PSO-Fed.

1 Parameters: stepsize µ, number of clients K, set of clients S
2 Initialization: global model w0 = 0, local models wk,0 = 0

3 For n = 1, . . . , Until Convergence

4 The server randomly selects a subset Sn of its clients and sends the global
model Sk,nwn to them.

5 Client Local Update:
6 If k ∈ Sn
7 Update ϵk,n = yk,n − [Sk,nwn + (IL − Sk,n)wk,n]

⊺ xk,n.
8 Update wk,n+1 = Sk,nwn + (IL − Sk,n)wk,n + µxk,nϵk,n

9 Send Sk,nwk,n+1 to the server.
10 Else
11 Update ϵk,n = yk,n −w⊺

k,nxk,n.

12 Update wk,n+1 = wk,n + µxk,nϵk,n
13 EndIf
14 Aggregation at the Server:
15 The server receives Sk,nwk,n+1 from k ∈ Sn and aggregates them via
16 wn+1 =

1
|Sn|

∑
k∈Sn

[Sk,n+1wk,n+1 + (IL − Sk,n+1)wn]

17 EndFor

with the server in any iteration is denoted by pe =
M
L . Figure 3.1 illustrates how

PSO-Fed operates. From Figure 3.1, it can be observed that during iteration n, the
set of randomly selected clients is Sn = {1, 3, 4} and the rest of the clients are
not communicating with the server. In addition, it is observed that only the first
element of the model parameter vector of size L = 5 is shared.

Using the selection matrices Sk,n, the recursive update equations of PSO-Fed, that
iteratively minimize (3.2) through FL, are expressed as

ϵk,n = yk,n −
[
Sk,nwn + (IL − Sk,n)wk,n

]⊺
xk,n (3.4a)

wk,n+1 = Sk,nwn + (IL − Sk,n)wk,n + µxk,nϵk,n (3.4b)

wn+1 =
1

|Sn|
∑

k∈Sn

[
Sk,n+1wk,n+1 + (IL − Sk,n+1)wn

]
, (3.4c)

where wk,n is the local model estimate at client k and iteration n, wn is the global
model estimate at iteration n, IL is the L × L identity matrix, µ is the stepsize
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Figure 3.2: Model-poisoning attack model.

controlling the convergence rate and steady-state performance, Sn denotes the set
of client selected at iteration n, and |Sn| denotes the number of the selected clients
in each iteration. Algorithm 3 summarizes PSO-Fed [63].

3.2.2 Model-Poisoning Attack Model

We denote the group of potential Byzantine clients within the network as SB . To
indicate whether a client exhibits Byzantine behavior, we utilize the indicator vari-
able βk, where βk = 1 signifies that client k is part of the set SB (i.e., is a Byz-
antine client), and βk = 0 indicates otherwise. The total count of Byzantine clients
in the network is represented by |SB|. These Byzantine clients aim to compromise
the global model (e.g., diminish its accuracy) by intermittently transmitting cor-
rupted local model estimates to the server. We assume that the Byzantine clients
have access to accurate local model estimates. More specifically, we consider a
situation in which, during each iteration, each Byzantine client intentionally alters
its local model estimate by perturbing it before sending it to the server. This alter-
ation is performed with a certain probability of attack, denoted as pa. We represent
the model update shared by each of the Byzantine clients via [12]

w′
k,n =

{
wk,n + δk,n with probability pa

wk,n with probability 1− pa,
(3.5)

where δk,n ∈ RL denotes the perturbation signal associated with the attack which
can be modeled as a zero-mean white Gaussian noise, i.e., δk,n ∼ N (0,σ2

BIL).

A Bernoulli random variable τk,n represents the probability of a Byzantine client
compromising its local estimate. This variable equals 1 with a probability of pa,
which signifies the occurrence of an attack, and 0 otherwise. This representation is
depicted in Figure 3.2. We can observe from Figure 3.2 that clients are categorized
into Byzantine and non-Byzantine sets, differentiated by the parameter βk. In
addition, the probability of a Byzantine client executing an attack is represented
by the random variable τk,n in Figure 3.2.
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Therefore, considering that each Byzantine client sends a distorted local model
estimate to the server with a probability of pa when chosen by the server, in situ-
ations where Byzantine clients exist in the network, the global model update of
PSO-Fed, as shown in (3.4c), can be rewritten as

wn+1 =
1

|Sn|
∑

k∈Sn

[
Sk,n+1w

′
k,n+1 + (IL − Sk,n+1)wn

]
, (3.6)

where
w′
k,n+1 = wk,n+1 + βkτk,nδk,n+1. (3.7)

3.3 Theoretical Results
In this section, we evaluate the robustness of PSO-Fed against Byzantine attacks
by analyzing its theoretical mean and mean-square convergence and predicting its
steady-state MSE and optimal stepsize.

To facilitate the analysis, we introduce some new quantities. We denote the exten-
ded optimal global model as w⋆

e = 1K+1 ⊗ w⋆ and the extended global model
estimate as we,n = col{wn,w1,n, . . . ,wK,n}. We also define the following col-
lective quantities

Xn = bdiag{0,x1,n, . . . ,xk,n} (3.8a)

δe,n = col
{
0, δ1,n, . . . , δk,n

}
(3.8b)

B = bdiag
{
OL,β1IL, . . . ,βKIL

}
(3.8c)

Tn = bdiag
{
OL, τ1,nIL, . . . , τK,nIL

}
(3.8d)

νe,n = col
{
0, ν1,n, . . . , νk,n

}
, (3.8e)

where the operators col{·} and bdiag{·} represent column-wise stacking and block
diagonalization, respectively. Additionally, 1K+1 denotes a column vector of ones
with K + 1 entries, and OL denotes a square zero matrix of size L.

Subsequently, we define

ye,n = col{0, y1,n, y2,n, . . . , yk,n} = X⊺
nw

⋆
e + νe,n (3.9a)

ϵe,n = col
{
0, ϵ1,n, ϵ2,n, . . . , ϵk,n

}
= ye,n −X⊺

nAnwe,n (3.9b)

and

An =




IL OL OL . . . OL

a1,nS1,n IL − a1,nS1,n OL . . . OL
...

...
...

. . .
...

ak,nSk,n OL OL . . . IL − ak,nSk,n


 , (3.10)
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where ak,n = 1 if k ∈ Sn and ak,n = 0 otherwise. Hence, the global recursion
equations of PSO-Fed can be expressed as

we,n+1 = Bn+1 (Anwe,n + µXnϵe,n) + Cn+1BTnδe,n+1, (3.11)

where

Bn+1 =




IL −
∑K

k=1
ak,n
|Sn|Sk,n+1

a1,n
|Sn|S1,n+1 . . .

ak,n
|Sn|SK,n+1

OL IL . . . OL
...

...
. . .

...
OL OL . . . IL


 (3.12)

Cn+1 =




OL
a1,n
|Sn|S1,n+1 . . .

ak,n
|Sn|SK,n+1

OL OL . . . OL
...

...
. . .

...
OL OL . . . OL


 . (3.13)

To make the analysis tractable, we adopt the following commonly used assump-
tions.

A1: The input vectors of each client, xk,n, originate from a wide-sense station-
ary multivariate random process characterized by the covariance matrix Rk =

E
[
xk,nx

⊺
k,n

]
.

A2: The observation noise, νk,n, and perturbation signal, δk,n, both follow identical
and independent distributions. They are also independent of all other stochastic
variables.

A3: The selection matrices, Sk,n, of all clients and iterations are independent of
each other.

3.3.1 Mean Convergence

We define the deviation (coefficient-error) vector as w̃e,n = w⋆
e − we,n. Since

Bn+1 and An are block right-stochastic, i.e., their block rows add up to identity
matrix, we have Bn+1w

⋆
e = Anw

⋆
e = w⋆

e . Therefore, considering (3.11) and the
definition of w̃e,n, we get

w̃e,n+1 = Bn+1 (I− µXnX
⊺
n)Anw̃e,n − µBn+1Xnνe,n

− Cn+1BTnδe,n+1. (3.14)

Taking the expected value of both sides of (3.14) and under assumptions A1-A3,
we obtain

E[w̃e,n+1] = E[Bn+1] (I− µR)E[An]E[w̃e,n], (3.15)
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where

R = bdiag{O,R1,R2, · · · ,RK}. (3.16)

The mean convergence of PSO-Fed is guaranteed if ∥ (I− µR) ∥ < 1 or equival-
ently ∥1− µλi (Rk) ∥ < 1 ∀k, i. Here, ∥ · ∥ is any matrix norm and λi (·) denotes
the ith eigenvalue of its matrix argument. As a result, PSO-Fed achieves conver-
gence in the mean sense, even in the presence of Byzantine clients, provided that
the stepsize µ is appropriately chosen to satisfy

0 < µ <
2

maxi,k{λi (Rk)}
. (3.17)

In other terms, PSO-Fed is unbiased, even in the presence of model-poisoning
attacks.

3.3.2 Mean-Square Convergence

We denote the weighted norm-square of w̃e,n as ∥w̃e,n∥2Σ = w̃⊺
e,nΣw̃e,n, where

Σ is a positive semi-definite matrix. Computing the weighted norm-square of both
sides of (3.14) results in

E[∥w̃e,n+1∥2Σ] = E[∥w̃e,n∥2Σ′ ] + µ2E[ν⊺e,nYnνe,n]

+ E[δ⊺e,n+1Unδe,n+1], (3.18)

where the cross terms vanish under assumption A2 and

Σ′ = E[A⊺
n

(
I− µXnX

⊺
n

)B⊺
n+1ΣBn+1

(
I− µXnX

⊺
n

)An] (3.19)

Yn = X⊺
nB⊺

n+1ΣBn+1Xn (3.20)

Un = T⊺
nB

⊺C⊺
n+1ΣCn+1BTn. (3.21)

Subsequently, we define

σ′ = bvec{Σ′} = F⊺σ (3.22)

σ = bvec{Σ} (3.23)

F = QBQA − µQBKQA + µ2QBHQA (3.24)

QB = E[Bn+1 ⊗b Bn+1] (3.25)

QA = E[An ⊗b An] (3.26)
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K = (I⊗b R) + (R⊗b I) (3.27)

H = E[XnX
⊺
n ⊗b XnX

⊺
n] (3.28)

D =

[K/2 −H/2
I O

]
(3.29)

QC = E[Cn+1 ⊗b Cn+1] (3.30)

ω =QCbvec{Ωδ}, (3.31)

Ωδ = bdiag{0,β1σ2
BpaID,β2σ

2
BpaID, · · · ,βKσ2

BpaID} (3.32)

ϕ =QBϕν (3.33)

ϕν = bvec{E [XnΘνX
⊺
n]} (3.34)

Θν = E
[
νe,nν

⊺
e,n

]
= diag{0,σ2

ν1 , · · · ,σ2
νK
}, (3.35)

where ⊗b denotes the block Kronecker product (Tracy–Singh product [90]) and
bvec{·} denotes the block vectorization operation [91]. We evaluate QA, QB,
H, QC and ϕν under A1-A3, in Appendices A-D in P2, respectively.

Proposition 3.1: PSO-Fed converges in the mean-square sense and has a bounded
steady-state MSD, even in the presence of model-poisoning attacks given an ap-
propriate choice of stepsize as

0 < µ < min

{
1

λmax

(K−1H) ,
1

max{λ(D) ∈ R, 0}

}
, (3.36)

where λmax(·) denotes the largest eigenvalue of its matrix argument. Note that we
denote the upper bound of (3.36) as µmax.

Proof. See P2.

3.3.3 Steady-State Mean Square Error

Proposition 3.2: The steady-state MSE of PSO-Fed (denoted by E), while taking
into account the impact of model-poisoning attacks can be computed as [92]

E =
1

K

[
(µ2ϕ⊺ + ω⊺)

(
I−F⊺)−1Q⊺

Abvec{R}+ tr (Θν)
]

=
µ2

K
ϕ⊺(I−F⊺)−1Q⊺

Abvec{R}
︸ ︷︷ ︸

Eϕ

+
1

K
ω⊺(I−F⊺)−1Q⊺

Abvec{R}
︸ ︷︷ ︸

Eω

+
1

K
tr (Θν)

︸ ︷︷ ︸
EΘ

, (3.37)

Proof. See P2.
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The partial sharing of model parameters, the scheduling of clients, the statistics
of input data, and the value of stepsize all affect the first and second terms on the
right-hand side of (3.37), specifically Eϕ and Eω. The observation noise impacts
the first and third terms, Eϕ and EΘ, with the latter being solely attributable to
this noise. Additionally, the influence of model-poisoning attacks from Byzantine
clients on the steady-state MSE of PSO-Fed is restricted to the second term, Eω,
which is induced by these attacks.

Remark 3.1: Reflecting on (3.31) and the computation of QC in Appendix C of
P2, it is evident that both partial sharing and client scheduling have a reducing
impact on ω. As the probability of sharing each element of the model parameter
vector decreases, denoted as pe = M

L , the values of ω decrease correspondingly.
Consequently, (3.37) implies that partial sharing could provide online FL with in-
creased resilience against model-poisoning attacks. Nonetheless, partial sharing
also influences Eϕ, causing its value to rise as indicated in [63, Figure 1(a)]. This
complicates the ability to easily ascertain the overall influence of partial sharing on
the steady-state MSE of PSO-Fed in situations related to model-poisoning attacks,
solely by examining (3.37). To achieve a more thorough understanding and sub-
stantiate these theoretical predictions, we conduct extensive simulations in section
3.4.

3.3.4 Optimal Stepsize

When there are no model-poisoning attacks and Eω = 0, the function E increases
monotonically with the stepsize µ, provided that (3.36) holds true. However, in the
presence of model-poisoning attacks, the presence of Eω disrupts this monotonic
behavior. It amplifies E for smaller values of µ and moves the point of minimal
E from µ = 0 to a larger value of µ > 0. As a result, this introduces a non-
trivial optimal stepsize that achieves the minimum E when confronted with model-
poisoning attacks. We refer to this optimal stepsize as µ⋆.

Theorem 3.1. The approximate optimal stepsize as

µ⋆ ≈ ω⊺B1,JQ⊺
Abvec{R}

2(ϕ⊺B0,J + ω⊺B2,J)Q⊺
Abvec{R} . (3.38)

Note that, when no model-poisoning attack occurs, i.e., ω = 0, the numerator on
the RHS of (3.38) becomes zero, leading to µ⋆ = 0.

Proof. See P2.
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3.4 Numerical Results
To verify our theoretical findings, we conduct several numerical experiments. We
also compare the performance of the PSO-Fed algorithm with that of the Online-
Fed, SignSGD, CS-Fed, and QS-Fed algorithms within a federated network com-
prising K ∈ {50, 100} clients and a model parameter vector of size L = 5.
Each client possesses non-IID data vectors xk,n and their associated response
values yk,n, which are interconnected as per (3.1) with model parameter vector
w = 1√

L
[1, · · · , 1]⊺ ∈ RL. Each entry of xk,n for each client k is drawn from a

zero-mean Gaussian distribution with variance ς2K , where ς2K itself is sampled from
a uniform distribution between 0.2 and 1.2, denoted as U(0.2, 1.2). In addition, the
observation noise νk,n is zero-mean IID Gaussian with variance σ2

νk
drawn from

U(0.005, 0.025). In our experiments, only M = 1 entry of the model parameter
vector is shared per iteration, unless specified differently.

We evaluate the performance of the considered algorithms on the server’s side by
employing a test dataset consisting of Nt = 50 instances {X̆, y̆} and calculating
the test MSE at the server as

1

Nt
∥y̆ − X̆⊺wn∥22. (3.39)

We also evaluate the performance of PSO-Fed on the client side using (3.4a) and
calculating the network-wide average steady-state MSE as

1

K

K∑

k=1

lim
n→∞

ϵ2k,n. (3.40)

In our first experiment, we examine the effect of different numbers of Byzantine
clients |SB| on the steady-state test MSE for PSO-Fed, Online-Fed, SignSGD, CS-
Fed, and QS-Fed. In this experiment, We have K = 100 clients. In every iteration
n, the server randomly selects a set of |Sn| = 5 clients to participate in FL, with
each client having an equal probability of being selected. In addition, all Byzantine
clients are characterized by model-poisoning noise variance of σ2

B = 0.25 and at-
tack probability of pa = 1. In each iteration, we allocate the same communica-
tion budget to all algorithms. Therefore, to allow all algorithms converge to their
lowest steady-state MSD within 3000 iterations, we set µ = 0.15 for PSO-Fed,
Online-Fed, CS-Fed and QS-Fed, and µ = 0.08 for SignSGD at all clients. Ac-
cording to (3.36), the maximum stepsize ensuring the mean-square convergence of
PSO-Fed in this experiment is µmax = 0.245. The results displayed in Figure 3.3
indicate that PSO-Fed outperforms the existing algorithms across all considered
number of Byzantine clients. Notably, Online-Fed and PSO-Fed perform similarly
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Figure 3.3: Steady-state test MSE for different algorithms with different numbers of Byz-
antine clients |SB |, attack strength σ2

B = 0.25 and attack probability pa = 1.

Figure 3.4: Steady-state test MSE of PSO-Fed for different numbers of shared elements
M with different numbers of Byzantine clients |SB |, attack strength σ2

B = 0.5 and attack
probability pa = 0.2.

when there is no Byzantine client or poisoning attack (i.e., σ2
B = 0). However,

the performance of Online-Fed deteriorates more than PSO-Fed as the number of
Byzantine clients increases. While CS-Fed performs closely to PSO-Fed in our
experiment, it is important to note that the computational complexity of CS-Fed
exceeds that of PSO-Fed.
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Figure 3.5: Network-wide average MSE of PSO-Fed for different values of attack
strengths σ2

B and Byzantine clients |SB |, number of shared elements M = 1 and attack
probability pa = 0.2.

In our second experiment, we examine the impact of the number of shared entries,
M , on the steady-state test MSE of PSO-Fed. We simulate PSO-Fed with K = 50
clients, L = 5, |SB| ∈ {5, 15} Byzantine clients, attack strength σ2

B = 0.5, and
attack probability pa = 0.2. The results are shown in Figure 3.5. We observe that
increasing M leads to higher steady-state test MSE. In addition, PSO-Fed exhibits
greater resilience to model-poisoning attacks compared to Online-Fed, without
incurring any extra computational or communication burden on the clients. This
experiment corroborates our theoretical findings discussed in section 3.3.3.

In our third experiment, we investigate the effect of varying the attack strength
σ2
B on the network-wide average steady state MSE. We simulate PSO-Fed with

K = 50 clients, L = 5, |SB| ∈ {5, 15} Byzantine clients, attack strength σ2
B ∈

{0, 0.25, 0.5, 0.75, 1}, and attack probability pa = 0.2. The server randomly se-
lects 5 clients in each iteration. The results depicted in Figure3.4 align closely
with our theoretical predictions. We notice an upward trend in the network-wide
average steady-state MSE as the attack strength or the number of Byzantine clients
increases. In addition, the presence of |SB| = α1 Byzantine clients with an attack
strength of σ2

B = β1 results in the same MSE as having |SB| = α2 Byzantine
clients with an attack strength σ2

B = β2, provided that the condition α1β1 = α2β2
is met.

In our fourth experiment, we explore how the attack probability pa influences the
steady-state test MSE of PSO-Fed, considering different numbers of shared entries
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Figure 3.6: Effect of attack probability pa on steady-state test MSE of PSO-Fed for dif-
ferent numbers of Byzantine clients |SB |, number of shared elements M = 1 and attack
strength σ2

B = 0.25.

M ∈ {1, 5}, with the number of Byzantine clients set to |SB| = 5 and attack
strength to σ2

B = 0.25. The results, presented in Figure 3.7, align with observa-
tions from the previous experiment, showing that an increase in the attack probabil-
ity leads to a higher MSE. Moreover, partial sharing (i.e., when M < L) enhances
the resilience against model-poisoning attacks as elaborated upon in section 3.3.3.

In our fifth experiment, we investigate the impact of attack probability pa on the
steady-state test MSE of PSO-Fed, considering different numbers of Byzantine
clients |SB| ∈ {5, 15} and setting the attack strength as σ2

B = 0.25. The results
shown in Figure 3.6 indicate that increasing the attack probability increases the
steady-state MSE.

In our sixth experiment, we evaluate the performance of PSO-Fed using different
stepsize values and Byzantine client numbers in the presence or absence of model-
poisoning attacks. We simulate PSO-Fed with K = 50 clients, L = 5, attack
strength σ2

B = 0.25, attack probability pa = 0.25. The server randomly selects
5 clients in each iteration. The results illustrated in Figure 3.8, show that with no
model-poisoning attack (|SB| = 0), the larger the stepsize µ, the worse PSO-Fed
performs, a trend consistent with gradient descent optimization methods. However,
with model-poisoning attacks (|SB| > 0), the performance first improves with an
increase in µ, then deteriorates when µ grows larger. This observation confirms the
existence of an optimal stepsize µ⋆ that ensures the best performance of PSO-Fed
under model-poisoning attacks. By calculating the optimal stepsize using (3.38),
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Figure 3.7: Effect of attack probability pa on steady-state test MSE of PSO-Fed for dif-
ferent numbers of shared elements M ∈ {1, 5}, number of Byzantine clients |SB | = 5
and attack strength σ2

B = 0.25.

Figure 3.8: Network-wide average MSE of PSO-Fed for different values of stepsize µ,
attack strength σ2

B = 0.25 and attack probability pa = 0.25.

we determine µ⋆ ≈ 0.03, which corresponds to the experimental results.

In our seventh experiment, we analyze the performance of PSO-Fed using dif-
ferent stepsizes in the presence or absence of model-poisoning attacks, consid-
ering different attack strengths σ2

B . We simulate PSO-Fed with K = 50 cli-
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Figure 3.9: Network-wide average MSE of PSO-Fed for different values of stepsize µ,
numbers of Byzantine clients |SB | = 5 and attack probability pa = 0.25.

ents, L = 5, |SB| = 5 Byzantine clients, and attack probability of pa = 0.25.
The server randomly selects 5 clients in each iteration. The results, presented
in Figure 3.9, echo the observations from the previous experiment: without a
poisoning attack (σ2

B = 0), PSO-Fed’s performance decreases as the stepsize µ
increases. Conversely, with model-poisoning attacks (σ2

B > 0), performance ini-
tially improves with an increase in µ but begins to decline as µ is further increased.
This pattern confirms the existence of an optimal stepsize µ⋆ for scenarios with
model-poisoning attacks. Using (3.38) to estimate the optimal stepsize, we find
µ⋆ ≈ 0.03, corresponding to the experiment’s findings. This experiment also rein-
forces our conclusion following the third experiment that identical attack proper-
ties result in the same MSE.

In our eighth experiment, we investigate the impact of the commonly-adopted
small stepsize approximation (SSA) on predicting the performance of PSO-Fed
in the presence or absence of model-poisoning attacks. Specifically, we assume
that higher orders of µ are negligible when computing F via (3.24). We then com-
pare the simulated network-wide average MSE of PSO-Fed with the corresponding
theoretical predictions with or without SSA. We simulate PSO-Fed with K = 50
clients, L = 5, attack probability pa = 0.25, attack strength σ2

B = 0.5, and num-
bers of Byzantine clients |SB| ∈ {0, 10}. The server randomly selects 5 clients in
each iteration. The results in Figure 3.10 reveal that, when µ is sufficiently small,
SSA does not hinder the accurate prediction of steady-state MSE even without the
knowledge of the 4th moment of the input vector, H. However, as the stepsize in-
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Figure 3.10: Effect of small stepsize approximation (SSA) on network-wide average MSE
of PSO-Fed, numbers of Byzantine clients |SB | ∈ {0, 10}, attack strength σ2

B = 0.5 and
attack probability pa = 0.25.

Figure 3.11: Effect of number of shared elements M on Eω and Eϕ in (3.37) for |SB | ∈
{5, 15} Byzantine clients, attack strength σ2

B = 0.5 and attack probability pa = 0.2.

creases, discrepancies arise in both scenarios, with and without model-poisoning
attacks, diverging from the ideal case.

In our final experiment, we investigate the effect of partial sharing on different
terms of MSE (3.37), namely, Eω and Eϕ, in the presence of model-poisoning
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attacks. We compute both terms using the same setup as in our second experiment.
The results depicted in Figure 3.11 show that decreasing the number of shared
parameters considerably lowers Eω, significantly mitigating the impact of model-
poisoning attacks. However, sharing fewer entries increases Eϕ. Still, the benefits
of partial sharing in reducing Eω are more substantial, leading to reduced MSE.
Note that Eϕ remains unchanged across both considered cases, as it depends solely
on scheduling and data noise. Finally, this experiment corroborates our theoretical
findings and confirms our assertions regarding the effect of partial sharing on Eω
and Eϕ, as discussed at the end of section 3.3.3.

3.5 Summary
We conducted a theoretical analysis of the recently proposed PSO-Fed algorithm to
examine its resilience to model-poisoning (Byzantine) attacks imparted by partial
sharing. In our analysis, we considered a linear regression task with the local
objective function of each client defined as an empirical risk. We showed that,
even under Byzantine attacks, PSO-Fed converges in both mean and mean-square
senses, given an appropriate choice of stepsize. More importantly, we showed
that, in the presence of Byzantine clients, the steady-state MSE of PSO-Fed is
significantly smaller than that of the Online-Fed algorithm, which does not feature
partial sharing. Our theoretical analysis also uncovered the existence of a non-
trivial optimal stepsize for PSO-Fed in the presence of model-poisoning attacks.
The simulation results corroborated our theoretical findings regarding PSO-Fed’s
effectiveness against Byzantine attacks as well as the accuracy of the theoretically
predicted values of its steady-state MSE and optimal stepsize.
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Chapter 4

Resource-Efficient FL Robust to
Communication Errors

This chapter presents the results of publications P3, P4 and their extension P5.
It presents an FL algorithm that is robust to communication noise/error while re-
ducing the communication burden of edge devices. We derive the proposed al-
gorithm through solving the weighted least-squares (WLS) regression problem.
We first cast the WLS regression problem as distributed convex optimization over a
federated network that employs random scheduling for communication efficiency.
We then use the alternating direction method of multipliers (ADMM) to solve the
problem iteratively. To mitigate the adverse effects of cumulative communica-
tion noise/error, we introduce a new local model update at each participating edge
device. Our theoretical analysis shows that the convergence of our algorithm is
ensured when the server communicates with a random subset of the clients at each
iteration. Our numerical results also demonstrate the superiority of our algorithm
over the state of the art and corroborate our theoretical findings.

4.1 Motivation
FL depends on effective communication to train a machine learning model using
decentralized data, aiming to create a more precise global model. When the com-
munication channels between the server and the edge devices are unreliable, the
server receives distorted local updates stemming from uplink noise, while each
client gets a noisy version of the aggregated model from the server due to down-
link noise [93–95]. Utilizing models that have been affected by communication
noise or errors can degrade the accuracy of the learned model. Many studies on
FL have mainly concentrated on uplink noise [96, 97]. The work in [98] explores

39
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the effects of downlink noise on FL. These investigations indicate that the effect-
iveness of gradient-descent-based FL algorithms can decline when noise is present
in the communication channels. In [94], a novel loss function is introduced for
FL, employing the first-order derivative of the loss function as a regularizer to ad-
dress the issue of additive noise in communication links. In [98], two strategies
are suggested to enhance FL’s resilience against downlink noise. The first strategy
involves using a quantization technique while transmitting the global model up-
date through digital links and implementing channel coding with a standard rate.
The second strategy centers on an analog downlink transmission method, where
the server sends an uncoded global model update.

The authors of [99, 100] suggest that by controlling the scale of the communica-
tion signal-to-noise ratio, the impact of noise can be mitigated, allowing the con-
vergence rate of FedAvg with reliable communication links to be preserved. Non-
etheless, they do not address any strategies to counteract the effects of the noise. In
[101], the authors implement precoding and scaling during transmissions to reduce
the detrimental impacts of noisy channels and to ensure the convergence of their
algorithm. Many of these approaches to handle link noise in FL typically neces-
sitate extra resources on the client side. This can be counterproductive, as clients
in FL often function with limited resources regarding power/energy, memory, or
computational ability.

FL algorithms that utilize the alternating direction method of multipliers (ADMM)
tend to show a degree of resilience against additive communication noise [102].
Nevertheless, these methods necessitate that all clients take part in every round
of FL, which can be unrealistic in practical situations where clients are limited in
resources or consist of diverse edge devices. Thus, there is a significant need for
FL algorithms that can withstand noise in communication channels while requiring
minimal additional communication or computational efforts.

This chapter aims to develop a resource-efficient ADMM-based FL algorithm that
is robust to communication noise/error while imposing no additional computa-
tional burden on the participating clients. We consider the presence of noise in both
uplink and downlink communications. Considering the weighted least-squares
(WLS) regression problem, we develop our proposed FL algorithm by iteratively
solving an appropriately formulated distributed convex optimization problem via
ADMM. To achieve communication efficiency, we employ random client schedul-
ing. Furthermore, to prevent error accumulation from degrading the learning, we
communicate a linear combination of the last two global model updates, as well as
eliminating the dual model parameters at all participating edge devices. Through
theoretical analysis, we show that the convergence of the proposed algorithm is
ensured when the server chooses a random subset of the clients at each iteration,
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even with noisy communication links. Our simulation results also attest to the
effectiveness of our algorithm in comparison with the state of the art, as well as
corroborating our theoretical findings.

It is noteworthy to mention that the emphasis on the WLS regression problem
enables us to address challenges associated with random client participation in
noisy FL settings. By concentrating on the WLS problem, we can guarantee mean
convergence for both global and local models towards the optimal solution; an
assurance that is often lacking in more generalized formulations. Furthermore,
this focus allows a novel mean-square convergence analysis, as well as a closed-
form expression for the mean-square error.

4.2 Proposed Method
We consider a federated network consisting of K clients and one server, where
the clients communicate with the server over wireless channels. Each client k has
access to a local dataset denoted by Dk = {Xk,yk}, which comprises a column
response vector yk with dk entries, and a data matrix Xk of size dk × L. For each
client k, a linear model is employed to relate the data matrix Xk to the response
vector yk as

yk = Xkω + νk, (4.1)

where ω denotes the global regression model parameter vector of size L, and νk
represents the observation noise or perturbation, which is a vector of size dk with
each entry assumed to be zero-mean Gaussian.

4.2.1 Federated Weighted Least-Squares Regression

Weighted least-squares (WLS) regression serves as a logical extension of least-
squares regression, providing notable benefits in numerous signal processing ap-
plications, including power system state estimation [103], position estimation [104],
and image noise reduction [105]. In WLS, various observations are given weights
according to their reliability, enabling the model to more accurately represent the
data when the quality of observations differs. This method can effectively reduce
the influence of less reliable data, leading to more accurate and trustworthy mod-
els.

In federated WLS regression, the goal is to collaboratively estimate the global
model parameter vector ω by minimizing a global objective function across a fed-
erated network. This is expressed as a global WLS estimation problem in the FL
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framework as

min
{wk}

K∑

k=1

Jk(wk)

s.t. wk = w, k ∈ {1, 2, · · · ,K}, (4.2)

where Jk(wk) = ∥yk −Xkwk∥2Wk
is the local objective function for estimating

ω at client k, Wk is the weight matrix specific to client k, wk is the local model
estimate at client k and w can be viewed as the global model estimate.

The optimal solution to (4.2), denoted by w⋆, can be stated as

w⋆ =

(
K∑

k=1

X⊺
kWkXk

)−1( K∑

k=1

X⊺
kWkyk

)
. (4.3)

To solve (4.2) within an FL framework, we utilize the ADMM algorithm [48].
Therefore, we express the augmented Lagrangian function for (4.2) as

K∑

k=1

Lk(wk,w, zk) =

K∑

k=1

Jk(wk) + ⟨wk −w, zk⟩+
ρ

2
∥wk −w∥22, (4.4)

where zk is the Lagrange multiplier vector and and ρ > 0 is the penalty para-
meter. Consequently, we derive the recursive update equations at each client k and
iteration number n as

zk,n = zk,n−1 + ρ(wk,n −wk) (4.5a)

wk,n+1 = ŵk −Nk(zk,n − ρwk), (4.5b)

along with the recursive update equation at the server as

wn+1 =
1

K

K∑

k=1

(
wk,n+1 + ρ−1zk,n

)
, (4.6)

where we define

Nk =
(
2X⊺

kWkXk + ρI
)−1 (4.7)

ŵk = 2NkX
⊺
kWkyk. (4.8)

In this solution, after performing local training, i.e., (4.5a) and (4.5b), each client
shares its local estimate of wk,n+1 + ρ−1zk,n with the server. The server then
obtains the global estimate as in (4.6) and broadcasts it to all clients while the FL
process continues.
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4.2.2 Dual Variable Elimination

We posit that, in the recursions (4.5)-(4.6), it is necessary to transmit a combina-
tion of the primal and dual model parameter estimates to the server to enable the
aggregation that produces the global model estimate. Nevertheless, the dual up-
date information can be incorporated into the primal update by carefully choosing
the initial estimates and introducing a new local primal update at the clients.

Accordingly, we can reformulate (4.5)-(4.6) as

wn =
1

K

K∑

k=1

wk,n (4.9a)

wk,n+1 = (I− ρNk)wk,n + ρNk(2wn −wn−1) (4.9b)

by initializing with w−1 = 0, zk,−1 = 0, and wk,0 = ŵk, hence eliminating the
Lagrange multipliers zk,n. The recursion begins with clients sharing their ŵk with
the server, which then aggregates them and broadcasts the resulting global model
estimate to the clients. We further define sn = 2wn −wn−1 and modify (4.9b) as

wk,n+1 = (I− ρNk)wk,n + ρNksn. (4.10)

One of the main benefits of (4.10) compared to (4.9b) is that the server carries out
the linear combination of the latest two global model estimates needed for local
model updates, instead of individual clients handling this task. This approach can
greatly minimize the effects of communication noise since the combination takes
place prior to being sent to the clients.

4.2.3 Communication Noise

Clients and the server often communicate via wireless channels, which are prone
to noise in both uplink and downlink communications. In the downlink, clients re-
ceive noisy versions of the aggregated model updates from the server. Specifically,
at iteration n, client k receives s̃k,n = sn + ζk,n where ζk,n represents the down-
link noise affecting the transmission. In the uplink, the server receives a noisy
version of each client’s local model update, i.e., w̃k,n+1 = wk,n+1 + ηk,n where
ηk,n denotes the uplink noise for client k at iteration n.

Considering the impact of communication noise and allowing client updates to
occur before server aggregation, we obtain

wk,n+1 = (I− ρNk)wk,n + ρNks̃k,n (4.11a)

wn+1 =
1

K

K∑

k=1

w̃k,n+1 (4.11b)



44 Resource-Efficient FL Robust to Communication Errors

4.3 Resource-efficient FL over Noisy Channels
In this section, we introduce RERCE-Fed, our proposed FL algorithm that is both
resource-efficient and robust to communication errors.

4.3.1 Random Scheduling

In (4.11), there is an implicit assumption that all clients are involved in every global
model update iteration. However, in FL, clients often have constraints in their
communication and computational capabilities. Thus, requiring participation of
all clients in every global update round can result in considerable drawbacks, such
as extended convergence times or excessive resource consumption. To tackle this
issue, we allow the server to randomly select a subset of clients, indicated by Sn,
to take part in model aggregation during each iteration n. We assume that the size
of this subset, C = |Sn|, remains unchanged throughout the FL process.

4.3.2 RERCE-Fed

In our proposed algorithm, during each global iteration n, the selected clients
k ∈ Sn receive s̃k,n from the server and update their models. The server sub-
sequently receives w̃k,n+1 from these clients and aggregates them. Afterward, it
broadcasts the most recent global update to a new set of selected clients in the next
iteration. Clients that are not selected by the server in a specific round keep their
most recent local update until their next selection. Hence, the recursions of the
proposed RERCE-Fed algorithm are expressed as [106, 107]

wk,n+1 = (I− ak,nρNk)wk,n + ak,nρNks̃k,n (4.12a)

wn+1 =
1

C
K∑

k=1

ak,nw̃k,n+1, (4.12b)

where ak,n is the indicator variable for random scheduling, with ak,n = 1 when
client k is selected by the server in iteration n (i.e., k ∈ Sn) and ak,n = 0 other-
wise. We summarize RERCE-Fed in Algorithm 4.

4.3.3 RERCE-Fed with Continual Local Updates

In contrast to the traditional random scheduling method outlined in section 4.3.1,
where clients that are not selected refrain from making local updates and their most
recent model estimates are excluded from the global aggregation, we introduce
a novel approach in which all clients, irrespective of their selection status, con-
sistently revise their local model estimates during each iteration. This innovative
strategy can improve overall performance without adding any extra communica-
tion overhead or significantly increasing the computational burden for either the
clients or the server, as will be demonstrated later.
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Algorithm 4: RERCE-Fed.

1 Parameters: penalty parameter ρ, number of clients K, set of clients S
2 Initialization: global model w0 = w−1 = 0, local models wk,0 = ŵk

3 For n = 1, . . . , Until Convergence

4 The server randomly selects a subset Sn of its clients and sends the
aggregated global model sn to them.

5 Client Local Update:
6 If k ∈ Sn
7 Receive s̃k,n, a noisy version of sn, from the server.
8 Update the local model as wk,n+1 = (I− ρNk)wk,n + ρNks̃k,n

9 Send wk,n+1 to the server.
10 EndIf
11 Aggregation at the Server:
12 The server receives w̃k,n+1, noisy versions of the locally updated models

from the selected clients k ∈ Sn and aggregates them via
13 wn+1 =

1
C
∑
k∈Sn

w̃k,n+1

14 sn+1 = 2wn+1 −wn

15 EndFor

To implement this method, clients retain the latest global model estimate they re-
ceive from the server, while the server maintains the most up-to-date local model
estimates from all clients. As a result, clients are able to continually refine their
local models using the most current global model estimate, and the server updates
the global model by incorporating the latest local updates from every client, re-
gardless of the random scheduling. When a client is chosen at iteration n, its most
recent local model estimate is synchronized with the server, and the global model
estimate provided by the server replaces the previous version held by the client.

Therefore, the recursions of the RERCE-Fed algorithm with continual local up-
dates are given by [106, 108]

wk,n+1 = (I− ρNk)wk,n

+ ρNk [ak,ns̃k,n + (1− ak,n)s̃k,m] (4.13a)

wn+1 =
1

K

K∑

k=1

[ak,nw̃k,n+1 + (1− ak,n)w̃k,m] , (4.13b)
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Algorithm 5: RERCE-Fed with continual local updates.

1 Parameters: penalty parameters ρ, number of clients K, set of clients S
2 Initialization: global model w0 = w−1 = 0, local models wk,0 = ŵk

3 For n = 1, . . . , Until Convergence

4 The server randomly selects a subset Sn of its clients and sends the
aggregated global model sn to them.

5 Client Local Update:
6 If k ∈ Sn
7 Receive s̃k,n, a noisy version of sn, from the server.
8 Store the latest global model s̃k,m = s̃k,n.
9 Update the local model as wk,n+1 = (I− ρNk)wk,n + ρNks̃k,n

10 Send tk,n+1 = 2wk,n+1 −wk,n to the server.
11 Else
12 Update the local model as wk,n+1 = (I− ρNk)wk,n + ρNks̃k,m
13 EndIf
14 Aggregation at the Server:

15 The server receives t̃k,n+1, noisy versions of the locally updated models
from the selected clients k ∈ Sn and aggregates them with t̃k,m, the stored
local model estimates of the non-selected clients via

16 sn+1 =
1
K

K∑
k=1

[
ak,nt̃k,n+1 + (1− ak,n)t̃k,m

]

17 EndFor

where s̃k,m denotes the most recent global model estimate received from the server
and stored in client k. This estimate is utilized when the client is not selected by
the server. Additionally, w̃k,m represents the most recent local model estimate
associated with client k, which is stored at the server and utilized during iterations
when the client is not chosen through random scheduling. Defining tk,n+1 =
2wk,n+1 −wk,n, we can restate (4.13b) as

sn+1 =
1

K

K∑

k=1

[
ak,nt̃k,n+1 + (1− ak,n)t̃k,m

]
. (4.14)

We summarize RERCE-Fed with continual local updates in Algorithm 5.
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4.4 Theoretical Results
In this section, we examine the theoretical performance of RERCE-Fed. We demon-
strate that the iterates wk,n converge in both mean and mean-square senses as
n → ∞, even when there are noisy communication links. Since wn denotes the
average of client estimates wk,n, its convergence follows accordingly.

We define the extended optimal global model as w⋆
e = 12K ⊗ w⋆ and the vector

containing the client local model estimates as

we,n = col{w1,n, · · · ,wK,n,w1,n−1, · · · ,wK,n−1},

where 12K is the 2K×1 vector of all ones,⊗ is the Kronecker product, and col{·}
denotes column-wise stacking.

Substituting (4.12b) into (4.12a), the global recursion of the proposed algorithm
can be stated as

we,n+1 = Anwe,n + ζn + ηn, (4.15)

where

An =

[An,1 An,2

An,3 An,4

]
, (4.16)

and the extended noise vectors ζn and ηn stack the vectors

ak,nρNkζk,n (4.17a)

ak,n
ρ

CNk

K∑

j=1

(
2aj,n−1ηj,n−1 − aj,n−2ηj,n−2

)
(4.17b)

at their top halves, respectively, and zeros at their bottom halves. The value of
An ∈ R2LK×2LK depends on the iteration number n as the server selects a random
number of clients at each iteration. Its sub-matrices of size LK × LK are block
matrices whose L× L blocks are calculated as

[An,1]ii = I− ai,nρNi + 2ai,nai,n−1
ρ

CNi (4.18a)

[An,1]ij = 2ai,naj,n−1
ρ

CNi, i ̸= j (4.18b)

[An,2]ij = −ai,naj,n−2
ρ

CNi. (4.18c)

To make the analysis tractable, we adopt the following assumptions:

A1: The communication noise vectors of both uplink and downlink, ηk,n and
ζk,n ∀k,n, are independently and identically distributed. In addition, they are
independent of each other and all other stochastic variables.
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A2: The random scheduling variables, ak,n ∀k,n, are independent and follow the
same Bernoulli distribution with parameter ā = C

K , i.e., ak,n = 1 with probability
ā and ak,n = 0 with probability 1− ā.

4.4.1 Mean Convergence

Proposition 4.1: RERCE-Fed algorithm is unbiased and converges in the mean
sense such that

lim
n→∞

E[we,n] = w⋆
e . (4.19)

Proof. See P5.

4.4.2 Mean-Square Convergence

We define the deviation vector as w̃e,n = we,n − w⋆
e . Since An is block right-

stochastic, i.e., its block rows add up to the identity matrix, we have Anw
⋆
e =

w⋆
e . Therefore, by defining the weighted norm-square of w̃e,n as ∥w̃e,n∥2Σ =

w̃⊺
e,nΣw̃e,n, where Σ is an arbitrary positive semi-definite matrix, we obtain the

variance relation as

E[∥w̃e,n+1∥2Σ] = E[∥w̃e,n∥2Σ′ ] + E[ζ⊺nΣζn] + E[η⊺nΣηn], (4.20)

where the cross terms vanish under assumption A1.

Subsequently, we define

Σ′ = E[A⊺
nΣAn] (4.21)

σ′ = bvec{Σ′} = Qσ (4.22)

σ = bvec{Σ} (4.23)

Q = E[A⊺
n ⊗b A⊺

n] (4.24)

E[ζ⊺nΣζn] = ϕ⊺σ (4.25)

E[η⊺nΣηn] = φ⊺σ (4.26)

ϕ = bvec{E[ζnζ⊺n]} (4.27)

φ = bvec{E[ηnη⊺n]} (4.28)

E[ζnζ⊺n] = āρ2bdiag{σ2
ζ1N

2
1, · · · ,σ2

ζK
N2
K ,O, · · · ,O︸ ︷︷ ︸

K

} (4.29)

E[ηnη⊺n] =
5ρ2

K2

K∑

k=1

σ2
ηk
bdiag{N2

1, · · · ,N2
K ,O, · · · ,O︸ ︷︷ ︸

K

}, (4.30)

where ⊗b denotes the block Kronecker product, bvec{·} denotes the block vec-
torization operation, bdiag{·} denotes the block diagonalization, σ2

ζk
denotes the
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variance of the downlink noise for client k and σ2
ηk

denotes the variance of the
uplink noise for client k. Note that in (4.30), E[ai,naj,n] ≪ 1 ∀i ̸= j, and can be
neglected. Note that we evaluate Q in Appendix A in P5.

Utilizing the above results, we can write the global recursion for the weighted
mean-squared error (MSE) of RERCE-Fed as

E
[
∥w̃e,n+1∥2bvec−1{σ}

]
= E

[
∥w̃e,1∥2bvec−1{Qnσ}

]
+ψ⊺

n−1∑

i=0

Qiσ, (4.31)

where ψ = ϕ+φ and bvec−1{·} denotes the reverse operation of block vectoriz-
ation.

Using the Jordan canonical form of Q, we have

Qi = UJ iU−1 =
4L2K2∑

ℓ=1

µiℓuℓv
⊺
ℓ , (4.32)

where µℓ, uℓ and vℓ denote the ℓth eigenvalue of Q and its corresponding right
and left eigenvectors, respectively. In Appendix B in P5, we show that the spectral
radius of Q is one with the geometric and algebraic multiplicity of L2, i.e., µℓ =
1 ∀ℓ ∈ {1, . . . ,L2}.
Proposition 4.2: ∀ℓ ∈ {1, . . . ,L2}, we have

ψ⊺uℓv
⊺
ℓσ = 0. (4.33)

Proof: See Appendix C in P5.

4.4.3 Steady-State Mean-Square Error

Setting σ = bvec{I2KL}, letting n → ∞ on both sides of (4.31), and using
Proposition 4.2, we compute the steady-state MSE of RERCE-Fed, denoted by E ,
as

E = lim
n→∞

E
[
w̃⊺
e,nw̃e,n

]
= w̃⊺

e,1Σ∞w̃e,1︸ ︷︷ ︸
Eν

+

4L2K2∑

ℓ=L2+1

(1− µℓ)
−1ψ⊺uℓv

⊺
ℓσ

︸ ︷︷ ︸
Eψ

,

Σ∞ = bvec−1 {Q∞σ} = bvec−1





L2∑

ℓ=1

uℓv
⊺
ℓ bvec{I2KL}



 . (4.34)
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Remark 4.1: The observation noise νk in (4.1) and the initial client estimates wk,0

influence the first component on the right-hand side of (4.34), denoted as Eν , lead-
ing to a noise floor. Furthermore, scheduling parameters such as the probability
of client participation and the number of clients involved in each iteration, along
with the penalty parameter, the total number of clients, the local dataset at each
client, and the noise variance in uplink and downlink communications affect the
second component on the right-hand side of (4.34), represented as Eψ. We will
delve deeper into these factors through simulations in section 4.5.3.

4.5 Numerical Results
In this section, we conduct several numerical experiments to evaluate the perform-
ance of the proposed algorithm and validate our theoretical findings. We consider a
federated network consisting of K clients. Each client has non-IID data {Xk,yk},
where the entries of Xk are drawn from a normal distribution N (µk,σ

2
k) with

µk ∈ U(−0.5, 0.5) and σ2
k ∈ U(0.5, 1.5). The local data size for each client

is randomly selected from a uniform distribution, i.e., dk ∈ U(50, 90). We set
the weight matrices at each client k to the inverse covariance matrix of yk, i.e.,
Wk = E[(yk − E[yk]) (yk − E[yk])⊺]−1.

The local data is related as per (4.1) given the model parameter vector ω with
its entries drawn from a normal distribution N (0, 1). The observation noise νk
for each client is zero-mean IID Gaussian with variance σ2

νk
. The additive noise

in both the uplink and downlink channels is zero-mean IID white Gaussian with
variances σ2

ηk
and σ2

ζk
, respectively. In our experiments, we set the penalty para-

meter as ρ = 1. In addition, the server randomly selects a subset of C clients with
uniform probability in each iteration.

We evaluate the algorithm performance on the client side via the normalized MSE
(NMSE) defined at iteration n as

1

K

K∑

k=1

∥wk,n −w⋆∥22
∥w⋆∥22

. (4.35)

We average the NMSE learning curves over 100 independent trials to obtain our
simulation results.

We outline the findings of our numerical experiments in three subsections. In the
first subsection, we assess the effectiveness of the RERCE-Fed algorithm in com-
parison to its predecessors. The second subsection focuses on evaluating RERCE-
Fed with continual local updates and comparing it to RERCE-Fed without con-
tinual local updates. Finally, in the last subsection, we validate our theoretical res-
ults by illustrating mean convergence and comparing theoretical predictions with
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Figure 4.1: NMSE of (4.5)-(4.6) and (4.10) for C = K = 100.

simulation results, confirming the accuracy of our theoretical expression for MSE
of RERCE-Fed.

4.5.1 Performance of RERCE-Fed

In our first experiment, we simulate the algorithms described by (4.5)-(4.6) and
(4.10) to solve the considered WLS problem. We run these simulations with K =
100 clients, model parameter vector size of L = 128, and link noise variance
of σ2

ηk
= σ2

ζk
= 6.25 × 10−4. All clients participate in the FL process, i.e.,

C = K = 100. The corresponding learning curves are shown in Figure 4.1. We
observe that (4.10) exhibits a 7dB improvement over (4.5)-(4.6) in the presence of
noisy communication links when all clients are involved in each iteration of the
FL process.

In our second experiment, we examine the performance of (4.5)-(4.6) and (4.10)
under similar conditions as the first experiment, but with the server randomly se-
lecting a subset of clients to participate in each iteration. We simulate (4.5)-(4.6)
with C = 4 and (4.10) with C ∈ {4, 75, 90}. The corresponding learning curves
are shown in Figure 4.2. Unlike the first experiment, Figure 4.2 illustrates that
(4.10) fails to converge due to error accumulation, even when a majority of clients
participate in every FL round, as observed for C ∈ {75, 90}. Additionally, the per-
formance of (4.5)-(4.6) degrades significantly when only a small subset of clients
participate in each FL round. Consequently, both (4.5)-(4.6) and (4.10) exhibit
an inability to cope with additive noise in communication links when the server
selects only a subset of clients in each iteration.
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Figure 4.2: NMSE of (4.5)-(4.6) with C = 4 and (4.10) with C ∈ {4, 75, 90}.

Figure 4.3: NMSE of (4.10) with C = 4 and RERCE-Fed (4.12) for different numbers of
participating clients C ∈ {4, 10, 25}.

In our third experiment, we assess the performance of the proposed RERCE-Fed
algorithm in the presence of link noise and random client scheduling by the server
to enhance communication efficiency. We simulate RERCE-Fed with K = 100
clients, L = 128, link noise variance of σ2

ηk
= σ2

ζk
= 6.25 × 10−4, and differ-

ent numbers of participating clients C ∈ {4, 10, 25}. The corresponding learning
curves are depicted in Figure 4.3. As shown in Figure 4.3, RERCE-Fed exhibits
robustness against communication noise, even when only a subset of clients par-
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Figure 4.4: NMSE of RERCE-Fed (4.12) and RERCE-Fed with continual local updates
(4.14) for C = 4 and different uplink and downlink noise variances σ2

ηk
= σ2

ζk
∈ {6.25×

10−4, 10−2}.

ticipate in each FL round, a contrast to the results observed with (4.5)-(4.6) and
(4.10) in the second experiment. Another important observation from Figure 4.3
is the trade-off between the number of participating clients C and the perform-
ance and convergence rate of RERCE-Fed. Specifically, increasing the number of
participating clients leads to faster convergence and lower NMSE. However, this
benefit diminishes once C ≥ 10, as the performance of RERCE-Fed with C ≥ 10
approaches that of the scenario where all clients participate in each FL round. This
implies that RERCE-Fed can achieve accurate model parameter estimation while
making more efficient use of available communication resources, even in the pres-
ence of noisy communication links.

4.5.2 Performance of RERCE-Fed with Continual Local Updates

In our fourth experiment, we compare the performance of RERCE-Fed with and
without continual local updates by plotting their corresponding learning curves
given different numbers of participating clients and link noise variances. We
present the results in Figures 4.4-4.6. The number of clients selected at each it-
eration is C ∈ {4, 10, 25}, and the link noise variances are σ2

ηk
= σ2

ζk
∈ {6.25 ×

10−4, 10−2}. From these figures, we observe that RERCE-Fed with continual
local updates consistently exhibits robustness against communication noise, even
when only a small subset of clients participate in every FL round. In addition,
RERCE-Fed with continual local updates significantly outperforms its counterpart
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Figure 4.5: NMSE of RERCE-Fed (4.12) and RERCE-Fed with continual local updates
(4.14) for C = 10 and different uplink and downlink noise variances σ2

ηk
= σ2

ζk
∈ {6.25×

10−4, 10−2}.

Figure 4.6: NMSE of RERCE-Fed (4.12) and RERCE-Fed with continual local updates
(4.14) for C = 25 and different uplink and downlink noise variances σ2

ηk
= σ2

ζk
∈ {6.25×

10−4, 10−2}.

without continual local updates in all considered scenarios. These results indicate
that allowing clients to continually update their local models, even when not selec-
ted by the server, leads to a substantial improvement in steady-state NMSE without
adversely impacting the convergence rate. Additionally, as anticipated, increasing
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Figure 4.7: Squared-norm of bias estimate of RERCE-Fed (4.12) with K = 6,
L = 6, C = 3, and σ2

ηk
= σ2

ζk
= 10−4 for different numbers of MC runs M ∈

{10, 102, 103, 104, 105}.

the link noise variance results in performance degradation.

4.5.3 Comparisons of Theory and Experiment

In our fifth experiment, we demonstrate the mean convergence of RERCE-Fed.
We simulate RERCE-Fed with K = 6 clients, L = 6, and link noise variances
σ2
ηk

= σ2
ζk

= 10−4. In addition, the server randomly selects C = 3 clients in each
iteration. In Figure 4.7, we plot the squared ℓ2-norm of the global model parameter
bias estimated for different numbers of Monte Carlo (MC) runs, denoted by M,
specifically 1

L∥ 1
M
∑M

i=1w
(i)
n − w⋆∥22, where w

(i)
n is the global model parameter

estimate of the ith MC run. We can observe from Figure 4.7 that the squared-norm
of the multivariate bias estimate decreases log-linearly with the number of MC
runs, indicating unbiasedness.

In our sixth experiment, we validate the accuracy of our theoretical expression for
the steady-state MSE of RERCE-Fed in (4.34) and explore the impact of varying
uplink and downlink noise variances, σ2

ηk
and σ2

ζk
, on performance. We simulate

RERCE-Fed with K = 6 clients, L = 6 parameters, and different values for up-
link and downlink noise variances. The server randomly selects C = 3 clients in
each iteration. We present the theoretical predictions of steady-sate MSE using
(4.34) alongside the corresponding experimental values in Figures 4.8-4.9 as func-
tions of σ2

ηk
, σ2

ζk
, and C. The results show a close alignment between theory and

experiment. Furthermore, we observe an upward trend in the steady-state NMSE
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Figure 4.8: NMSE of RERCE-Fed (4.12) with C = 3 for different uplink noise variances.

Figure 4.9: NMSE of RERCE-Fed (4.12) with C = 3 for different downlink noise vari-
ances.

as either uplink or downlink noise variance increases.

The uplink and downlink noise variances exhibit distinct effects depending on the
number of participating clients C. While the error induced by uplink noise remains
constant, the impact of downlink noise intensifies with an increasing number of
participating clients. This observation is consistent with the intuition that aver-
aging the model parameter estimates at the server can mitigate the adverse effect
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Figure 4.10: NMSE of RERCE-Fed (4.12) for different numbers of participating clients
C ∈ {2, 3, 4, 5, 6} and different link noise variances.

of uplink noise on the performance of RERCE-Fed. However, changing C also
affects Q. To obtain a better understanding, we investigate the impact of C on the
performance of RERCE-Fed in our final experiment, where we consider K = 6,
L = 6, σ2

ηk
= σ2

ζk
∈ {6.25 × 10−4, 10−2}, and C ∈ {2, 3, 4, 5, 6}. The results

presented in Figure 4.10 illustrate that increasing the number of participating cli-
ents improves the performance of RERCE-Fed. However, this improvement comes
at the cost of higher resource utilization on the client side, which can be limiting
in real-world FL scenarios.

4.6 Summary
We proposed RERCE-Fed, an FL algorithm designed to effectively reduce commu-
nication load while maintaining robustness against additive communication noise
or errors. By employing ADMM to solve the WLS problem, we introduced a
new local model update at the clients. This innovative solution mitigates the ef-
fects of communication noise without imposing additional computational burden
on clients. Furthermore, we improved the communication efficiency by randomly
selecting a subset of clients to participate in each learning round. To further op-
timize performance, we enabled non-selected clients to continue with their local
updates, resulting in a modified version of RERCE-Fed. Our theoretical analysis
confirmed the convergence of RERCE-Fed in both mean and mean-square sense,
even with random client scheduling and communication over noisy communica-
tion links. In addition, we derived a closed-form expression for the steady-state
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MSE of the RERCE-Fed algorithm. Comprehensive numerical analysis substanti-
ated our findings and confirmed the accuracy of our theoretical predictions.



Chapter 5

Privacy-Preserving Nonnegative
Matrix Factorization

This chapter, which outlines the findings of publication P6, introduces a privacy-
preserving algorithm designed for fully-distributed nonnegative matrix factoriza-
tion (NMF). This algorithm aims to decompose a large data matrix into left and
right matrix factors in a distributed manner while ensuring the privacy of each
agent’s local data. It enables collaborative estimation of the left matrix factor
among agents and allows them to estimate their respective right factors without
compromising raw data privacy. To achieve data privacy, the algorithm employs
the Paillier cryptosystem, a probabilistic asymmetric algorithm for public-key cryp-
tography that supports computations on encrypted data without decryption, to se-
cure information exchanges between neighboring agents. Simulation results based
on synthetic and real-world datasets highlight the efficacy of the proposed al-
gorithm in achieving privacy-preserving distributed NMF over ad-hoc networks.

5.1 Motivation
Nonnegative Matrix Factorization (NMF) [109–113] is a powerful technique in lin-
ear algebra and machine learning. NMF is a specific case of constrained low-rank
matrix approximation [114] and a linear dimensionality reduction (LDR) tech-
nique aimed at representing nonnegative data more compactly through nonnegat-
ive factors. Formally, given a matrix Z with dimensions N ×M , NMF aims to
find two matrices X with dimensions N ×K and Y with dimensions K×M such
that Z ≈ XY, where all elements in Z, X, and Y are nonnegative. The dimension
K, typically chosen to be smaller than both N and M , represents the number of
latent features or components in the factorization. This decomposition allows for a

59
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 ≈  ×X

N × K

Y

K × M

Z

N × M

Figure 5.1: Illustration of nonnegative matrix factorization.

parts-based representation of the data, where each column of X can be interpreted
as a basis vector and each column of Y as the corresponding encoding. The in-
terpretation of NMF results is often intuitive and domain-specific. For instance, in
image processing, the columns of X might represent distinct facial features such
as eyes, nose, and mouth when applied to a dataset of face images, while the cor-
responding columns in Y would indicate the strength of each feature’s presence
in a given image. In text analysis, the matrix X might represent topics or themes,
with the matrix Y indicating the relevance of each topic to individual documents.
Figure 5.1 provides an illustration of NMF.

NMF was originally introduced as positive matrix factorization in [115] and has
gained significant research interest, particularly after being popularized by [116].
It has found widespread applications in various fields such as signal and image
processing, data mining and analytics, machine learning, and federated learn-
ing. Examples include air emission control [115], visual object recognition [117],
video background-foreground separation [118], spectral unmixing [119], text min-
ing [120], blind source separation [121], clustering [122], computational biology [123],
music analysis [124], molecular pattern discovery [111], efficient implementation
of deep neural networks [125], and detecting malware activities [126]. Its popular-
ity stems from its utility in identifying and extracting meaningful features from
data in addition to serving as a powerful LDR technique.

NMF has also proven to be a valuable tool in recommender systems and mat-
rix completion tasks in recent years, e.g., the Netflix challenge [127]. Recom-
mender systems often work with user-item interaction matrices, where rows rep-
resent users, columns represent items, and entries indicate preferences or ratings.
NMF can decompose this matrix into user and item factor matrices, effectively
capturing latent features that explain user preferences and item characteristics.
This factorization allows for the prediction of missing entries, enabling person-
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alized recommendations. For example, in a movie recommendation system, the
matrix X might represent user preferences for different movie genres or styles,
while the matrix Y could represent how strongly each movie aligns with these
latent features. The product of these matrices can then be used to predict a user’s
potential rating for a movie they haven’t seen yet [127]. In matrix completion
tasks, where the goal is to fill in missing entries in a partially observed matrix,
NMF can leverage the low-rank structure and nonnegativity constraints to provide
meaningful estimates for the unknown values. This approach has been success-
fully applied in various domains, including collaborative filtering [128] and image
inpainting [129].

This chapter presents a privacy-preserving distributed NMF (PPDNMF) algorithm
for scenarios where data is spread among agents in an ad-hoc network, with each
agent holding part of the data matrix’s columns. Our goal is to perform NMF on
the entire dataset in a secure, decentralized manner. Agents collaborate to estimate
the left and right factors, sharing information only with immediate neighbors over
secure links, while keeping their local data private. We use the block coordinate-
descent (BCD) method and alternating direction method of multipliers (ADMM)
to develop the algorithm and integrate the Paillier cryptosystem for privacy preser-
vation. Performance evaluations through simulations with synthetic and real data
show that our algorithm achieves results comparable to centralized methods.

5.2 Proposed Method
As mentioned earlier, the objective of NMF is to approximate a data matrix Z ∈
RN×M consisting of nonnegative entries using the product of left and right factor
matrices, both with nonnegative entries. That is, Z = XY where X ∈ RN×L

and Y ∈ RL×M , typically with L ≤ min(N ,M). This approximation rep-
resents the N -dimensional datapoints (columns of the data matrix) within a L-
dimensional linear subspace spanned by the columns of the left factor, whose co-
ordinates are given by the columns of the right factor. The nonnegativity constraint
on the factors induces sparsity, further enhancing the compactness of the repres-
entation. Moreover, in many applications, the factors’ nonnegativity is essential to
their physical plausibility and intuitive interpretability.

We utilize the least-squares criterion, which is appropriate when the perturbation
in the data matrix Z can be modeled as a Gaussian process. Therefore, the NMF
problem can be formulated as

min
X,Y

1

2
∥Z−XY∥2F (5.1)

s. t. X ≥ 0,Y ≥ 0,
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where ∥ · ∥F denotes the Frobenius norm.

We consider the scenario where Z is distributed over a network with K agents
such that we have Z = [Z1, · · · ,ZK ] and consequently Y = [Y1, · · · ,YK ] with
Yk ∈ RL×Mk and we have

∑K
k=1Mk = M . Therefore, we rewrite (5.1) as

min
X,{Yk}

1

2

K∑

k=1

∥Zk −XYk∥2F (5.2)

s. t. X ≥ 0,Yk ≥ 0.

In a fully distributed approach, every agent, indexed by k, aims to estimate X and
its own Yk using its local data Zk and by exchanging information solely with its
immediate neighbors through single-hop communication. To this end, we utilize
the BCD algorithm and iteratively solve two optimization subproblems for X and
Y. That is, we repeat the following alternating minimizations until convergence is
achieved:

Xn = min
X

1

2

K∑

k=1

∥Zk −XYk,n−1∥2F (5.3)

s. t. X ≥ 0,

Yk,n = min
Yk

1

2
∥Zk −XnYk∥2F ,∀k ∈ {1, . . . ,K} (5.4)

s. t. Yk ≥ 0.

The subscript n denotes the estimate of its respective parameter at the nth BCD
iteration.

The solution of (5.4) can be localized straightforwardly, provided that each agent
has access to the estimate Xn. To solve (5.3) in a fully distributed manner, we
introduce the variable Xk at each agent k as a local copy of X and enforce it to
be equal to those of the agents within the immediate neighborhood of agent k,
thereby achieving consensus across the network. Thus, we reformulate (5.3) into
the following equivalent form

Xk,n = min
Xk

1

2
∥Zk −XkYk,n−1∥2F + ı(Xk) (5.5)

s. t. Xk = Xℓ ∀ℓ ∈ Nk, ∀k ∈ {1, . . . ,K}

where ı(·) denotes the indicator function accounting for the nonegativity constraint
and Nk denotes the set of neighbors of agent k with cardinality dk = |Nk|.
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Subsequently, we decompose and decouple the optimization problems at the agents
by introducing the auxiliary variables Uk,Sk,ℓ ∈ RN×L and rewriting the optim-
ization in (5.5) as

min
Xk,Uk,Sk,ℓ

1

2
∥Zk −UkYk,n−1∥2F + ı(Xk) (5.6)

s. t. Uk = Xk

Sk,ℓ = Uk ∀ℓ ∈ Nk, ∀k ∈ {1, . . . ,K}
Sℓ,k = Sk,ℓ.

We can express the corresponding aggregate augmented Lagrangian function as

L ({Xk}, {Uk}, {Sk,ℓ}, {Pk}, {Qk,ℓ})

=
1

2

K∑

k=1

∥Zk −UkYk,n−1∥2F +
K∑

k=1

ı(Xk)

+
µ

2

K∑

k=1

∥Xk −Uk −Pk∥2F

+
1

2

K∑

k=1

∑

ℓ∈Nk
ρk,ℓ ∥Uk − Sk,ℓ −Qk,ℓ∥2F , (5.7)

where µ and ρk,ℓ are penalty parameters and Pk,Qk,ℓ ∈ RN×L are scaled Lag-
range multipliers. We maintain µ consistent across all agents and iterations. How-
ever, we allow each ρk,ℓ, unique to the edge connecting agents k and ℓ, to vary
over iterations [130]. Additionally, we consider ρk,ℓ = ρℓ,k ∀k, ℓ.
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5.2.1 Estimating the Left Factor

Minimizing (5.7) using ADMM, which leads to the elimination of the auxiliary
variables {Sk,ℓ}, yields the following iterations at each agent i as [131]

Xk,n,m = Π≥0 {Uk,m−1 +Pk,m−1} (5.8)

Uk,m =

[
ZkY

⊺
k,n−1 + µ (Xk,n,m −Pk,m−1)

+ ρk,m (Uk,m−1 + 2Qk,m−1 −Qk,m−2)

]

×
[
Yk,n−1Y

⊺
k,n−1 + (µ+ ρk,m) I

]−1
(5.9)

Pk,m = Pk,m−1 − (Xk,n,m −Uk,m) (5.10)

Qk,m = Qk,m−1 +
∑

ℓ∈Nk
ρk,ℓ,m (Uℓ,m −Uk,m) . (5.11)

Here, the subscript m denotes the mth ADMM iteration index, Π≥0 represents
the projection onto the nonnegative orthant, and (·)⊺ stands for matrix transpose.
In addition, we define ρk,m =

∑
ℓ∈Nk ρk,ℓ,m and Qk,m =

∑
ℓ∈Nk ρk,ℓ,mQk,ℓ,m.

These ADMM iterations can be executed in a fully distributed manner, relying
solely on locally available information and single-hop communications. Upon
convergences of the algorithm, we utilize the latest estimates Xk,n,m for optim-
izing Yk in the subsequent BCD iteration, i.e., Xk,n ← Xk,n,m. Note that we
enforce the nonnegativity constraint and consensus simultaneously.

5.2.2 Estimating the Right Factor

Similarly, we can employ ADMM to iteratively solve (5.4) via [131]

Yk,n,r = Π≥0 {Vk,r−1 +Rk,r−1} (5.12)

Vk,r =
(
X⊺
k,nXk,n + ηI

)−1

×
[
X⊺
k,nZk + η (Yk,n,r −Rk,r−1)

]
(5.13)

Rk,r = Rk,r−1 − (Yk,n,r −Vk,r) . (5.14)

Here, the superscript r represents the rth ADMM iteration index and η is the pen-
alty parameter. Once convergence is attained, we utilize the latest estimates Yk,n,r

to update Xk estimates in the subsequent BCD iteration, i.e., Yk,n ← Yk,n,r.

Note that, we employ warm start in both ADMM algorithms for estimating the left
and right factors. At the onset of each BCD iteration, we initialize both ADMM
inner iterations using the most recent estimates from the preceding iterations.
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Key Generation

1. Choose primes p, q

2. n = pq, λ = lcm(p-1, q-1)

3. Choose g, compute μ

Sender

Plaintext (m)

Receiver

Decrypted (m)

Decryption

m = L(c^λ mod n^2) · μ mod n

L(x) = (x-1)/n

Public Key

    (n, g)

Encryption

c = g^m · r^n mod n^2

r is random

Ciphertext (c)

Private Key (λ, μ)

Figure 5.2: The Paillier cryptosystem flow diagram.

5.2.3 Convergence Analysis

Proposition 5.1: The ADMM iterations (5.8)-(5.11) and (5.12)-(5.14) converge
using the approach proposed in [48, 132, 133].

Proof. See P6.

5.3 Privacy-Preserving Distributed NMF
In this section, we provide an overview of the Paillier cryptosystem, which we
employ to enhance the privacy of the distributed NMF algorithm developed in sec-
tion 5.2. Subsequently, we introduce our proposed privacy-preserving distributed
NMF (PPDNMF) algorithm.

5.3.1 Paillier Cryptosystem

The Paillier cryptosystem, introduced by Pascal Paillier in 1999 [134], is a prob-
abilistic asymmetric algorithm for public key cryptography. It is based on the
mathematical problem of computing nth residue classes, which is believed to be
computationally difficult. The system is notable for its homomorphic properties,
particularly its additive homomorphism [130, 135, 136], which allows for cer-
tain operations to be performed on encrypted data without decrypting it first, i.e.,
E (m3 (m1 +m2)) = (E (m1) E (m2))

m3 . The randomness in encryption ensures
semantic security and makes it resistant to attacks. The Paillier cryptosystem’s
unique properties make it particularly useful in various applications, including e-
voting systems and privacy-preserving data mining.

The Paillier cryptosystem operates as illustrated in Figure 5.2 as follows:
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• Key Generation:

1. Choose two large prime numbers p and q randomly.

2. Confirm that gcd (pq, (p− 1)(q − 1)) = 1, where gcd(·, ·) is the greatest
common divisor of its arguments.

3. Compute n = pq and λ = lcm(p − 1, q − 1), where lcm(·, ·) is the least
common multiple of its arguments.

4. Select a random integer g, where g ∈ Z∗
n2 , i.e., integers between 1 and n2.

5. Ensure n divides the order of g by checking the existence of the following
modular multiplicative inverse: µ = (L(gλ mod n2))−1 mod n, where
L(x) = x−1

n .

6. The public key is (n, g) and the private key is (λ,µ).

• Encrypt a message m where m < n:

1. Select a random r where r < n.

2. Compute the ciphertext as c = gm · rn mod n2.

• Decrypt a ciphertext c as m = L(cλ mod n2) · µ mod n.

5.3.2 Privacy Preservation

The only update equation among (5.8)-(5.14) that relies on information received
from neighboring agents is (5.11). To protect the privacy of agents at this step,
we adopt a similar approach to [130] and enable the agents to encrypt all messages
communicated with their neighbors. To this end, we decompose each edge-specific
penalty parameter as ρk,ℓ,m = gk→ℓ

m gℓ→k
m where gk→ℓ

m and gℓ→k
m are exclusively

known to agents k and ℓ, respectively. In addition, we implement a secure data
exchange procedure as outlined in lines 9-14 of Algorithm 6, which provides a
summary of the proposed PPDNMF algorithm. In Figure 5.3, we summarize the
information exchange part of the PPDNMF algorithm.

Consequently, note the following:

• Data exchanged between agents k and ℓ is encrypted, rendering it inaccessible
to other agents or eavesdroppers, even if intercepted.

• The parameter gk→ℓ
m is unique to each edge and iteration. Therefore, an agent

cannot infer the private information Uℓ,m of any of its neighbors by decrypting
the messages it receives from them, as each neighbor ℓ uses its unique gℓ→k

m in
its encrypted message to agent k.
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Algorithm 6: PPDNMF.

1 Initialization: Xk,0 = Uk,0 = 1N×L, Pk,0 = Qk,0 = Qk,−1 = ON×L,
Yk,0 = Vk,0 = Rk,0 = OL×Mk

2 For n = 1, . . . , Until Convergence

3 For m = 1, . . . , Until Convergence

4 Xk,n,m = Π≥0 {Uk,m−1 +Pk,m−1}
5 Uk,m =

[
ZkY

⊺
k,n−1 + µ (Xk,n,m −Pk,m−1)

6 +ρk,m (Uk,m−1 + 2Qk,m−1 −Qk,m−2)]

7 ×
[
Yk,n−1Y

⊺
k,n−1 + (µ+ ρk,m) I

]−1

8 Pk,m = Pk,m−1 − (Xk,n,m −Uk,m)

9 Encrypt −Uk,m using the public key κpk as Ek (−Uk,m)

10 Send Ek (−Uk,m) and κpk to all neighbors in Nk
11 For ℓ ∈ Nk
12 Encrypt Uℓ,m using κpk as Ek (Uℓ,m)

13 Send [Ek (Uℓ,m) Ek (−Uk,m)]
gℓ→k
m to agent k

14 EndFor
15 Decrypt messages received from neighbors using the private key κsk

16 Multiply the received messages by gk→ℓ
m

17 Qk,m = Qk,m−1 +
∑

ℓ∈Nk g
k→ℓ
m gℓ→k

m (Uℓ,m −Uk,m).

18 EndFor
19 Xk,n ← Xk,n,m, Uk,0 ← Uk,m, Pk,0 ← Pk,m,
20 Qk,0 ← Qk,m, Qk,−1 ← Qk,m−1

21 For r = 1, . . . , Until Convergence

22 Yk,n,r = Π≥0 {Vk,r−1 +Rk,r−1}

23 Vk,r =
(
X⊺
k,nXk,n + ηI

)−1 [
X⊺
k,nZk + η (Yk,n,r −Rk,r−1)

]

24 Rk,r = Rk,r−1 − (Yk,n,r −Vk,r)
25 EndFor
26 Yk,n ← Yk,n,r, Vk,0 ← Vk,r, Rk,0 ← Rk,r

27 EndFor

• The Paillier cryptosystem is intended for encrypting scalar unsigned integers.
To encrypt the entries of Uk,m, which are typically floating-point values, we ini-
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Send

EncryptEncrypt

Send

Agent Agent

Figure 5.3: The information exchange between agents k and ℓ ∈ Nk in PPDNMF.

tially quantize them. This involves multiplying each entry by a positive integer
Nmax, which determines the quantization resolution, and then rounding the res-
ult to the nearest integer. To undo the quantization, we divide the decrypted
values by Nmax.

• To handle the encryption of negative quantized values (note line 10 in Algorithm 6),
we convert them to positive integers by adding the public key κpk to them [135].

• To guarantee convergence, we ensure that the parameters gk→ℓ
m increase mono-

tonically over iterations without becoming unbounded [130]. Thus, we select
each parameter uniformly from the interval

(
gk→ℓ
m−1, gk

]
, where gk is a predefined

positive constant, known only to agent k, and gk→ℓ
0 = 0.

5.4 Numerical Results
In this section, we conduct a series of numerical experiments to evaluate the per-
formance of our PPDNMF algorithm. We consider a network consisting of K =
10 agents, interconnected arbitrarily, with each agent having three neighbors on
average. We test our algorithm on two datasets, namely, a synthetic dataset and the
MIT Center for Biological and Computational Learning (MIT-CBCL) face data-
base [137], a widely utilized benchmark in the field of computer vision, comprises
a diverse set of images capturing various poses, expressions, and lighting condi-
tions, providing a robust foundation for evaluating the performance of face recog-
nition algorithms.
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Figure 5.4: NMSE (5.15) of PPDNMF and centralized algorithm versus the BCD iteration
index for different values of Nmax on synthetic data.

The agents collaboratively factorize a data matrix Z ∈ RN×M to left and right
factor matrices X ∈ RN×L and Y ∈ RL×M , where N ∈ {30, 361},M ∈
{200, 2429}, and L ∈ {5, 49} in our two experiments. We set the number of BCD
iterations to 100 and the number of ADMM iterations to 30. In our implementation
of the Paillier cryptosystem, we use 128-bit public and private keys.

We evaluate the performance of PPDNMF in comparison with the centralized al-
gorithm, i.e., where all data is available at a central hub. To quantify the perform-
ance, we utilize the normalized mean-square error (NMSE) at each BCD iteration,
defined as

1

K

K∑

k=1

∥Zk −Xk,nYk,n∥F
∥Zk∥F

. (5.15)

In addition, we average the presented results over 100 independent trials.

In our first experiment utilizing synthetic data, we draw the entries of the nonneg-
ative factor matrices X ∈ R30×5 and Y ∈ R5×200 independently from exponential
distributions with parameter values 0.033 and 0.8, respectively. We calculate the
data matrix as Z = XY+Γ, where we draw the entries of Γ independently from a
Gaussian distribution with zero mean and variance 3.6×10−4, resulting in an SNR
of approximately 20dB. We set µ = 0.1, η = 1, and gi = 0.033 for all agents. We
consider Z to be distributed among the agents such that each agent has a varying
number of columns between four and 40. We present the NMSE learning curves of
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Figure 5.5: NMSE (5.15) of PPDNMF and centralized algorithm versus the BCD iteration
index for different values of Nmax on MIT-CBCL database.

Figure 5.6: The original and reconstructed faces #1 and #2429 from the MIT-CBCL data-
base.

PPDNMF for different values of Nmax alongside that of the corresponding cent-
ralized algorithm in Figure 5.4. From Figure 5.4, it is evident that the proposed
PPDNMF algorithm closely matches the performance of the centralized algorithm
regarding both convergence rate and steady-state NMSE. Furthermore, it is clear



5.5. Summary 71

that increasing the value of Nmax results in a lower steady-state NMSE.

Our second experiment utilizes the MIT-CBCL face database, which contains 2429
monochromatic face images in its training dataset. We allocate the corresponding
data matrix among the agents so that each agent has between 224 and 245 columns.
For this experiment, we configured µ = 2, η = 2, and set gi = 0.05 for all agents.
The results presented in Figure 5.5 highlight the effectiveness of PPDNMF. Not-
ably, PPDNMF exhibits robust performance even with Nmax = 10. Additionally,
we compare the original faces #1 and #2429 with their reconstructed versions by
PPDNMF, using Nmax = 106 in Figure 5.6. The reconstructed images closely
match their original versions.

5.5 Summary
In this chapter, we introduced a novel privacy-preserving distributed nonnegative
matrix factorization (PPDNMF) algorithm that employs the Paillier cryptosystem
to enable secure collaboration among agents, thereby safeguarding their privacy
and mitigating the risk of sensitive data leakage over ad-hoc networks. Our sim-
ulation results, based on both synthetic data and a real-world database, confirmed
the efficacy of our proposed PPDNMF algorithm.
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Chapter 6

Distributed Maximum Consensus
over Noisy Links

This chapter presents the results of publication P7, which delves into the prob-
lem of estimating the maximum value within a multi-agent ad-hoc network in the
presence of noise in the communication links. Our approach involves redefining
the maximum consensus problem as a distributed optimization problem, allowing
for a solution using ADMM. Unlike current algorithms that fail to converge when
they work with noise-corrupted estimates, our noise-robust distributed maximum
consensus (RD-MC) algorithm converges in a noisy setup. To achieve this ro-
bustness, we employ only a single set of noise-corrupted estimates and a moving
averaging on the local estimates to mitigate the impact of link noise. Our extensive
simulations demonstrate that RD-MC displays significantly improved resilience to
communication link noise compared to existing maximum consensus algorithms.

6.1 Motivation
Consensus algorithms play a pivotal role in facilitating coordination and consensus
formation among multiple agents within a distributed system [25, 138–145]. Nu-
merous studies have delved into the challenge of attaining network-wide consensus
on various values, such as average, minimum, and median, in a distributed man-
ner. Achieving consensus in a multi-agent network requires local computations
by agents and data exchange among neighboring agents [146–155]. The presence
of noise in the communication links between agents can significantly impact the
performance of consensus algorithms, introducing challenges in achieving accur-
ate and reliable convergence. Navigating the effects of communication noise is a
critical consideration in the design and implementation of consensus-based distrib-
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uted systems, as it can lead to higher steady-state mean-square error and potential
instability in the consensus process [156].

The distributed maximum consensus problem involves determining the largest
value within a network in a decentralized manner. Extensive research has been
dedicated to exploring this problem across various contexts [157–163]. The work
in [157] presents a distributed algorithm for achieving maximum consensus, al-
though it assumes noise-free communication links. Furthermore, the study by [158]
establishes limits on the anticipated convergence time for achieving maximum
consensus in asynchronous networks, without taking into account communication
noise. The method employed in [159] tackles the maximum consensus problem by
using the soft-max function as an approximation of the maximum function. Never-
theless, its effectiveness is constrained by a trade-off between estimation error and
convergence speed. Although [160] introduces a distributed maximum consensus
algorithm resilient to noise, the variance of its error increases proportionally with
the network size.

This chapter presents a fully-distributed algorithm termed noise-robust distributed
maximum consensus (RD-MC), aimed at effectively determining the maximum
value within a multi-agent network, especially in situations where communication
links are affected by noise. In RD-MC, we utilize the advantages of strategically
planned parameter exchanges. We demonstrate the efficacy of RD-MC through
comprehensive simulations and by contrasting its performance with that of existing
algorithms.

6.2 Background
We consider a distributed network with K agents, modeled by an undirected graph
G(V, E). The set of vertices V corresponds to the agents and the edge set E rep-
resents the communication links between the agents. The adjacency matrix A
describes the structure of the graph G with entries akℓ, where akℓ = 1 if and only
if the agents k and ℓ are neighbors and akℓ = 0 otherwise. The set of neighbors for
agent k is denoted by Nk with its cardinality denoted by dk = |Nk|. We assume
that the set Nk does not include the agent k itself. We also assume only simple
graphs, i.e., there are no self-loops or multiple edges.

The conventional maximum consensus algorithm relies on the agents communic-
ating only with their immediate neighbors and can be written as

xk,n+1 = max (xk,n, {xℓ,n}ℓ∈Nk) , ∀k ∈ V, (6.1)

where xk,n is the estimate of the kth agent at time instant n, and the initial value
is xk,0 = ak ∀k ∈ V . The solution to (6.1) is denoted by max({ak}k∈V) =
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Figure 6.1: An illustration of the naive maximum consensus (naive-MC) algorithm.

a⋆. Given that the communications between agents are noiseless, (6.1) reaches
consensus after a finite number of iterations denoted by N , i.e., xk,n = a⋆ ∀n ≥ N
and k ∈ V [161].

We want to investigate the convergence of (6.1) when the communication links are
noisy. The noise in the received message by agent k from agent ℓ at time instant n
is denoted by νℓ,k,n and modeled as zero-mean additive white Gaussian noise with
variance σ2. The noise is assumed to be uncorrelated across different agents and
time instants. Hence, upon accounting for additive link noise, (6.1) can be written
as

xk,n+1 = max (xk,n, {xℓ,n + νℓ,k,n}ℓ∈Nk) , ∀k ∈ V. (6.2)

We refer to (6.2) as naive maximum consensus (naive-MC). We argue that even
though (6.1) reaches the maximum value when we have noiseless communication
links, (6.2) might not reach convergence because of potential deviation caused by
noise in estimating the maximum value in each iteration. This potential deviation
is illustrated in Figure 6.1. From Figure 6.1, we can observe that agent 4 has
neighbors in the set N4 ∈ {1, 3}. It is evident that the states received from agents
1 and 3 are affected by link noise. One possible scenario is that this noise raises
the true maximum state of 2 to a higher value. This deviation, accumulating over
time, could result in substantial inaccuracies and even lead to divergence of (6.2).

To tackle this challenge, we reformulate the maximum consensus problem (6.1) as
a distributed optimization problem that can be solved via ADMM. We show that
our proposed RD-MC algorithm achieves convergence even when there is additive
noise in communication links.
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6.3 Proposed Method

6.3.1 Distributed Maximum Consensus Algorithm

A consensus-based reformulation of the maximum consensus problem (6.1) has
been proposed in [161] as

a⋆ = argmin
x

x

s.t. x ≥ ak, ∀k ∈ V. (6.3)

In (6.3), we reformulate the problem (6.1) in epigraph form as a linear program
(LP). To solve (6.3) in a distributed manner, we assign each agent its own variable
{xk}Kk=1. This approach imposes local epigraph constraints that enforce consensus
among neighboring agents. Additionally, we utilize a separable objective that is
equivalent to the original when all local variables are in agreement, i.e., we have
consensus.

Hence, we can rewrite (6.3) as

min
{xk}

1

K

K∑

k=1

xk

s.t. xk ≥ ak ∀k ∈ V
xk = xℓ ∀k ∈ V, ℓ ∈ Nk. (6.4)

In (6.4), we enforce local consensus across each agent’s neighborhood through
equality constraints. It can be shown that (6.1) and (6.4) have an identical solu-
tion through the Karush-Kuhn-Tucker (KKT) optimality conditions [161], i.e. the
solution of (6.4) is x⋆k = a⋆ ∀k ∈ V .

In addition to employing a mathematical approach, such as KKT conditions, to
establish this equivalence, it is beneficial to utilize our intuition regarding (6.4).
In (6.4), the goal is to minimize the objective function while simultaneously en-
suring that each local variable is greater than its initial state. Consequently, this
reformulation is expected to converge to the maximum initial value.

To facilitate the reformulation of (6.4) for a distributed solution via utilizing ADMM,
we incorporate the constraints into the objective function through the use of indic-
ator functions. This approach transforms the problem (6.4) to a fully separable
form of two distinct blocks, as elaborated in section 2.6.
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Therefore, we can further express (6.4) as

min
{xk,yk,qℓk}

1

K

K∑

k=1

xk +
1

K

K∑

k=1

Iak(yk)

s.t. xk = yk ∀k ∈ V
xk = qℓk,xℓ = qℓk ∀k ∈ V, ℓ ∈ Nk, (6.5)

where the indicator function Iak(yk), defined as Ia(y) = 0, if y ≥ a and ∞
otherwise, imposes the inequality constraint to seek the maximum value, and the
auxiliary variables Q = {qℓk}k∈V,ℓ∈Nk facilitate consensus within each agent’s
neighborhood and, consequently, across the network. The optimization prob-
lem (6.5) can be tackled using various methods, including those based on sub-
gradients or ADMM. However, distributed subgradient methods applied to affine
objective functions are known to converge slowly [164]. Therefore, we opt for
ADMM to solve (6.5).

Let L({xk, yk}k∈V ,Q,M) denote the augmented Lagrangian function associated
with (6.5) as

L({xk, yk}k∈V ,Q,M) =

K∑

K=1

(
xk + Iak(yk)

K
+ uk(xk − yk) +

ρy
2
(xk − yk)

2

)

+
K∑

k=1

∑

ℓ∈Nk

(
µk,ℓ(xk − qℓk) + πk,ℓ(xℓ − qℓk)

)

+
ρz
2

K∑

k=1

∑

ℓ∈Nk

(
(xk − qℓk)

2 + (xℓ − qℓk)
2
)
, (6.6)

where M = {uk,µk,ℓ,πk,ℓ}k∈V,ℓ∈Nk represents the respective Lagrange multi-
pliers. Minimizing L, while applying the KKT conditions to (6.5) and defining
vk,n = 2

∑
ℓ∈Nk µk,ℓ,n, leads to the following iterative updates at the kth agent

along with the elimination of {πk,ℓ}k∈V,ℓ∈Nk and Q [15, 161] as

xk,n+1 = nk


−1

K
+ ρy [yk,n − ūk,n]− vk,n + ρz

∑

ℓ∈Nk
[xk,n + x̃ℓ,n]


 , (6.7a)

yk,n+1 = max(xk,n+1 + ūk,n, ak), (6.7b)

ūk,n+1 = ūk,n + xk,n+1 − yk,n+1, (6.7c)

vk,n+1 = vk,n + ρz
∑

ℓ∈Nk
[xk,n+1 − x̃ℓ,n+1]. (6.7d)
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Here, n is the iteration index, nk = (ρy+2ρzdk)
−1, ρy > 0 and ρz > 0 are the pen-

alty parameters, and ūk = uk/ρy. In addition, all initial values {xk,0, yk,0, ūk,0,
vk,0}k∈V are set to zero. Note that, in (6.7a), agent k has access to x̃ℓ,n =
xℓ,n + νℓ,k,n rather than xℓ,n. The iterations (6.7) can be implemented locally
at each agent in a fully-distributed fashion, as the required information is avail-
able within each agent’s neighborhood. We refer to this algorithm as distributed
maximum consensus (D-MC).

6.3.2 Noise-Robust Distributed Maximum Consensus Algorithm

Our goal is to investigate the effect of noisy links in (6.4). Therefore, we describe
two modifications to the D-MC algorithm (6.7). These modifications are aimed
at enhancing the robustness of distributed maximum consensus to communication
noise and lead to the proposed RD-MC algorithm.

Using the initial values vk,0 = 0 ∀k ∈ V , we obtain

vk,n = ρz

n∑

m=1

∑

ℓ∈Nk
[xk,m − x̃ℓ,m] (6.8)

from (6.7d). Substituting (6.8) into (6.7a) while using the initial values xk,0 = 0
and xk,1 = −K−1nk ∀k ∈ V , we can eliminate vk,n and modify (6.7a) as [165]

xk,n+1 = (1− ρynk)xk,n − ρzdknkxk,n−1

+ nk


ρyzk,n + ρz

∑

ℓ∈Nk
s̃ℓ,n


 , (6.9a)

x̄k,n+1 =
C−1∑

m=0

αmxk,n−m+1, (6.9b)

zk,n+1 = 2yk,n+1 − yk,n, (6.9c)

sk,n+1 = 2x̄k,n+1 − xk,n. (6.9d)

Note that, in (6.9b), to enhance robustness against spurious noise, we compute the
convex combination of C past local estimates, utilizing the weights αℓ that sum to
one.

In this alternative formulation, instead of xk,n, agents exchange sk,n, which is a
smoothed version of xk,n. However, due to communication noise, they receive
noisy versions from their neighbors, i.e., agents ℓ ∈ Nk receive s̃k,n = sk,n +
νk,ℓ,n from agent k. The recursions (6.9) alongside (6.7b) and (6.7c) constitute
the proposed noise-robust distributed maximum consensus (RD-MC) algorithm,
summarized in Algorithm 7.
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Algorithm 7: RD-MC.

1 Parameters: penalty parameters ρz and ρy

2 Initialization: xk,0 = 0, xk,1 = −K−1nk, ūk,1 = 0,
3 zk,1 = 0, sk,1 = −2K−1nk, ∀i ∈ V
4 For n = 1, . . . ,N until convergence

5 Receive s̃ℓ,n from neighbors ℓ ∈ Nk
6 xk,n+1 = (1− ρynk)xk,n − ρzdknkxk,n−1 + nk

(
ρyzk,n + ρz

∑
ℓ∈Nk s̃ℓ,n

)

7 x̄k,n+1 =
∑C−1

m=0 αmxk,n−m+1,
∑

m αm = 1

8 yk,n+1 = max(xk,n+1 + ūk,n, ak)

9 ūk,n+1 = ūk,n + xk,n+1 − yk,n+1

10 zk,n+1 = 2yk,n+1 − yk,n

11 Send sk,n+1 = 2x̄k,n+1 − xk,n to neighbors ℓ ∈ Nk.
12 EndFor

We mitigate the effect of noisy links in RD-MC through two key modifications
to D-MC. First, the introduction of sk,n, a linear combination of x̄k,n and xk,n−1,
offers a strategic advantage in alleviating the adverse effects of communication
noise. By exchanging sk,n instead of xk,n over noisy links, we enhance robust-
ness. Notably, while the aggregation of two sets of noisy estimates received from
neighbors at consecutive iterations [i.e., x̃ℓ,n in (6.7a) and x̃ℓ,n+1 in (6.7d)] renders
D-MC vulnerable to noise accumulation, RD-MC’s reliance on a single set of noisy
estimates [i.e., s̃k,n in (6.9a)] enhances its resilience to link noise. Second, we fur-
ther enhance robustness to link noise by applying a weighted averaging of xk,n+1

over a sliding window of size C as in (6.9b).

6.4 Numerical Results
We conduct a series of experiments to assess the performance of the proposed
RD-MC algorithm. We examine a network of K = 20 agents, as illustrated in Fig-
ure 6.2. The initial values (estimates) for the agents are drawn independently from
a standard normal distribution, specifically, ak ∼ N (0, 1) ∀k ∈ V , and we define
a⋆ = max({ak}k∈V). Furthermore, we set the penalty parameters to ρz = ρy = 1
and assign the weights in (6.9b) to αℓ = 1/C across all our experiments. The res-
ults are obtained by averaging over 1000 independent instances of communication
noise. To represent the noise in the communication links, we utilize a truncated
zero-mean normal distribution, limiting the noise to within ±3σ to keep it within
a reasonable range.
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Figure 6.2: The considered network with an arbitrary topology and K = 20 agents.

Figure 6.3: The impact of noise on the performance of Naive-MC (6.2), D-MC algorithm
(6.7) and RD-MC algorithm (6.9) with window size C = 3 and noise variance σ2 = 0.1.

In our first experiment, we investigate the effects of noise on the performance of
RD-MC, D-MC, and the naive solution (6.2), referred to as naive-MC, using a
noise variance of σ2 = 0.1 and a window size of C = 3. Figure 6.3 depicts
the evolution of the estimates of all agents using the considered algorithms over
1000 iterations. It is evident that RD-MC converges to the maximum value with a
bounded error, while the other two algorithms diverge.

In our second experiment, we study the effect of noise variance on the network-
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Figure 6.4: The effect of noise variance on the steady-state network-wide MSE of RD-
MC with window size C = 1 and different noise variances σ2 ∈ {0.0001, 0.01, 0.1}.

Figure 6.5: The effect of noise variance on the steady-state network-wide MSE of RD-
MC with window size C = 2 and different noise variances σ2 ∈ {0.001, 0.01, 0.1}.

wide mean square error (MSE) of RD-MC calculated as

1

K

K∑

k=1

E
[
(xk,n − a⋆)2

]
. (6.10)

We conduct simulations of RD-MC using different window sizes C ∈ {1, 2, 3}
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Figure 6.6: The effect of noise variance on the steady-state network-wide MSE of RD-
MC with window size C = 3 and different noise variances σ2 ∈ {0.001, 0.01, 0.1}.

Figure 6.7: The considered network with linear topology and K = 20 agents.

and noise variances σ2, and present the results in Figs. 6.4-6.6. We observe that
increasing σ2 results in higher steady-state network-wide error across all exper-
iments. Nevertheless, the selection of window size has a significant impact on
RD-MC’s ability to reduce communication noise. While RD-MC struggles to con-
verge with C = 1, it maintains convergence with C ≥ 2 and increasing C enhances
its robustness to noise. Figs. 6.3 and 6.6 demonstrate that RD-MC with C = 3
shows a markedly improved resistance to link noise in comparison to D-MC, all
while not adding any extra computational or communication burden.

In our final experiment, we evaluate how sensitive RD-MC’s performance is to net-
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Figure 6.8: The impact of network connectivity on the network-wide MSE of RD-MC
with window size C = 3 in the presence of link noise with variance σ2 = 0.1.

work topology in the presence of link noise. We simulate RD-MC with a window
size of C = 3 across two networks: the network shown in 6.2 and another with a
linear topology illustrated in Figure 6.7. The noise variance is set to σ2 = 0.1. We
present the results in Figure 6.8. It is evident that, in the case of a linear network
topology, the network-wide steady-state MSE of RD-MC is greater compared to
that of a network with a more complex topology and higher average degree. Nev-
ertheless, RD-MC continues to exhibit good performance in the linear network
topology, despite its lower connectivity.

6.5 Summary
In this chapter, a noise-robust distributed algorithm termed RD-MC has been pro-
posed to mitigate the adverse effects of communication noise on the convergence
of conventional distributed maximum consensus algorithms. This algorithm in-
corporates two modifications compared to the conventional distributed maximum
consensus algorithm. Unlike existing algorithms tailored for ad-hoc networks,
the proposed algorithm demonstrates robustness against additive communication
noise. Extensive simulation results have underscored the effectiveness of RD-MC
in diverse scenarios.
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Chapter 7

Conclusion and Future Work

This thesis developed solutions for various application scenarios within distributed
and federated learning settings. We can summarize the thesis and provide future
directions for continuing this work as follows:

7.1 Summary
In chapter 2, we provided an overview of distributed and federated learning and
their abilities and challenges. In addition, we introduced online federated learning,
partial diffusion of information, and the alternating direction method of multipli-
ers.

In chapter 3, we conducted a theoretical analysis of PSO-Fed to examine its resili-
ence to model-poisoning (Byzantine) attack. We showed that PSO-Fed converges
in both mean and mean-square senses, given an appropriate choice of stepsize
even under Byzantine attacks. More importantly, we showed that, in the presence
of Byzantine clients, the steady-state MSE of PSO-Fed is significantly smaller
than that of the Online-Fed algorithm, which does not feature partial sharing. Our
theoretical analysis also uncovered the existence of a non-trivial optimal stepsize
for PSO-Fed in the presence of model-poisoning attacks. The simulation results
corroborated our theoretical findings regarding PSO-Fed’s effectiveness against
Byzantine attacks as well as the accuracy of the theoretically predicted values of
its steady-state MSE and optimal stepsize.

In chapter 4, we developed a resource-efficient FL algorithm that has improved
robustness against noise/error in communication links. To motivate the developed
algorithm, we considered a weighted least-squares regression problem. To achieve
robustness, we proposed to combine the last two global model updates and send
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them together alongside eliminating the dual model update performed at each par-
ticipating edge device. The proposed algorithm, called RERCE-Fed, ensures that
clients receive a less corrupted global model update from the server even when the
server uses random scheduling to achieve communication efficiency. We proved
the convergence of RERCE-Fed in the mean sense at the presence of link noise.
We also verified the desirable performance of RERCE-Fed via simulations, partic-
ularly, its robustness against additive communication link noise in comparison to
existing related algorithms.

In chapter 5, we introduced a novel privacy-preserving distributed nonnegative
matrix factorization (PPDNMF) algorithm that employs the Paillier cryptosystem
to enable secure collaboration among agents, thereby safeguarding their privacy
and mitigating the risk of sensitive data leakage over ad-hoc networks. Our simu-
lation results, based on both synthetic and real data, confirmed the efficacy of the
proposed algorithm. In future work, we plan to conduct a comprehensive theor-
etical privacy analysis of the proposed algorithm, exploring its resilience across
various attack scenarios.

In chapter 6, we developed a distributed algorithm, called noise-robust distributed
maximum consensus (RD-MC), to tackle the challenge of identifying the max-
imum value within an ad-hoc multi-agent network utilizing noisy communication
channels. Unlike existing algorithms designed for ad-hoc networks, RD-MC ex-
hibits robustness against additive communication noise. Our extensive simulation
results demonstrated the effectiveness of RD-MC in different scenarios.

7.2 Future Directions
Building upon the proposed algorithms and findings of this thesis, several prom-
ising research directions emerge. These directions are motivated by the need for
more robust, scalable, and privacy-preserving FL frameworks in dynamic and ad-
versarial environments. For future research, a list of works can be done, such as:

1. Resilience Analysis from a Bayesian Perspective: A promising extension
of the PSO-Fed algorithm involves analyzing its resilience to adversarial
model-poisoning attacks using a Bayesian framework. This probabilistic
approach enables modeling the local and global model updates as well as
the attack signals as independent random processes. Such a formulation
would allow the study of PSO-Fed’s robustness under distributional shifts
and stochastic perturbations, thereby offering more in-depth resilience ana-
lysis. However, Bayesian methods often come with computational overhead
and convergence challenges, especially in a decentralized setting, which
must be addressed to make this practical.
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2. Privacy, Fairness, and Personalization in Distributed and Federated Learn-
ing: Another vital direction is to deepen the privacy guarantees of algorithms
like PPDNMF through a rigorous theoretical privacy analysis, possibly in-
corporating differential privacy or local privacy mechanisms. Moreover, as
FL moves toward real-world adoption, fairness and personalization are in-
creasingly important. Ensuring that models do not disproportionately bene-
fit certain user groups over others, while allowing tailored performance to
individual user preferences or data distributions, is a key challenge. This re-
quires balancing global model utility with local user adaptation, which could
be addressed through personalized models.

3. Towards Privacy-Preserving Distributed Recommender Systems: Leveraging
PPDNMF for building distributed recommender systems that maintain data
locality presents a viable alternative to traditional centralized systems. Such
a system would inherently protect user privacy while potentially preserving
or even enhancing recommendation quality. The main challenge here lies in
maintaining global performance with only local and incomplete data.

4. Application of PSO-Fed and RERCE-Fed to Emerging Domains: The im-
plementation of PSO-Fed and RERCE-Fed could involve the utilization of
advanced deep neural networks with real-world datasets and applications
that feature a substantial number of complex features and parameters. Ex-
ploring the concept of partial sharing may prove effective in training large
distributed models while enhancing their resilience against potential model-
poisoning attacks.

5. Hardware Implementation and Empirical Validation: Finally, the proposed
algorithms can be implemented on hardware to validate their effectiveness
and gain deeper insights into their advantages and potential limitations.
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ABSTRACT

We investigate the robustness of the recently introduced partial-
sharing online federated learning (PSO-Fed) algorithm against model-
poisoning attacks. To this end, we analyze the performance of the
PSO-Fed algorithm in the presence of Byzantine clients, who may
clandestinely corrupt their local models with additive noise before
sharing them with the server. PSO-Fed can operate on streaming data
and reduce the communication load by allowing each client to ex-
change parts of its model with the server. Our analysis, considering
a linear regression task, reveals that the convergence of PSO-Fed can
be ensured in the mean sense, even when confronted with model-
poisoning attacks. Our extensive numerical results support our claim
and demonstrate that PSO-Fed can mitigate Byzantine attacks more
effectively compared with its state-of-the-art competitors. Our simula-
tion results also reveal that, when model-poisoning attacks are present,
there exists a non-trivial optimal stepsize for PSO-Fed that minimizes
its steady-state mean-square error.

1. INTRODUCTION

Federated learning (FL) [1–5] is a distributed learning paradigm that al-
lows a network of devices, such as smartphones, media streamers, and
Internet of things nodes, to collaboratively learn a global shared model
without explicitly sharing their local raw data with the server or other
devices. Two key features of FL are its ability to handle heterogeneous
data, such as non-independent and identically distributed (non-IID) or
unbalanced local data, as well as to run on heterogeneous devices that
may have limited resources [6–9].

Communication load in FL refers to the amount of data exchanged
between the central server and the participating devices during the
training process. It can impact the efficiency and scalability of FL
in real-world applications as high data transmission can increase re-
source utilization and cost [10, 11]. Several algorithms have been pro-
posed to decrease the communication load in FL. Sign stochastic gra-
dient descent (SignSGD) [12] uses sign-based gradient compressors to
lower the computational and communication costs of FL. Compressive
sensing FL (CS-Fed) [13] improves communication efficiency using
1-bit compressive sensing in analog aggregation transmissions. Quan-
tile sketch FL (QS-Fed) [14] achieves enhanced communication effi-
ciency by compressing model updates using a so-called count sketch.
In Online-Fed [15], the server selects a random subset of the clients in
every iteration to reduce the communication load. However, none of
the mentioned works consider any adversary in the network that may
aim to impair the learning process through, for example, tampering
with the message exchanges or intentionally providing corrupted or in-
correct information. considering the presence of malicious actors in

This work was supported by the Research Council of Norway. The first two
authors contributed equally to this work. (Corresponding author: Ehsan Lari.)

the network is an important aspect of developing robust and reliable
FL algorithms.

In any network, Byzantine clients are clients that exhibit erratic or
malicious behavior. These clients may send false information or fail
to follow the protocols, which can lead to disruption or performance
degradation in FL [16, 17]. Byzantine clients can undermine the in-
tegrity or reliability of the global model learned via FL by, e.g., send-
ing incorrect/inconsistent gradients or model weights during updates or
launching a denial-of-service attack to disrupt the FL process [18, 19].
Several methods have been proposed to address Byzantine clients in
FL. They include utilizing robust aggregate statistics, assigning a trust
score to each client, and using historical information to recover from
model-poisoning attacks [20–22]. However, these methods require ad-
ditional communication resources or increase the complexity of local
model updates at the clients. This contradicts the essence of FL, which
aims to leverage clients with constrained energy or computational re-
sources.

In this paper, we examine the performance of a communication-
efficient FL algorithm, namely, partial-sharing online FL (PSO-
Fed) [10, 23], in the face of Byzantine attacks. We show that im-
proving communication efficiency through partial sharing in online
FL can have the additional benefit of mitigating the adverse effects
of model-poisoning attacks. We analyze the performance of PSO-
Fed under Byzantine attacks, considering a linear regression task.
We study the mean convergence of PSO-Fed and conduct numerical
experiments using synthetic non-IID data. The results indicate that
PSO-Fed is more resilient to Byzantine attacks compared to other
state-of-the-art algorithms, including Online-Fed, without incurring
any extra computations. In addition, the simulation results uncover
the existence of a non-trivial optimal stepsize for PSO-Fed in the pres-
ence of model-poisoning attacks. Interestingly, we also observe that a
smaller stepsize does not necessarily improve the estimation accuracy
of PSO-Fed, which is in contrast to other gradient-descent-based algo-
rithms that often utilize small stepsizes to enhance performance, albeit
at the expense of slower convergence rate.

2. PRELIMINARIES

In this section, we first provide an overview of the Online-Fed algo-
rithm [15] for linear regression. We then briefly describe the PSO-Fed
algorithm [23], which is a communication-efficient variant of Online-
Fed. Afterward, we outline the model-poisoning Byzantine attack
model within the context of FL and probe its impact on PSO-Fed.

2.1. System Model

We consider a federated network consisting of K clients that can com-
municate with a central server. At every time instance n, each client k
has access to a streaming data pair, xk,n ∈ RD and yk,n ∈ R, which



are related via the model

yk,n = w⊺xk,n + νk,n, (1)

where the model parameter vector w ∈ RD is to be estimated collab-
oratively from the locally stored client data and νk,n is the observation
noise. We define the global objective function for estimating w as

J (w) =
1

K

K∑

k=1

Jk(w) (2)

with the local objective function at client k being

Jk(w) = E
[
|yk,n −w⊺xk,n|2

]
. (3)

The goal is to find the optimal estimate w⋆ = argminw J (w) in a
distributed fashion via FL.

2.2. PSO-Fed

At each iteration of Online-Fed [15], the server randomly selects a
subset of the clients. The selected clients then perform a stochastic
gradient-descent step to solve their individual local optimization prob-
lems and subsequently share their updated local estimates with the
server. In PSO-Fed, to further alleviate the communication burden,
the server only sends a segment of the global model estimate to the
clients. Likewise, the clients transmit segments of their local model
estimates to the server. The model parameters exchanged at iteration
n between client k and the server are specified using a diagonal se-
lection matrix, denoted by Sk,n ∈ RD×D , with M ones. The po-
sitions of these ones on the diagonal dictate which model parameters
are communicated with the server during each iteration. These po-
sitions can be selected arbitrarily or follow a round-robin pattern as
described in [24, 25] such that, on average, the model parameters are
exchanged between each client and the server M times in every D iter-
ations. Therefore, the likelihood of any model parameter being shared
with the server in any given iteration is pe = M

D
.

Using the selection matrices Sk,n, the recursion equations of PSO-
Fed minimizing (2) can be expressed as [10]:

ϵk,n = yk,n − [Sk,nwn + (ID − Sk,n)wk,n]
⊺ xk,n (4a)

wk,n+1 = Sk,nwn + (ID − Sk,n)wk,n + µ xk,n ϵk,n (4b)

wn+1 =
1

|Sn|
∑

k∈Sn

[Sk,n+1wk,n+1 + (ID − Sk,n+1)wn] , (4c)

where wk,n is the local model estimate at client k and iteration n, wn

is the global model estimate at iteration n, ID is the D × D identity
matrix, µ is the stepsize controlling the convergence rate and steady-
state performance, Sn denotes the set of clients selected at iteration n,
and |Sn| denotes the cardinality of Sn.

2.3. Model-Poisoning Attack

Let us denote the set of potential Byzantine clients in the network as
SB . Let us also define the indicator variable βk such that βk = 1 if
client k ∈ SB and βk = 0 otherwise. We denote the count of Byzan-
tine clients as |SB |. These clients seek to compromise the accuracy
of the global model by intermittently sending false or corrupted local
model estimates to the server while possessing the true local model
estimates. Specifically, we consider the scenario where, at each itera-
tion, every Byzantine client corrupts its local model estimate by adding
noise before sending it to the server with an attack probability of pa.
Therefore, we express the model estimate shared by any Byzantine
client as wk,n+1+τk,nδk,n. Here, τk,n is a Bernoulli random variable

that takes the value of 1 with a probability of pa and 0 otherwise. In
addition, δk,n ∈ RD represents the perturbation signal associated with
the poisoning attack, which is typically modeled as zero-mean white
Gaussian noise, i.e, δk,n ∼ N (0, σ2

BID) [26].
Therefore, to account for the impact of Byzantine clients, we con-

sider that the clients share wk,n+1+βkτk,nδk,n with the server, rather
than wk,n+1. Consequently, we reformulate the global model update
in PSO-Fed, (4c), as

wn+1 =
1

|Sn|
∑

k∈Sn

[Sk,n+1(wk,n+1 + βkτk,nδk,n) (5)

+(ID − Sk,n+1)wn] .

3. ANALYSIS

In this section, we analyze the theoretical mean convergence of PSO-
Fed in the presence of Byzantine clients to evaluate its robustness to
Byzantine attacks. We first define the extended optimal global model
w⋆
e = 1K+1 ⊗ w⋆, the extended global model estimate we,n =

col{wn,w1,n, . . . ,wK,n}, and the collective quantities Xn =
bdiag{0,x1,n, . . . ,xK,n}, δe,n = col

{
0, δ1,n, . . . , δK,n

}
, B =

bdiag
{
0, β1ID, . . . , βKID

}
, Tn = bdiag

{
0, τ1,nID, . . . , τK,nID

}
,

and νe,n = col
{
0, ν1,n, . . . , νK,n

}
. The operators col{·}, diag{·},

and bdiag{·} denote column-wise stacking, diagonalization, and block
diagonalization, respectively, and 1K+1 is a column vector with K+1
entries, all of which are equal to one. Given these definitions, we have

ye,n = col{0, y1,n, y2,n, . . . , yK,n} = X⊺
nw

⋆
e + νe,n (6a)

ϵe,n = col
{
0, ϵ1,n, ϵ2,n, . . . , ϵK,n

}
= ye,n −X⊺

nAnwe,n (6b)

An = (7)



ID 0 0 . . . 0
a1,nS1,n ID − a1,nS1,n 0 . . . 0

...
...

...
. . .

...
aK,nSK,n 0 0 . . . ID − aK,nSK,n


 ,

where ak,n = 1 if k ∈ Sn and ak,n = 0 otherwise. Hence, the global
recursion equations of PSO-Fed can be stated as

we,n+1 = Bn+1

(Anwe,n + µXnϵe,n
)
+ Cn+1BTnδe,n (8)

Bn+1 = (9)



ID −∑K
k=1

ak,n

|Sn|Sk,n+1
a1,n
|Sn|S1,n+1 . . .

aK,n

|Sn| SK,n+1

0 ID . . . 0
...

...
. . .

...
0 0 . . . ID




Cn+1 =




0 a1,n
|Sn|S1,n+1 . . .

aK,n

|Sn| SK,n+1

...
...

. . .
...

0 0 . . . 0


 . (10)

To facilitate our analysis, we make the following assumptions.
A1: The sequence of local input vectors of each client, xk,n, is a wide-
sense stationary multivariate random process with the covariance ma-
trix Rk = E[xk,nx⊺

k,n].
A2: The observation noise, νk,n, and the attack signal, δk,n, are IID
and independent of each other as well as all other considered stochastic
variables.
A3: The selection matrices, Sk,n, at all clients and iterations are inde-
pendent of each other.



Fig. 1. Steady-state test MSE for different algorithms with different
numbers of Byzantine clients |SB |, attack strength σ2

B = 0.25 and
attack probability pa = 1.

3.1. Mean Convergence

Let us define the deviation (estimation error) vector as w̃e,n = w⋆
e −

we,n. Since Bn+1 and An are right-stochastic, i.e., their rows add up
to 1, we have Bn+1w

⋆
e = Anw

⋆
e = w⋆

e . Therefore, we can rewrite
(8) in terms of w̃e,n as

w̃e,n+1 = Bn+1

(
I− µXnX

⊺
n

)Anw̃e,n − µBn+1Xnνe,n

− Cn+1BTnδe,n. (11)

Taking the expected value of both sides of (11) and applying the as-
sumptions A1-A3, we have

E[w̃e,n+1] = E[Bn+1]
(
I− µR)

E[An]E[w̃e,n], (12)

where R = bdiag{0,R1,R2, · · · ,RK}. Hence, the mean conver-
gence of PSO-Fed is guaranteed if ∥ (I− µR) ∥ < 1 or equivalently
∥1 − µλi (Rk) ∥ < 1 ∀k, i, where ∥ · ∥ denotes any matrix norm and
λi (·) stands for the ith eigenvalue. In other words, PSO-Fed converges
in the mean sense, even at the presence of Byzantine clients, provided
that the stepsize µ is set such that 0 < µ < 2/maxi,k{λi (Rk)}.

4. SIMULATION RESULTS

In this section, we conduct several numerical experiments to examine
the effect of model-poisoning attacks on the performance of PSO-Fed
in comparison with the related existing algorithms, which can also op-
erate on streaming data, namely, Online-Fed, SignSGD, CS-fed, and
QS-Fed. We consider a federated network of K = 100 clients. At time
instant n, each client k has access to a non-IID input vector xk,n ∈ RD
and its corresponding response value yk,n that relate to each other
via (1) given w⊺ = 1√

D
[1, · · · , 1]⊺ ∈ RD .

Each entry of xk,n follows a zero-mean Gaussian distribution with
variance ς2k sampled from a uniform distribution with lower bound 0.2
and upper bound 1.2, i.e., U(0.2, 1.2). In addition, the observation
noise νk,n is zero-mean IID Gaussian with variance σ2

νk drawn from
U(0.005, 0.025). We set the size of the model parameter vector to
D = 5 and share only M = 1 of its entries during each iteration
unless otherwise specified.

Fig. 2. Steady-state test MSE of PSO-Fed for different values of shared
elements M with different numbers of Byzantine clients |SB |, attack
strength σ2

B = 0.5 and attack probability pa = 1.

Fig. 3. Network-wide average MSE of PSO-Fed for different values
of attack strengths σ2

B and Byzantine clients |SB |, number of shared
elements M = 1 and attack probability pa = 1.

We assume that, in each iteration, all algorithms have the same
communication budget. Therefore, to ensure that all algorithms can
achieve their optimal performance within 5000 iterations, we set µ =
0.1 for PSO-Fed, Online-Fed, CS-fed, and QS-fed, and µ = 0.08
for SignSGD, across all clients. In every iteration n, the server se-
lects a set of |Sn| = 5 clients randomly to participate in FL, with
each client having an equal probability of being selected. We evalu-
ate the performance of the considered algorithms at the server’s side
using a test dataset consisting of Nt = 50 examples, {X̆, y̆}, and cal-
culating the test mean square error (MSE) at iteration n as 1

Nt
∥y̆ −

X̆⊺wn∥22. We also evaluate the performance at the clients’ side us-
ing (4a) and calculating the network-wide average steady-state MSE as
1
K

∑K
k=1 limn→∞ ϵ2k,n.

In our first experiment, we investigate the effect of varying the



Fig. 4. Effect of attack probability pa on steady-state test MSE of PSO-
Fed for different numbers of shared elements M , numbers of Byzantine
clients |SB | = 10 and attack strength σ2

B = 0.5.

Fig. 5. Network-wide average MSE of PSO-Fed for different values of
stepsize µ, numbers of Byzantine clients |SB | = 5 and attack proba-
bility pa = 1.

number of Byzantine clients |SB | on the steady-state test MSE for
PSO-Fed, Online-Fed, SignSGD, CS-fed, and QS-Fed. In this experi-
ment, we use different numbers of Byzantine clients, all characterized
by σ2

B = 0.25 and an attack probability of pa = 1. We present the
results in Fig. 1. We observe that PSO-Fed outperforms the existing
algorithms across all considered numbers of Byzantine clients. The
Online-Fed algorithm performs similar to PSO-Fed when there is no
Byzantine client or poisoning attack (i.e., σ2

B = 0). However, its per-
formance deteriorates as the number of Byzantine clients increases.

In our second experiment, we examine the impact of the number of
shared entries, M , on the steady-state test MSE of PSO-Fed. We simu-
late PSO-Fed with |SB | ∈ {5, 10, 15, 20} Byzantine clients, the attack
strength σ2

B = 0.5, and the attack probability pa = 1. The results are
shown in Fig. 2. We observe that increasing M leads to higher steady-

state test MSE. In essence, PSO-Fed demonstrates greater resilience
to model-poisoning attacks compared to Online-Fed, without incurring
any additional computational and communication overhead.

In our third experiment, we study the effect of attack strength σ2
B

on the network-wide average MSE for different numbers of Byzantine
clients |SB |. We show the results in Fig. 3. It is evident that increasing
the attack strength or the number of Byzantine clients leads to higher
MSE. Another important observation from Fig. 3 is that when there are
|SB | = α1 Byzantine clients with attack strength σ2

B = β1, we obtain
the same MSE as the case when there are |SB | = α2 Byzantine clients
with attack strength σ2

B = β2 as long as α1β1 = α2β2. Consequently,
a more covert strategy for orchestrating an attack can involve employ-
ing a greater number of Byzantine clients with lower attack strength to
achieve the same level of performance degradation.

In our fourth experiment, we investigate the impact of attack prob-
ability pa on the steady-state test MSE of PSO-Fed for different val-
ues of M . We simulate PSO-Fed while having |SB | = 10 Byzantine
clients with attack strength σ2

B = 0.5 and different attack probabilities.
The results are shown in Fig. 4. We observe that increasing the attack
probability leads to a higher MSE. However, partial sharing (i.e., when
M < D) enhances resilience against model-poisoning attacks.

In our final experiment, we assess the performance of PSO-Fed
with different stepsizes µ in the presence and absence of model-
poisoning attacks. To this end, we simulate PSO-Fed when there are
|SB | = 5 Byzantine clients with attack probability of pa = 1. The
results are presented in Fig. 5. Notably, when there is no Byzantine
client or poisoning attack (i.e., σ2

B = 0), the performance of PSO-
Fed deteriorates with increasing stepsize µ. This is consistent with
our understanding of algorithms employing gradient descent for op-
timization. However, in the presence of any model-poisoning attack
(i.e., σ2

B > 0), we observe an intriguing trend. The performance
initially improves as the stepsize µ increases, but is starts to degrade
as µ further increases. This suggests that there is an optimal value for
the stepsize (µopt ≈ 0.1) that can provide the best performance for
PSO-Fed when there is any model-poisoning attack. Note that, in this
experiment, the largest stepsize that still guarantees convergence in the
mean is µmax ≈ 0.25.

5. CONCLUSION AND FUTURE WORK

We revisited the recently proposed communication-efficient PSO-Fed
algorithm and presented a theoretical analysis demonstrating its re-
silience to model-poisoning (Byzantine) attacks that is imparted by its
partial-sharing property. We conducted the analysis considering a lin-
ear regression task, where the local objective function at each client is
an empirical risk. We showed that, even under Byzantine attacks, PSO-
Fed converges in the mean sense, provided that an appropriate stepsize
is chosen. We also demonstrated that, in the presence of Byzantine
clients, PSO-Fed achieves a significantly lower steady-state MSE com-
pared to the Online-Fed algorithm, which lacks partial sharing. Our
comprehensive simulation results showcased PSO-Fed’s effectiveness
in dealing with Byzantine attacks. They also revealed the non-trivial
nature of determining the stepsize that leads to the lowest MSE in
PSO-Fed when Byzantine clients are present. In future work, we will
theoretically analyze the mean-square performance of PSO-Fed when
facing model-poisoning attacks. We aim to formulate the theoretical
MSE of PSO-Fed as a function of various parameters, including step-
size, attack probability, number of Byzantine clients, number of partic-
ipating clients in each iteration, number of shared entries, and variance
of observation noise. We will also investigate the underlying reasons
for the existence of a non-trivial optimal stepsize. Furthermore, we
will explore scenarios where random Fourier features can be utilized
to expand our study to encompass generalized linear regression and
estimation of nonlinear functions.
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Abstract—Federated learning (FL) allows training machine
learning models on distributed data without compromising pri-
vacy. However, FL is vulnerable to model-poisoning attacks where
malicious clients tamper with their local models to manipulate
the global model. In this work, we investigate the resilience of
the partial-sharing online FL (PSO-Fed) algorithm against such
attacks. PSO-Fed reduces communication overhead by allowing
clients to share only a fraction of their model updates with
the server. We demonstrate that this partial sharing mechanism
has the added advantage of enhancing PSO-Fed’s robustness
to model-poisoning attacks. Through theoretical analysis, we
show that PSO-Fed maintains convergence even under Byzantine
attacks, where malicious clients inject noise into their updates.
Furthermore, we derive a formula for PSO-Fed’s mean square
error, considering factors like stepsize, attack probability, and the
number of malicious clients. Interestingly, we find a non-trivial
optimal stepsize that maximizes PSO-Fed’s resistance to these
attacks. Extensive numerical experiments confirm our theoretical
findings and showcase PSO-Fed’s superior performance against
model-poisoning attacks compared to other leading FL algorithms.

Index Terms—Online federated learning, Byzantine clients,
partial-sharing, linear regression, model-poisoning.

I. INTRODUCTION

FEDERATED learning (FL) [2], [3] is a distributed learning
paradigm that enables a network of devices, such as smart-

phones, internet of things (IoT) nodes, and media streamers,
to jointly learn a global model without the need to directly
disclose their local raw data to the server or other devices. FL is
particularly beneficial when data is distributed across numerous
devices, and conducting centralized training by transferring
the data to the server is unfeasible or impractical [4], [5].
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FL addresses two major challenges: the ability to handle
heterogeneous data, such as non-independent and identically
distributed (non-IID) or unbalanced data, and the ability to run
on heterogeneous devices that may have limited resources [6]–
[9]. While FL enhances privacy, it also introduces vulnerabili-
ties stemming from its reliance on unverified client updates and
its susceptibility to adversarial manipulation. Malicious clients
can exploit these weaknesses to degrade model performance
or compromise its integrity. Developing robust mechanisms to
detect and mitigate such adversarial behaviors is essential to
address these challenges [10].

The communication load in FL refers to the volume of data
transmitted between the central server and participating devices
during training. It can affect the efficiency and scalability of
FL in real-world applications as excessive data transmission
may escalate resource usage and the cost associated with
training [11]–[13]. Several algorithms have been proposed to
alleviate the communication load in FL. Among them, sign
stochastic gradient descent (SignSGD) [14], [15] utilizes sign-
based gradient compressors to lower the communication and
computational costs of FL. Compressive sensing FL (CS-
Fed) [16] reduces the communication load using 1-bit com-
pressive sensing in analog aggregation transmissions. Quantile
sketch FL (QS-Fed) [17] improves communication efficiency
by compressing model updates using a count sketch. Online-
Fed [18] enhances communication efficiency by engaging only
a randomly selected subset of clients to communicate with the
server in each iteration. However, the aforementioned works
do not consider the potential presence of adversaries within
the network who may seek to undermine the learning pro-
cess. This can be through tampering with message exchanges
or intentionally providing corrupted or incorrect information.
Factoring in the possibility of malicious clients in the network
is an important aspect of developing reliable and robust FL
algorithms.

In network environments, Byzantine clients present a critical
challenge due to their unpredictable or malicious behavior, po-
tentially disrupting training processes. Such clients may intro-
duce misleading gradients or manipulated model updates [19]–
[23], leading to performance degradation and compromised
global model integrity. Particularly concerning are model-
poisoning attacks, where adversarial clients deliberately ma-
nipulate their updates during training [24]. Addressing these
threats has become a central focus in FL research, driving the



IEEE TRANSACTIONS ON SIGNAL AND INFORMATION PROCESSING OVER NETWORKS, VOL. XX, NO. XX, MARCH 2025 2

development of various Byzantine-robust strategies.
A significant portion of this research centers on robust aggre-

gation techniques [25]–[30], designed to mitigate the influence
of adversarial contributions. Techniques such as median and
trimmed mean aggregations have demonstrated effectiveness in
reducing vulnerability to malicious updates [25]. Blockchain-
assisted approaches [31] offer enhanced robustness, albeit at the
cost of increased communication and computational overhead.
Additionally, anomaly detection techniques [32] and reputation-
based filtering [33] aim to improve resilience by identifying and
excluding suspicious updates. However, these methods often
rely on specific assumptions regarding adversarial behavior,
potentially limiting their practical applicability in diverse real-
world FL scenarios.

SignSGD-based algorithms [34] provide an alternative robust
solution, demonstrating resilience to adversarial updates. Never-
theless, these methods typically assume full client participation,
an unrealistic assumption for practical FL scenarios involving
intermittent client availability. This reveals a critical gap: the
need for robust FL algorithms that balance computational
efficiency and resilience without requiring full participation or
imposing extra computational demands on clients. Addressing
this gap is central to scalable and secure FL deployments.

In this paper, we study the impact of partial parameter
sharing in online FL (Online-Fed) [1], [11], [12], [18] on the
resilience against Byzantine attacks by malicious clients. Our
primary motivation stems from a key observation: partial shar-
ing, initially introduced to enhance communication efficiency in
online FL, offers a surprising additional benefit by mitigating
the negative effects of model-poisoning attacks. Remarkably,
this advantage is achieved without imposing any additional
computational burden on participating clients. In summary, our
main contributions in this work are:

• We introduce an intermittent model-poisoning attack
model along with random scheduling of the clients within
the FL framework.

• We derive a non-trivial optimal stepsize for PSO-Fed under
poisoning attacks, contrasting with existing algorithms for
which smaller stepsizes are always favorable.

• We demonstrate PSO-Fed’s superior performance in terms
of MSE and robustness to model-poisoning attacks with-
out any additional computational overhead, highlighting
practical advantages over existing FL approaches.

We organize the remainder of the paper as follows. In section
II, we provide an overview of the system model, PSO-Fed
algorithm, and model-poisoning attacks. In section III, we eval-
uate the robustness of PSO-Fed against Byzantine attacks by
analyzing its theoretical mean and mean-square convergence.
In this section, we also calculate PSO-Fed’s theoretical steady-
state MSE and optimal stepsize. In section IV, we verify our
theoretical findings through a series of numerical experiments.
In these experiments, we evaluate the performance of PSO-
Fed under model-poisoning attacks through both theoretical
predictions and numerical simulations. In section V, we provide
a more detailed explanation of our contributions and discuss the

potential benefits and impacts of our work. Finally, in section
VI, we present some concluding remarks.

Mathematical Notations: We denote scalars by lowercase
letters, column vectors by bold lowercase letters, and matrices
by bold uppercase letters. The superscripts (·)⊺ and (·)−1
denote the transpose and inverse operations, respectively, while
∥·∥ signifies the Euclidean norm. Additionally, 1K denotes a
column vector with K entries, all set to one, and IK is the
K × K identity matrix. The operators col{·} and bdiag{·}
represent column-wise stacking and block diagonalization, re-
spectively. Furthermore, ⊗b denotes the block Kronecker prod-
uct [35], bvec{·} refers to the block vectorization operation,
and bvec−1{·} is its inverse. Lastly, tr(·) denotes the trace of
a matrix.

II. PROBLEM FORMULATION

In this section, we first describe the considered system
model. We then briefly outline the PSO-Fed algorithm [12],
which is a communication-efficient variant of the Online-
Fed algorithm [18]. Afterward, we define the model-poisoning
Byzantine attack within the context of FL and probe its impact
on the model update equations of PSO-Fed.

A. System Model

We consider a network consisting of K clients and a central
server. At every time instance t, each client k has access to a
data vector xk,t ∈ RD and its corresponding response value
yk,t ∈ R, which are related via the model

yk,t = w⊺xk,t + νk,t. (1)

The model parameter vector w ∈ RD is collaboratively esti-
mated using the locally stored client data, and the observation
noise νk,t is modeled as a zero-mean white Gaussian noise,
i.e., νk,t ∼ N (0, σ2

νk
).

We define the global objective function for estimating w as

J (w) =
1

K

K∑

k=1

Jk(w), (2)

where the local objective function at client k is

Jk(w) = E
[
|yk,t −w⊺xk,t|2

]
, (3)

with the expectation taken with respect to the randomness
introduced by the observation noise. The goal is to find the
optimal estimate of w by minimizing J (w), i.e., w⋆ =
argminw J (w), albeit, in a distributed fashion via FL.

B. PSO-Fed

In PSO-Fed, to reduce the communication load, the server
only sends a portion of the global model estimate to the clients.
Similarly, the clients transmit parts of their local model esti-
mates to the server. The model parameters exchanged between
client k and the server at iteration t are specified using a
diagonal selection matrix with M ones, which is denoted by
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Sk,t ∈ RD×D. The positions of the ones on the diagonal
determine which model parameters are shared with the server
at each iteration. They can be selected arbitrarily or in a round-
robin fashion as in [36], [37] such that the model parameters
are exchanged between each client and the server, on average,
M times in every D iterations. Therefore, the probability of any
model parameter being shared with the server in any iteration
is pe = M/D.

Using the selection matrices Sk,t, the recursive update equa-
tions of PSO-Fed, that iteratively minimize (2) through FL, are
expressed as [11]

ϵk,t = yk,t − [Sk,twt + (ID − Sk,t)wk,t]
⊺
xk,t (4a)

wk,t+1 = Sk,twt + (ID − Sk,t)wk,t + µxk,tϵk,t (4b)

wt+1 =
1

|St|
∑

k∈St
[Sk,t+1wk,t+1 + (ID − Sk,t+1)wt] ,

(4c)

where wk,t is the local model estimate at client k and iteration
t, wt is the global model estimate at iteration t, ID is the D×D
identity matrix, µ is the stepsize controlling the convergence
rate and steady-state performance, St denotes the set of client
selected at iteration t, and |St| denotes the number of the
selected clients in each iteration.

C. Model-Poisoning Attacks

We denote the set of potential Byzantine clients within
the network as SB . To represent the presence or absence of
Byzantine behavior in a client, we use the indicator variable
βk, where βk = 1 indicates that client k belongs to the set
SB (i.e., is a Byzantine client), and βk = 0 otherwise. The
total number of Byzantine clients in the network is denoted
by |SB |. These Byzantine clients seek to poison the global
model (i.e., undermine its accuracy) by sporadically sending
corrupt local model estimates to the server. We assume that the
Byzantine clients possess the accurate local model estimates.
More specifically, we consider a scenario where, in each
iteration, every Byzantine client deliberately corrupts its local
model estimate by perturbing it, before sending it to the server.
This corruption is conducted with a certain probability of attack,
denoted by pa. Consequently, we represent the model update
shared by any Byzantine client as [38]

w′k,t =

{
wk,t + δk,t with probability pa

wk,t with probability 1− pa,
(5)

where δk,t ∈ RD denotes the perturbation signal associated
with the attack. Typically, this perturbation is zero-mean white
Gaussian noise, characterized as δk,t ∼ N (0, σ2

BID) [38].
The probability of a Byzantine client corrupting its local

estimate can be modeled using a Bernoulli random variable
τk,t. This variable takes the value of 1 with probability pa
indicating the occurrence of an attack, and 0 otherwise. Hence,
given that each Byzantine client transmits a corrupted local
model estimate to the server with a probability of pa when
selected by the server, in scenarios where Byzantine clients are

present in the network, the global model update of PSO-Fed,
(4c), can be rewritten as

wt+1 =
1

|St|
∑

k∈St

[
Sk,t+1w

′
k,t+1 + (ID − Sk,t+1)wt

]

where
w′k,t+1 = wk,t+1 + βkτk,tδk,t+1. (6)

III. PERFORMANCE ANALYSIS

In this section, we evaluate the robustness of PSO-Fed
against Byzantine attacks by analyzing its theoretical mean and
mean-square convergence and predicting its steady-state MSE
and optimal stepsize.

To facilitate the analysis, we introduce some new quantities.
We denote the extended optimal global model as w⋆

e =
1K+1⊗w⋆ and the extended global model estimate as we,t =
col{wt,w1,t, . . . ,wK,t}. We also define the following collec-
tive quantities

Xt = bdiag{0,x1,t, . . . ,xK,t}
δe,t = col

{
0, δ1,t, . . . , δK,t

}

B = bdiag
{
0, β1ID, . . . , βKID

}

Tt = bdiag
{
0, τ1,tID, . . . , τK,tID

}

νe,t = col
{
0, ν1,t, . . . , νK,t

}
,

where the operators col{·} and bdiag{·} represent column-wise
stacking and block diagonalization, respectively. Additionally,
1K+1 denotes a column vector with K + 1 entries, all set to
one. Subsequently, we define

ye,t = col{0, y1,t, y2,t, . . . , yK,t} = X⊺
tw

⋆
e + νe,t (7a)

ϵe,t = col
{
0, ϵ1,t, ϵ2,t, . . . , ϵK,t

}
= ye,t −X⊺

tAtwe,t (7b)

and

At = (8)


ID 0 0 . . . 0
a1,tS1,t ID − a1,tS1,t 0 . . . 0

...
...

...
. . .

...
aK,tSK,t 0 0 . . . ID − aK,tSK,t


 ,

where ak,t = 1 if k ∈ St and ak,t = 0 otherwise. Hence, the
global recursion equations of PSO-Fed can be expressed as

we,t+1 = Bt+1

(Atwe,t + µXtϵe,t
)
+ Ct+1BTtδe,t+1 (9)

where

Bt+1 = (10)



ID −
∑K

k=1
ak,t

|St|Sk,t+1
a1,t

|St|S1,t+1 . . .
aK,t

|St| SK,t+1

0 ID . . . 0
...

...
. . .

...
0 0 . . . ID



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and

Ct+1 =




0
a1,t

|St|S1,t+1 . . .
aK,t

|St| SK,t+1

0 0 . . . 0
...

...
. . .

...
0 0 . . . 0


 . (11)

To make the analysis tractable, we adopt the following
commonly used assumptions.
A1: The input vectors xk,t at each client k and time step
(iteration) t are sampled from a wide-sense stationary (WSS)
multivariate random process, characterized by the covariance
matrix Rk = E[xk,tx

⊺
k,t].

A2: The observation noise νk,t and perturbation signal δk,t
are IID across both clients and iterations. Additionally, νk,t
and δk,t are mutually independent and independent of all other
stochastic variables, including xk,t and Sk,t.
A3: The selection matrices Sk,t are mutually independent
across clients and iterations.

A. Mean Convergence
Let us define the deviation (coefficient-error) vector as

w̃e,t = w⋆
e − we,t. Since Bt+1 and At are block right-

stochastic, i.e., their block rows add up to identity matrix, we
have Bt+1w

⋆
e = Atw

⋆
e = w⋆

e . Therefore, considering (9) and
the definition of w̃e,t, we get

w̃e,t+1 = Bt+1

(
I− µXtX

⊺
t

)Atw̃e,t − µBt+1Xtνe,t

− Ct+1BTtδe,t+1. (12)

Taking the expected value of both sides of (12) and under
assumptions A1-A3, we obtain

E[w̃e,t+1] = E[Bt+1]
(
I− µR)E[At]E[w̃e,t], (13)

where
R = bdiag{0,R1,R2, · · · ,RK}.

The mean convergence of PSO-Fed is guaranteed if
∥ (I− µR) ∥ < 1 or equivalently ∥1 − µλi (Rk) ∥ < 1
∀k, i. Here, ∥ · ∥ is any matrix norm and λi (·) denotes the
ith eigenvalue of its matrix argument. Consequently, PSO-Fed
converges in the mean sense, even amidst the presence of
Byzantine clients, as long as the stepsize µ is appropriately
chosen to satisfy

0 < µ <
2

maxi,k{λi (Rk)}
. (14)

In other terms, PSO-Fed is unbiased, even under model-
poisoning attacks.

B. Mean-Square Convergence
Let us denote the weighted norm-square of w̃e,t as

∥w̃e,t∥2Σ = w̃⊺
e,tΣw̃e,t, where Σ is a positive semi-definite

matrix. Computing the weighted norm-square of both sides of
(12) results in

E[∥w̃e,t+1∥2Σ] = E[∥w̃e,t∥2Σ′ ] + µ2E[ν⊺
e,tYtνe,t]

+ E[δ⊺e,t+1Utδe,t+1], (15)

where the cross terms vanish under assumption A2 and

Σ′ = E[A⊺
t

(
I− µXtX

⊺
t

)B⊺
t+1ΣBt+1

(
I− µXtX

⊺
t

)At]

Yt = X⊺
tB⊺

t+1ΣBt+1Xt

Ut = T⊺
tB

⊺C⊺
t+1ΣCt+1BTt. (16)

Subsequently, we define

σ′ = bvec{Σ′} = F⊺σ (17)
σ = bvec{Σ} (18)

F = QBQA − µQBKQA + µ2QBHQA (19)
QB = E[Bt+1 ⊗b Bt+1] (20)
QA = E[At ⊗b At] (21)
K = (I⊗b R) + (R⊗b I) (22)
H = E[XtX

⊺
t ⊗b XtX

⊺
t ], (23)

where ⊗b denotes the block Kronecker product and bvec{·}
the block vectorization operation [35]. We evaluate QA, QB,
and H, under A1-A3, in Appendixes A and B.

The third term on the right-hand side (RHS) of (15) quantifies
the impact of model-poisoning attacks. We calculate this term
as

E[δ⊺e,t+1Utδe,t+1]

= E[δ⊺e,t+1T
⊺
tB

⊺C⊺
t+1ΣCt+1BTtδe,t+1]

= E[tr(δ⊺e,t+1T
⊺
tB

⊺C⊺
t+1ΣCt+1BTtδe,t+1)]

= tr(E[δ⊺e,t+1T
⊺
tB

⊺C⊺
t+1ΣCt+1BTtδe,t+1])

= tr
(
E[Ct+1E[BTtδe,t+1δ

⊺
e,t+1T

⊺
tB

⊺]C⊺
t+1]Σ

)
, (24)

where tr(·) denotes the matrix trace. Under A2, we have

tr
(
E[Ct+1E[BTtδe,t+1δ

⊺
e,t+1T

⊺
tB

⊺]C⊺
t+1]Σ

)

= tr
(
E[Ct+1ΩδC⊺

t+1]Σ
)
, (25)

with

Ωδ = E[BTtδe,t+1δ
⊺
e,t+1T

⊺
tB

⊺] (26)

= BE[Ttδe,t+1δ
⊺
e,t+1Tt]B

= bdiag{0, β1σ
2
BpaID, β2σ

2
BpaID, · · · , βKσ2

BpaID}.
Using the properties of block Kronecker product, we have
tr
(
E[Ct+1ΩδC⊺

t+1]Σ
)
= ω⊺σ, where

ω = bvec{E[Ct+1ΩδC⊺
t+1]}

= QCbvec{Ωδ} (27)

and
QC = E[Ct+1 ⊗b Ct+1].

We evaluate QC in Appendix C. We also define

ϕ = QBϕν ,

ϕν = bvec{E [XtΘνX
⊺
t ]} (Appendix D),

Θν = E
[
νe,tν

⊺
e,t

]
= diag{0, σ2

ν1
, · · · , σ2

νK
}, (28)

and bvec−1{·} as the reverse operation of block vectorization.
Consequently, we can write the global recursion equation for
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the weighted mean square deviation (MSD) of PSO-Fed under
model-poisoning attacks as

E
[
∥w̃e,t+1∥2bvec−1{σ}

]
= E

[
∥w̃e,t∥2bvec−1{F⊺σ}

]

+ µ2ϕ⊺σ + ω⊺σ. (29)

As t→∞, (29) converges provided that the spectral radius
of F is smaller than one, i.e., ρ(F⊺) = ρ(F) < 1. Using the
properties of the block maximum-norm, denoted by ∥ · ∥b,∞,
and knowing ∥QB∥b,∞ = ∥QA∥b,∞ = 1, we have

ρ(F) ≤ ∥QB
(
I− µK+ µ2H)QA∥b,∞

≤ ∥I− µK+ µ2H∥b,∞. (30)

Considering [39, Theorem 2] and defining

D =

[K/2 −H/2
I 0

]
,

the spectral radius of F is smaller than one when

0 < µ < min

{
1

λmax

(K−1H) ,
1

max{λ(D) ∈ R, 0}

}
, (31)

where λmax(·) denotes the largest eigenvalue of its matrix argu-
ment. We denote the upper bound of (31) as µmax. Thus, when
(31) holds, PSO-Fed converges in the mean-square sense and
has a bounded steady-state MSD, even when facing Byzantine
attacks.

C. Mean Square Error

Utilizing the calculations of the three terms on the RHS of
(15) and unfolding the iterations of the global recursion in (29),
we obtain

E
[
∥w̃e,t+1∥2bvec−1{σ}

]
= E

[
∥w̃e,0∥2bvec−1{(F⊺)t+1σ}

]

+ µ2ϕ⊺
t∑

j=0

(F⊺)j σ + ω⊺
t∑

j=0

(F⊺)j σ. (32)

Given an appropriate choice of µ as in (31), letting t→∞ on
both sides of (32) yields

lim
t→∞

E[∥w̃e,t∥2bvec−1{σ}] = (µ2ϕ⊺ + ω⊺)
(
I−F⊺)−1σ. (33)

To calculate the steady-state MSE of PSO-Fed (denoted by
E), while taking into account the impact of model-poisoning
attacks, we set

σ = bvec{E [A⊺
tXtX

⊺
tAt]}

= E [bvec{A⊺
tXtX

⊺
tAt}]

= E [(At ⊗b At)
⊺bvec{XtX

⊺
t }]

= E [(At ⊗b At)
⊺] bvec{E [XtX

⊺
t ]}

= Q⊺
Abvec{R}. (34)

Therefore, considering (7), we have

E =
1

K
lim
t→∞

E[ϵ⊺e,tϵe,t]

=
1

K
lim
t→∞

(
E
[
w̃⊺

e,tA⊺
tXtX

⊺
tAtw̃e,t

]
+ E

[
ν⊺
e,tνe,t

])

=
1

K

[
(µ2ϕ⊺ + ω⊺)

(
I−F⊺)−1Q⊺

Abvec{R}+ tr (Θν)
]

=
µ2

K
ϕ⊺(I−F⊺)−1Q⊺

Abvec{R}
︸ ︷︷ ︸

Eϕ

+
1

K
ω⊺(I−F⊺)−1Q⊺

Abvec{R}
︸ ︷︷ ︸

Eω

+
1

K
tr (Θν)

︸ ︷︷ ︸
EΘ

. (35)

The partial sharing of model parameters, scheduling of
clients, statistics of input data, and value of stepsize impact
the first and second terms on the RHS of (35), Eϕ and Eω .
The observation noise influences the first and third terms, Eϕ
and EΘ, with the latter term being solely due to this noise.
Moreover, the effect of model-poisoning attacks by Byzantine
clients on the steady-state MSE of PSO-Fed is confined to the
second term, Eω , which is induced by these attacks.

Remark 1: Considering (27) and the calculation of QC in
Appendix C, both partial sharing and client scheduling have a
diminishing effect on ω. The lower the probability of sharing
each entry of the model parameter vector, pe = M

D , the smaller
the entries of ω are. Therefore, (35) suggests that partial sharing
can indeed endow online FL with enhanced resilience to model-
poisoning attacks. However, partial sharing also affects Eϕ and
increases its value as shown in [11, Fig. 1(a)]. This makes
it hard to straightforwardly determine the overall impact of
partial sharing on the steady-state MSE of PSO-Fed in scenarios
involving model-poisoning attacks, by only analyzing (35). To
gain deeper insights and validate these theoretical predictions,
we undertake comprehensive simulations in section IV.

D. Optimal Stepsize

In the absence of model-poisoning attacks where Eω = 0, E
is a monotonically increasing function of the stepsize µ, given
(31) is satisfied. However, under model-poisoning attacks, the
existence of Eω disrupts this monotonicity. It amplifies E for
smaller values of µ and shifts the point of minimal E from µ =
0 to a larger µ > 0. Consequently, this leads to the emergence
of a non-trivial optimal stepsize that results in the minimum E
when facing model-poisoning attacks. We denote this optimal
stepsize as µ⋆.

Assuming (31) is satisfied hence ρ(F⊺) < 1, approximating(
I−F⊺)−1 with its corresponding J-term truncated Neumann

series [40, Eq. (186)] gives

(
I−F⊺)−1 ≈

J∑

j=0

(F⊺)j . (36)
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We consider J ≥ 3. Moreover, for simplicity, we rewrite (19)
as

F⊺ = A0 − µA1 + µ2A2,

by defining A0 = Q⊺
AQ⊺

B, A1 = Q⊺
AKQ⊺

B, and A2 =
Q⊺

AHQ⊺
B. Using (36) in (35), we have

E ≈ 1

K


(µ2ϕ⊺ + ω⊺)





J∑

j=0

(F⊺)j



Q⊺

Abvec{R}+ tr (Θν)


 .

Since a valid stepsize is typically much smaller than one, we
can further approximate E by excluding terms beyond µ2 as

E ≈ 1

K

[[
ω⊺B0,J − µω⊺B1,J (37)

+ µ2(ϕ⊺B0,J + ω⊺B2,J)
]Q⊺

Abvec{R}+ tr (Θν)
]
,

where

B0,J =

J∑

j=0

Aj
0, B1,J =

J∑

j=1

Aj−1
0 A1B0,J−j ,

B2,J = B1,J−1A1 +
J∑

j=1

Aj−1
0 A2B0,J−j +

J∑

j=3

C2,J ,

C2,J = C2,J−1A0 +




J∑

j=1

Aj−1
0 A1A

J−j
0


A1, C2,2 = A2

1.

Differentiating E in (37) with respect to µ, setting the deriva-
tive equal to zero, and solving for µ yields the approximate
optimal stepsize as

µ⋆ ≈ ω⊺B1,JQ⊺
Abvec{R}

2(ϕ⊺B0,J + ω⊺B2,J)Q⊺
Abvec{R} . (38)

Note that, when no model-poisoning attack occurs, i.e., ω = 0,
the numerator on the RHS of (38) becomes zero, leading to
µ⋆ = 0.

IV. SIMULATION RESULTS

To verify our theoretical findings, we conduct several nu-
merical experiments. We also compare the performance of the
PSO-Fed algorithm with that of the Online-Fed, SignSGD,
CS-Fed, and QS-Fed algorithms within a federated network
comprising K = 50 or 100 clients and a model parameter
vector of size D = 5. Each client possesses non-IID data
vectors xk,t and their associated response values yk,t, which
are interconnected as per (1) with model parameter vector
w = 1√

D
[1, · · · , 1]⊺ ∈ RD. Each entry of xk,t for each client k

is drawn from a zero-mean Gaussian distribution with variance
ς2k , where ς2k itself is sampled from a uniform distribution
between 0.2 and 1.2, denoted as U(0.2, 1.2). In addition, the
observation noise νk,t is zero-mean IID Gaussian with variance
σ2
νk

drawn from U(0.005, 0.025). In the conducted experiments,
only M = 1 entry of the model parameter vector is shared per
iteration, unless specified differently.

We evaluate the performance of the considered algorithms
on the server’s side by employing a test dataset consisting of

Fig. 1. Steady-state test MSE for different algorithms with different numbers
of Byzantine clients |SB |, attack strength σ2

B = 0.25 and attack probability
pa = 1.

Fig. 2. Steady-state test MSE of PSO-Fed for different numbers of shared
elements M with different numbers of Byzantine clients |SB |, attack strength
σ2
B = 0.5 and attack probability pa = 0.2.

Nt = 50 instances {X̆, y̆} and calculating the test MSE at the
server as

1

Nt
∥y̆ − X̆⊺wt∥22. (39)

We also evaluate the performance of PSO-Fed on the client side
using (4a) and calculating the network-wide average steady-
state MSE as

1

K

K∑

k=1

lim
t→∞

ϵ2k,t. (40)

In our first experiment, we examine the effect of different
numbers of Byzantine clients |SB | on the steady-state test MSE
for PSO-Fed, Online-Fed, SignSGD, CS-Fed, and QS-Fed. In
this experiment, We have K = 100 clients. In every iteration
t, the server randomly selects a set of |St| = 5 clients to
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Fig. 3. Network-wide average MSE of PSO-Fed for different values of attack
strengths σ2

B and Byzantine clients |SB |, number of shared elements M = 1
and attack probability pa = 0.2.

Fig. 4. Effect of attack probability pa on steady-state test MSE of PSO-Fed
for different numbers of Byzantine clients |SB |, number of shared elements
M = 1 and attack strength σ2

B = 0.25.

participate in FL, with each client having an equal probability
of being selected. In addition, all Byzantine clients are charac-
terized by model-poisoning noise variance of σ2

B = 0.25 and
attack probability of pa = 1. In each iteration, we allocate
the same communication budget to all algorithms. Therefore,
to allow all algorithms converge to their lowest steady-state
MSD within 3000 iterations, we set µ = 0.15 for PSO-Fed,
Online-Fed, CS-Fed and QS-Fed, and µ = 0.08 for SignSGD
at all clients. According to (31), the maximum stepsize ensuring
the mean-square convergence of PSO-Fed in this experiment is
µmax = 0.245. The results displayed in Fig. 1 indicate that
PSO-Fed outperforms the existing algorithms across all con-
sidered number of Byzantine clients. Notably, Online-Fed and
PSO-Fed perform similarly when there is no Byzantine client
or poisoning attack (i.e., σ2

B = 0). However, the performance

Fig. 5. Effect of attack probability pa on steady-state test MSE of PSO-Fed
for different numbers of shared elements M ∈ {1, 5}, number of Byzantine
clients |SB | = 5 and attack strength σ2

B = 0.25.

Fig. 6. Network-wide average MSE of PSO-Fed for different values of stepsize
µ, attack strength σ2

B = 0.25 and attack probability pa = 0.25.

of Online-Fed deteriorates more than PSO-Fed as the number
of Byzantine clients increases. While CS-Fed performs closely
to PSO-Fed in our experiment, it is important to note that the
computational complexity of CS-Fed exceeds that of PSO-Fed.

In our second experiment, we examine the impact of the
number of shared entries, M , on the steady-state test MSE of
PSO-Fed. We simulate PSO-Fed with K = 50 clients, D = 5,
|SB | ∈ {5, 15} Byzantine clients, attack strength σ2

B = 0.5,
and attack probability pa = 0.2. The results are shown in
Fig. 3. We observe that increasing M leads to higher steady-
state test MSE. In addition, PSO-Fed exhibits greater resilience
to model-poisoning attacks compared to Online-Fed, without
incurring any extra computational or communication burden
on the clients. This experiment corroborates our theoretical
findings discussed in section III-C.

In our third experiment, we investigate the effect of varying
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Fig. 7. Network-wide average MSE of PSO-Fed for different values of stepsize
µ, numbers of Byzantine clients |SB | = 5 and attack probability pa = 0.25.

Fig. 8. Effect of small stepsize approximation (SSA) on network-wide average
MSE of PSO-Fed, numbers of Byzantine clients |SB | ∈ {0, 10}, attack
strength σ2

B = 0.5 and attack probability pa = 0.25.

the attack strength σ2
B on the network-wide average steady

state MSE. We simulate PSO-Fed with K = 50 clients,
D = 5, |SB | ∈ {5, 15} Byzantine clients, attack strength
σ2
B ∈ {0, 0.25, 0.5, 0.75, 1}, and attack probability pa = 0.2.

The server randomly selects 5 clients in each iteration. The
results depicted in Fig.2 align closely with our theoretical
predictions. We notice an upward trend in the network-wide
average steady-state MSE as the attack strength or the number
of Byzantine clients increases. In addition, the presence of
|SB | = α1 Byzantine clients with an attack strength of σ2

B = β1

results in the same MSE as having |SB | = α2 Byzantine clients
with an attack strength σ2

B = β2, provided that the condition
α1β1 = α2β2 is met.

In our fourth experiment, we explore how the attack prob-
ability pa influences the steady-state test MSE of PSO-Fed,
considering different numbers of shared entries M ∈ {1, 5},

Fig. 9. Effect of number of shared elements M on Eω and Eϕ in (35)
for |SB | ∈ {5, 15} Byzantine clients, attack strength σ2

B = 0.5 and attack
probability pa = 0.2.

with the number of Byzantine clients set to |SB | = 5 and attack
strength to σ2

B = 0.25. The results, presented in Fig. 5, align
with observations from the previous experiment, showing that
an increase in the attack probability leads to a higher MSE.
Moreover, partial sharing (i.e., when M < D) enhances the
resilience against model-poisoning attacks as elaborated upon
in section III-C.

In our fifth experiment, we investigate the impact of attack
probability pa on the steady-state test MSE of PSO-Fed, con-
sidering different numbers of Byzantine clients |SB | ∈ {5, 15}
and setting the attack strength as σ2

B = 0.25. The results shown
in Fig. 4 indicate that increasing the attack probability increases
the steady-state MSE.

In our sixth experiment, we evaluate the performance of
PSO-Fed using different stepsize values and Byzantine client
numbers in the presence or absence of model-poisoning attacks.
We simulate PSO-Fed with K = 50 clients, D = 5, attack
strength σ2

B = 0.25, attack probability pa = 0.25. The
server randomly selects 5 clients in each iteration. The results
illustrated in Fig. 6, show that with no model-poisoning attack
(|SB | = 0), the larger the stepsize µ, the worse PSO-Fed
performs, a trend consistent with gradient descent optimization
methods. However, with model-poisoning attacks (|SB | > 0),
the performance first improves with an increase in µ, then
deteriorates when µ grows larger. This observation confirms
the existence of an optimal stepsize µ⋆ that ensures the best
performance of PSO-Fed under model-poisoning attacks. By
calculating the optimal stepsize using (38), we determine
µ⋆ ≈ 0.03, which corresponds to the experimental results.

In our seventh experiment, we analyze the performance of
PSO-Fed using different stepsizes in the presence or absence of
model-poisoning attacks, considering different attack strengths
σ2
B . We simulate PSO-Fed with K = 50 clients, D = 5, |SB | =

5 Byzantine clients, and attack probability of pa = 0.25. The
server randomly selects 5 clients in each iteration. The results,
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presented in Fig. 7, echo the observations from the previous
experiment: without a poisoning attack (σ2

B = 0), PSO-Fed’s
performance decreases as the stepsize µ increases. Conversely,
with model-poisoning attacks (σ2

B > 0), performance initially
improves with an increase in µ but begins to decline as µ
is further increased. This pattern confirms the existence of an
optimal stepsize µ⋆ for scenarios with model-poisoning attacks.
Using (38) to estimate the optimal stepsize, we find µ⋆ ≈ 0.03,
corresponding to the experiment’s findings. This experiment
also reinforces our conclusion following the third experiment
that identical attack properties result in the same MSE.

In our eighth experiment, we investigate the impact of the
commonly-adopted small stepsize approximation (SSA) on pre-
dicting the performance of PSO-Fed in the presence or absence
of model-poisoning attacks. Specifically, we assume that higher
orders of µ are negligible when computing F via (19). We
then compare the simulated network-wide average MSE of
PSO-Fed with the corresponding theoretical predictions with
or without SSA. We simulate PSO-Fed with K = 50 clients,
D = 5, attack probability pa = 0.25, attack strength σ2

B = 0.5,
and numbers of Byzantine clients |SB | ∈ {0, 10}. The server
randomly selects 5 clients in each iteration. The results in Fig. 8
reveal that, when µ is sufficiently small, SSA does not hinder
the accurate prediction of steady-state MSE even without the
knowledge of the 4th moment of the input vector, H. However,
as the stepsize increases, discrepancies arise in both scenarios,
with and without model-poisoning attacks, diverging from the
ideal case.

In our final experiment, we investigate the effect of partial
sharing on different terms of MSE (35), namely, Eω and Eϕ,
in the presence of model-poisoning attacks. We compute both
terms using the same setup as in our second experiment. The
results depicted in Fig. 9 show that decreasing the number of
shared parameters considerably lowers Eω , significantly miti-
gating the impact of model-poisoning attacks. However, sharing
fewer entries increases Eϕ. Still, the benefits of partial sharing
in reducing Eω are more substantial, leading to reduced MSE.
Note that Eϕ remains unchanged across both considered cases,
as it depends solely on scheduling and data noise. Finally, this
experiment corroborates our theoretical findings and confirms
our assertions regarding the effect of partial sharing on Eω and
Eϕ, as discussed at the end of section III-C.

V. DISCUSSION

The PSO-Fed algorithm enhances the communication ef-
ficiency of online FL while maintaining robustness against
model-poisoning attacks without placing any additional com-
putational demand on clients. By sharing only subsets of
model parameters, PSO-Fed inherently preserves model in-
tegrity without supplementary defense mechanisms, positioning
it advantageously for resource-aware and security-sensitive FL
applications, such as healthcare.

Our theoretical analysis, featuring a novel intermittent attack
model formalized in (6), yields a key insight: the errors induced
by Byzantine attacks and those arising from observational noise

exhibit a counteracting relationship as a function of the stepsize,
as explicitly demonstrated in (35). Exploiting this relationship,
we derive a closed-form expression for the optimal stepsize,
eliminating the need for extensive numerical parameter tuning.
Furthermore, our analysis is based on the assumptions that
the input data is wide-sense stationary and that the noise is
independent. However, these assumptions may not accurately
reflect the realities of FL applications, where input distributions
may exhibit correlations and noise can be dependent among
clients or over time. Such discrepancies may compromise the
theoretical guarantees presented in this study. Future research
endeavors can focus on relaxing these assumptions to better
represent realistic FL scenarios and on investigating alternative
techniques, such as random Fourier features (RFF) [41], to
achieve enhanced generalization beyond conventional linear
regression models.

VI. CONCLUSION

We conducted a theoretical analysis of the recently pro-
posed PSO-Fed algorithm to examine its resilience to model-
poisoning (Byzantine) attacks imparted by partial sharing. In
our analysis, we considered a linear regression task with the
local objective function of each client defined as an empirical
risk. We showed that, even under Byzantine attacks, PSO-
Fed converges in both mean and mean-square senses, given
an appropriate choice of stepsize. Notably, we showed that,
in the presence of Byzantine clients, the steady-state MSE
of PSO-Fed is significantly smaller than that of the Online-
Fed algorithm, which does not feature partial sharing. Our
theoretical analysis also uncovered the existence of a non-
trivial optimal stepsize for PSO-Fed under model-poisoning
attacks. Simulation results corroborated our theoretical findings,
highlighting PSO-Fed’s effectiveness against Byzantine attacks
and validating the accuracy of the theoretically predicted values
of its steady-state MSE and optimal stepsize.

APPENDIX A
EVALUATION OF MATRICES QA AND QB

Let us define

At =




A1,1,t A1,2,t . . . A1,K+1,t

A2,1,t A2,2,t . . . A2,K+1,t

...
...

. . .
...

AK+1,1,t AK+1,2,t . . . AK+1,K+1,t


 ,

where

Ai,j,t =





ID, if i, j = 1

ai,tSi,t, if i = 2, . . . ,K + 1, j = 1

ID − ai,tSi,t, if (i = j) ̸= 1

0 otherwise.
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Thus, QA is given by

E [At ⊗b At] =

E




A1,1,t ⊗b At . . . A1,K+1,t ⊗b At

A2,1,t ⊗b At . . . A2,K+1,t ⊗b At

...
. . .

...
AK+1,1,t ⊗b At . . . AK+1,K+1,t ⊗b At




where

E [Ai,j,t ⊗b At] =

E




Ai,j,t ⊗A1,1,t . . . Ai,j,t ⊗A1,K+1,t

Ai,j,t ⊗A2,1,t . . . Ai,j,t ⊗A2,K+1,t

...
. . .

...
Ai,j,t ⊗AK+1,1,t . . . Ai,j,t ⊗AK+1,K+1,t


 .

Recall that the probability of any model parameter being
shared with the server in any iteration is pe =

M
D . In addition,

the probability of any client being selected by the server in any
iteration is pc =

|St|
K . Therefore, we have

E [ai,tai′,t] =

{
pc if i = i′

pc

(
|St|−1
K−1

)
if i ̸= i′

and E [Si,t ⊗ Si,t] is a diagonal matrix with the zth diagonal
entry being

{
pe if z = (n− 1)D + n, n = 1, · · · , D
pe

(
M−1
D−1

)
if z ̸= (n− 1)D + n, n = 1, · · · , D.

Subsequently, the zth diagonal entry of the diagonal matrix
S = E [ai,tSi,t ⊗ ai′,tSi,t] ∈ RD2×D2

is




pcpe if i = i′ and
(
z = (n− 1)D + n,

n = 1, · · · , D
)

pcpe

(
M−1
D−1

)
if i = i′ and

(
z ̸= (n− 1)D + n,

n = 1, · · · , D
)

pcpe

(
|St|−1
K−1

)
if i ̸= i′ and

(
z = (n− 1)D + n,

n = 1, · · · , D
)

pcpe

(
M−1
D−1

)(
|St|−1
K−1

)
if i ̸= i′ and

(
z ̸= (n− 1)D + n,

n = 1, · · · , D
)
.

Therefore, we have

E [Ai,j,t ⊗Al,m,t] =



ID2 if i, j = 1 and l,m = 1

pepcID2 if i, j = 1 and l ≥ 2,m = 1

(1− pepc)ID2 if i, j = 1 and (l = m) ̸= 1

pepcID2 if i ≥ 2, j = 1 and l,m = 1

(1− pepc)ID2 if (i = j) ̸= 1 and l,m = 1

S if (i = l) ≥ 2 and (j = m) = 1

pepcID2 − S if i ≥ 2, j = 1 and (l = m) ̸= 1

pepcID2 − S if (i = j) ̸= 1 and l ≥ 2,m = 1

(1− 2pepc)ID2 + S if (i = j, l = m) ̸= 1

0 otherwise.

We similarly have

Bt =




B1,1,t B1,2,t . . . B1,K+1,t

B2,1,t B2,2,t . . . B2,K+1,t

...
...

. . .
...

BK+1,1,t BK+1,2,t . . . BK+1,K+1,t


 ,

where

Bi,j,t =





ID −
K∑

k=1

ak,t

|St|Sk,t, if i, j = 1

aj,t

|St|Sj,t, if i = 1, j = 2, . . . ,K + 1

ID, if (i = j) ̸= 1

0, otherwise.

Hence, QB is calculated as

E [Bt ⊗b Bt] =

E




B1,1,t ⊗b Bt . . . B1,K+1,t ⊗b Bt

B2,1,t ⊗b Bt . . . B2,K+1,t ⊗b Bt

...
. . .

...
BK+1,1,t ⊗b Bt . . . BK+1,K+1,t ⊗b Bt


 ,

where

E [Bi,j,t ⊗b Bt] =

E




Bi,j,t ⊗B1,1,t . . . Bi,j,t ⊗B1,K+1,t

Bi,j,t ⊗B2,1,t . . . Bi,j,t ⊗B2,K+1,t

...
. . .

...
Bi,j,t ⊗BK+1,1,t . . . Bi,j,t ⊗b BK+1,K+1,t




and

E [Bi,j,t ⊗Bl,m,t] =



(1− 2K
|St|pepc)ID2 if i, j = 1 and l,m = 1

+ K
|St|2S1

+K(K−1)
|St|2 S2

pe

K ID2 − 1
|St|2S1 if i, j = 1 and l = 1,m ≥ 2

−K−1
|St|2 S2

pe

K ID2 − 1
|St|2S1 if i = 1, j ≥ 2 and l,m = 1

−K−1
|St|2 S2

(1− pe)ID2 if i, j = 1 and (l = m) ̸= 1

(1− pe)ID2 if (i = j) ̸= 1 and l,m = 1
1
|St|2S if i = 1, j ≥ 2 and l = 1,m ≥ 2
pe

K ID2 if i = 1, j ≥ 2 and (l = m) ̸= 1
pe

K ID2 if (i = j) ̸= 1 and l = 1,m ≥ 2

ID2 if (i = j) ̸= 1 and (l = m) ̸= 1

0 otherwise.

Here, S1 and S2 are diagonal matrices with their zth diagonal
entry being
{
pcpe if z = (n− 1)D + n, n = 1, · · · , D
pcpe

(
M−1
D−1

)
if z ̸= (n− 1)D + n, n = 1, · · · , D,
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and




pcpe

(
|St|−1
K−1

)
if z = (n− 1)D + n,

n = 1, · · · , D
)

pcpe

(
M−1
D−1

)(
|St|−1
K−1

)
if z ̸= (n− 1)D + n,

n = 1, · · · , D
)
,

respectively.

APPENDIX B
EVALUATION OF MATRIX H

We have

H = E[XtX
⊺
t ⊗b XtX

⊺
t ] = (41)

E




0 0 . . . 0
0 x1,tx

⊺
1,t ⊗b XtX

⊺
t . . . 0

...
...

. . .
...

0 0 . . . xK,tx
⊺
K,t ⊗b XtX

⊺
t


 ,

with

E[x1,tx
⊺
1,t ⊗b XtX

⊺
t ] = (42)

E




0 0 . . . 0
0 x1,tx

⊺
1,t ⊗ x1,tx

⊺
1,t . . . 0

...
...

. . .
...

0 0 . . . x1,tx
⊺
1,t ⊗ xK,tx

⊺
K,t


 .

Given that the input vectors xk,t of each client arise from
a wide-sense stationary multivariate random process with the
covariance matrix Rk = E[xk,tx

⊺
k,t], we have

E[xi,tx
⊺
i,t⊗ xj,tx

⊺
j,t] ={

E[xk,tx
⊺
k,t ⊗ xk,tx

⊺
k,t] if i = j = k

Ri ⊗Rj if i ̸= j.
(43)

Each entry of E[xk,tx
⊺
k,t⊗xk,tx

⊺
k,t] ∈ RD×D can be computed

by utilizing the Isserlis’ theorem [42] as




E[x4
k,l,t] = 3σ4

ll ∀k, l, t
E[x2

k,l,tx
2
k,m,t] = σ2

llσ
2
mm + 2σ2

lm if l ̸= m

E[x3
k,l,txk,m,t] = 3σ2

llσ
2
lm if l ̸= m

E[x2
k,l,txk,m,txk,q,t] = σ2

llσ
2
mq + 2σ2

lqσ
2
lm if l ̸= m ̸= q.

(44)
Considering that entries of xi,t are independent of each other,
i.e., σlm = 0, and assuming an identical variance among all
entries, i.e., σll = σk, we can simplify (44) as





E[x4
k,l,t] = 3σ4

k ∀k, l, t
E[x2

k,l,tx
2
k,m,t] = σ4

k if l ̸= m

E[x3
k,l,txk,m,t] = 0 if l ̸= m

E[x2
k,l,txk,m,txk,q,t] = 0 if l ̸= m ̸= q.

(45)

APPENDIX C
EVALUATION OF MATRIX QC

Similar to QB, we can write QC as

E [Ct ⊗b Ct] =

E




C1,1,t ⊗b Ct . . . C1,K+1,t ⊗b Ct

C2,1,t ⊗b Ct . . . C2,K+1,t ⊗b Ct

...
. . .

...
CK+1,1,t ⊗b Ct . . . CK+1,K+1,t ⊗b Ct


 ,

where

Ci,j,t =

{
aj,t

|St|Sj,t, if i = 1, j = 2, . . . ,K + 1

0, otherwise.

and

E [Ci,j,t ⊗b Ct] =

E




Ci,j,t ⊗C1,1,t . . . Ci,j,t ⊗C1,K+1,t

Ci,j,t ⊗C2,1,t . . . Ci,j,t ⊗C2,K+1,t

...
. . .

...
Ci,j,t ⊗CK+1,1,t . . . Ci,j,t ⊗b CK+1,K+1,t


 .

We then have

E [Ci,j,t ⊗Cl,m,t] ={
1
|St|2S if i = 1, j ≥ 2 and l = 1,m ≥ 2

0 otherwise,

with S as calculated above.

APPENDIX D
EVALUATION OF VECTOR ϕϕϕννν

Recall ϕν = bvec{E [XtΘνX
⊺
t ]}. Since Xt is not a

square matrix, we cannot use the block vectorization prop-
erties. Therefore, to facilitate the calculation of ϕν , we in-
troduce the modified versions of Xt and Θν as X̂t =
bdiag{0,diag{x1,t}, . . . ,diag{xK,t}} and Θ̂ν = Θν ⊗ ID.
Therefore, we have

ϕν = E[X̂t ⊗b X̂t]bvec{Θ̂ν}, (46)

where E[X̂t ⊗b X̂t] can be written as

E




0 0 . . . 0

0 x1,t ⊗b X̂t . . . 0
...

...
. . .

...
0 0 . . . xK,t ⊗b X̂t


 , (47)

with

E[x1,t ⊗b X̂t] =

E




0 0 . . . 0
0 x1,t ⊗ x1,t . . . 0
...

...
. . .

...
0 0 . . . x1,t ⊗ xK,t


 . (48)
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We can calculate E[xi,t ⊗ xj,t] as
{
E[xk,t ⊗ xk,t] if i = j = k

0 if i ̸= j,
(49)

where each entry of E[xk,t ⊗ xk,t] ∈ RD×D can be computed
by utilizing the Isserlis’ theorem [42] as

{
E[x2

k,l,t] = σ2
ll ∀k, l, t

E[xk,l,txk,m,t] = σlm if l ̸= m.
(50)

Given that the entries of xi,t are independent of each other, i.e.,
σlm = 0 and assuming an identical variance among all entries
of xi,t, i.e., σll = σk, we can write (50) as

{
E[x2

k,l,t] = σ2
k ∀k, l, t

E[xk,l,txk,m,t] = 0 if l ̸= m.
(51)
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[37] R. Arablouei, K. Doğançay, S. Werner, and Y.-F. Huang, “Adaptive dis-
tributed estimation based on recursive least-squares and partial diffusion,”
IEEE Trans. Signal Process., vol. 62, no. 14, pp. 3510–3522, Jul. 2014.

[38] B. Kailkhura, S. Brahma, and P. K. Varshney, “Data falsification attacks
on consensus-based detection systems,” IEEE Trans. Signal Inf. Process.
Netw., vol. 3, no. 1, pp. 145–158, Mar. 2017.

[39] H. C. Shin and A. Sayed, “Mean-square performance of a family of affine
projection algorithms,” IEEE Trans. Signal Process., vol. 52, no. 1, pp.
90–102, Jan. 2004.



IEEE TRANSACTIONS ON SIGNAL AND INFORMATION PROCESSING OVER NETWORKS, VOL. XX, NO. XX, MARCH 2025 13

[40] K. B. Petersen and M. S. Pedersen, The Matrix Cookbook. Technical
University of Denmark, Nov. 2012, version 20121115. [Online].
Available: http://www2.compute.dtu.dk/pubdb/pubs/3274-full.html

[41] A. Rahimi and B. Recht, “Random features for large-scale kernel ma-
chines,” in Proc. Adv. Neural Inf. Process. Syst., vol. 20, Dec. 2007, pp.
1–8.

[42] L. Isserlis, “On a formula for the product-moment coefficient of any
order of a normal frequency distribution in any number of variables,”
Biometrika, vol. 12, pp. 134–139, Nov. 1918.

Ehsan Lari (Graduate Student Member, IEEE) re-
ceived the B.Sc. and M.Sc. degrees in Electrical
Engineering from Amirkabir University of Technol-
ogy (Tehran Polytechnic), Tehran, Iran, in 2016 and
2018, respectively. He is currently pursuing a Ph.D.
degree at the Department of Electronic Systems,
Norwegian University of Science and Technology
(NTNU), Trondheim, Norway. His research interests
include federated and distributed learning, wireless
communications, statistical signal processing, internet
of things (IoT), and wireless sensor networks, with a

focus on practical applications and the integration of advanced machine learning
techniques into these domains.

Reza Arablouei received the Ph.D. degree in
telecommunications engineering from the Institute for
Telecommunications Research, University of South
Australia, Mawson Lakes, SA, Australia, in 2013. He
was a Research Fellow with the University of South
Australia from 2013 to 2015. He is currently a Senior
Research Scientist with the Commonwealth Scientific
and Industrial Research Organisation (CSIRO), Pul-
lenvale, QLD, Australia. His research interests include
signal processing and machine learning on embedded
systems.

Vinay Chakravarthi Gogineni (Senior Member,
IEEE) received the bachelor’s degree in electron-
ics and communication engineering from Jawaharlal
Nehru Technological University, Anantapur, India, in
2005, the master’s degree in communication engineer-
ing from the Vellore Institute of Technology Univer-
sity, Vellore, India, in 2008, and the Ph.D. degree in
electronics and electrical communication engineering
from the Indian Institute of Technology Kharagpur,
India, in 2019. He is currently an Assistant Professor
with SDU Applied AI and Data Science, The Maersk

Mc-Kinney Moller Institute, University of Southern Denmark. Prior to this, he
was a postdoctoral research Fellow with the Norwegian University of Science
and Technology, Trondheim, Norway, and Simula Metropolitan Center for
Digital Engineering (SimulaMet), Oslo, Norway. From 2008 to 2011, he was
with a couple of MNCs in India.

His research interests include deep learning, decentralized machine learning,
geometric deep learning, and their application in healthcare, internet-of-things
and fusion energy. He was the recipient of the ERCIM Alain Bensoussan
Fellowship in 2019, Best Paper Award at APSIPA ASC-2021, Tokyo, Japan,
and HC Ørsted Research Talent Award, Denmark, 2024. He is also a member
of the Editorial Board for the IEEE Sensors Journal.

Stefan Werner (Fellow, IEEE) received the M.Sc.
Degree in electrical engineering from the Royal In-
stitute of Technology, Stockholm, Sweden, in 1998,
and the D.Sc. degree (Hons.) in electrical engineer-
ing from the Signal Processing Laboratory, Helsinki
University of Technology, Espoo, Finland, in 2002.
He is currently a Professor with the Department of
Electronic Systems, Norwegian University of Science
and Technology (NTNU), Trondheim, Norway, Direc-
tor of IoT@NTNU, and Adjunct Professor with Aalto
University, Aalto, Finland. He was a visiting Melchor

Professor with the University of Notre Dame during the summer of 2019 and
an Adjunct Senior Research Fellow with the Institute for Telecommunications
Research, University of South Australia, from 2014 to 2020. From 2009 to
2014, he held an Academy Research Fellowship, funded by the Academy of
Finland. His research interests include adaptive and statistical signal processing,
wireless communications, and security and privacy in cyber-physical systems.
He is a Member of the Editorial boards of the EURASIP Journal of Signal
Processing and IEEE Transactions on Signal and Information Processing over
Networks.



Appendix C

Publication 3

P3 E. Lari, V. C. Gogineni, R. Arablouei, and S. Werner, “Resource-efficient
federated learning robust to communication errors,” in Proc. IEEE Stat.
Signal Process. Workshop, 2023, pp. 265–269.

125



RESOURCE-EFFICIENT FEDERATED LEARNING ROBUST TO COMMUNICATION ERRORS

Ehsan Lari⋆, Vinay Chakravarthi Gogineni⋆, Reza Arablouei† and Stefan Werner⋆

⋆Department of Electronic System, Norwegian University of Science and Technology, Trondheim, Norway
†Data61, CSIRO, Pullenvale QLD 4069, Australia

ABSTRACT

The effectiveness of federated learning (FL) in leveraging dis-
tributed datasets is highly contingent upon the accuracy of model
exchanges between clients and servers. Communication errors caused
by noisy links can negatively impact learning accuracy. To address
this issue, we present an FL algorithm that is robust to communication
errors while reducing the communication load on clients. To derive the
proposed algorithm, we consider a weighted least-squares regression
problem as a motivating example. We cast the considered problem as
a distributed optimization problem over a federated network, which
employs random scheduling to enhance communication efficiency,
and solve it using the alternating direction method of multipliers. To
improve robustness, we eliminate the local dual parameters and reduce
the number of global model exchanges via a change of variable. We
analyze the mean convergence of our proposed algorithm and demon-
strate its effectiveness compared with related existing algorithms via
simulations.

1. INTRODUCTION

With the increasing prevalence of smart devices, big data is becoming
more ubiquitous. Learning from big data can enhance the decision-
making capability of the end-users [1, 2]. However, this is challeng-
ing as the data is stored locally on edge devices and moving it to the
cloud or a central server may raise privacy/security or excessive re-
source utilization concerns. Federated learning (FL) is a distributed
learning paradigm that allows edge devices to collaboratively learn a
shared global model using their locally-stored data without compro-
mising their data privacy [3, 4]. FL is increasingly popular due to its
ability to handle heterogeneous data and devices [5]. Data heterogene-
ity may refer to data being non-IID or imbalance in client data used to
learn the global model [6, 7]. Device heterogeneity relates to diversity
in storage, energy, computational, or communication resources of the
clients participating in FL [8, 9].

The federated average (FedAvg) algorithm [3] is a popular base-
line FL method. In FedAvg, the global iteration round begins with
the server sharing its aggregated model with a subset of all clients se-
lected uniformly at random, typically over a wireless network. After
receiving the aggregated model from the server, the clients perform
local learning to update the model and share the updated model with
the server. Finally, the server receives the local models and aggre-
gates them to produce a new global model. This process repeats until a
specific convergence criterion is met. Many FL methods, including Fe-
dAvg, have been studied in the literature considering different aspects
such as data privacy [10], model poisoning attacks [11], and commu-
nication efficiency [12]. However, most FL algorithms assume ideal
communication links and do not take communication noise or error
into account [13–17].

This work was supported by the Research Council of Norway.

When the communication channels between the server and the
edge devices are noisy, the server receives noisy local updates due to
uplink noise, and each client receives a noisy version of the aggregated
model from the server due to downlink noise [18–20]. Using mod-
els that are corrupted by communication noise/error can deteriorate the
quality of the learned model. Many works on FL have primarily fo-
cused on the uplink noise [21, 22]. In [23], the impact of downlink
noise on FL is investigated. These studies show that the performance
of gradient-descent-based FL algorithms can degrade when noise is
present in the communication channels. In [19], a new loss function is
proposed for FL using the first-order derivative of the loss function as
a regularizer to overcome the problem of additive noise in communi-
cation links. In [23], two approaches are proposed to make FL more
robust to the downlink noise. The first approach is based on using
a quantization technique alongside transmitting the global model up-
date via digital links and employing channel coding with a common
rate. The other approach is based on an analog downlink transmission
scheme where the server transmits an uncoded global model update.

The authors of [24, 25] propose that by controlling the scale of the
communication signal-to-noise ratio, the noise can be tolerated and the
convergence rate of FedAvg with perfect communication links can be
maintained. However, they do not consider any countermeasure for the
effects of the noise. In [26], the authors use precoding and scaling upon
transmissions to alleviate the ill effects of noisy channels and ensure the
convergence of their algorithm. These and some other similar methods
proposed to deal with link noise in FL usually require additional re-
sources on the client side. This can be counterproductive as, in FL,
clients often operate with limited resources in terms of power/energy,
memory, or computational capacity.

FL approaches based on the alternating direction method of mul-
tipliers (ADMM) can exhibit some robustness to additive communica-
tion noise due to the nature of their design [27]. However, they require
all clients to participate in every FL round, which may be impractical
in real-life scenarios when the clients are resource-constrained or het-
erogeneous edge devices. Therefore, there is a great demand for FL
algorithms that are robust to noise in communication links with mini-
mal extra communication or computational requirements.

In this paper, we propose a resource-efficient ADMM-based FL al-
gorithm that is robust to communication noise/error while imposing no
additional computational burden on the participating clients. We con-
sider the presence of noise in both uplink and downlink communica-
tions. Considering the weighted least-squares (WLS) regression prob-
lem as a motivating example, we develop our proposed FL algorithm
by iteratively solving an appropriately-formulated distributed convex
optimization problem via the ADMM. To achieve communication ef-
ficiency, we employ random scheduling of the clients. Furthermore,
to prevent error accumulation from degrading the learning, we com-
municate a linear combination of the last two global model updates
as well as eliminating the dual model parameters at all participating
edge devices. Through theoretical analysis, we show that the conver-
gence of the proposed algorithm is ensured when the server chooses a



random subset of the clients at each iteration even with noisy commu-
nication links. Our simulation results also attest to the effectiveness of
the proposed algorithm in comparison with the state of the art as well
as corroborating our theoretical findings.

2. PROBLEM FORMULATION

We consider a federated network consisting of N edge devices
(clients), each directly connected to a server. Each client i has a
dataset denoted by Di = {Hi,yi} where yi is a column vector with
di entries and Hi is a matrix of size di ×L. For every client i, a linear
regression model relating Hi to yi can be described as

yi = Hix+ νi, (1)

where x is the global regression parameter vector of size L× 1 and νi
represents perturbation/noise.

The main goal of FL is to estimate the parameter vector x by col-
laboratively minimizing a global objective function over the federated
network. To this end, we define a global WLS estimation problem in
the federated setting as

min
{xi}

N∑

i=1

Ji(xi) s.t. xi = x, i = 1, 2, · · · , N, (2)

where Ji(x) = ∥yi − Hix∥2Wi
is the local objective function for

estimating x at client i and Wi is the error weight matrix of client i.
In addition, xi represents the local model estimate at client i and x
denotes the global model estimate.

We use the ADMM to solve (2) whose associated augmented La-
grangian function can be expressed as

N∑

i=1

Li(x,xi,πi) =
N∑

i=1

Ji(xi)+ ⟨xi−x,πi⟩+ ρi
2
∥xi−x∥22, (3)

where πi and ρi > 0 are the Lagrange multiplier vector and the penalty
parameter associated with client i, respectively. Therefore, we obtain
the following recursions at each client

πi,k = πi,k−1 + ρi(xi,k − xk) (4a)

xi,k+1 = x̂i −N−1
i (πi,k − ρixk) (4b)

and at the server

xk+1 =
1

N∑
i=1

ρi

N∑

i=1

(ρixi,k+1 + πi,k) (5)

where we define Ni = 2H⊺
iWiHi + ρiI and x̂i = 2N−1

i H⊺
iWiyi,

and the index k denotes the iteration number. In the above algorithm,
after performing local learning, i.e., (4a) and (4b), each client shares
the local estimate ρixi,k+1 + πi,k with the server. The server then
obtains the global estimate as in (5) and broadcasts it to every client
while the FL process continues.

In the formulation (4) and (5), there is a need to send both primal
and dual model updates to the server in order for the server to be able
to aggregate the global model update. However, the information in
the dual update can be incorporated inside the primal update using a
careful choice of the initial value. Therefore, we can reformulate the
recursions (4)-(5) as

xi,k+1 = (I− ρiN
−1
i )xi,k + ρiN

−1
i (2xk − xk−1) (6a)

xk+1 =
1

N∑
i=1

ρi

N∑

i=1

ρixi,k+1. (6b)

via initializing x−1 = 0, πi,−1 = 0, and xi,0 = x̂i and eliminating
the Lagrange multipliers πi,k. Defining si,k = 2xi,k − xi,k−1 and
sk = 2xk − xk−1, we can further rewrite (6) as

xi,k+1 = (I− ρiN
−1
i )xi,k + ρiN

−1
i sk (7a)

si,k+1 = 2xi,k+1 − xi,k (7b)

sk+1 =
1

N∑
i=1

ρi

N∑

i=1

ρisi,k+1. (7c)

In this algorithm, the clients share si,k+1 with the server, and the server
broadcasts sk+1 to the clients. As we will show later, this formulation
is favorable when the communication links are unideal.

The parameter exchanges between the clients and the server are of-
ten carried out over wireless communication channels. Therefore, both
uplink and downlink channels may be corrupted by noise. In the down-
link, the clients receive noisy versions of the aggregated model updates
from the server, i.e., s̃ik = sk + ζik where ζik denotes the downlink
noise of client i at iteration k. In the uplink, the server receives a noisy
version of the local model update of each client, i.e., s̃i,k = si,k+ηi,k
where ηi,k denotes the uplink noise of client i at iteration k.

Comparing the recursions (4)-(5) and (6) with (7), we hypothe-
size that introducing si,k+1 as a linear combination of xi,k+1 and xi,k
and sending it instead of xi,k+1 can result in less noise corruption in
the estimates of the clients due to using a single noisy global estimate
rather that two. Hence, it can lead to improved performance in terms
of robustness against additive communication noise.

However, the recursions (7) require all clients to take part in a
global model update iteration. In FL, the clients may have different
communication capabilities due to having limited resources. There-
fore, the participation of all clients at each global update round may
come at a considerable cost, e.g., slow convergence time or increased
resource utilization. To tackle this, the server may implement a ran-
dom scheduling of the clients and have only a subset of the clients de-
noted by Sk participate in model aggregation at each iteration k. The
scheduling can lower the communication overhead of FL significantly.
Due to the choosing of a random subset of the clients, some clients
may not be selected at two consecutive iterations. As a result, the re-
cursions (7) will fail to work as two consecutive updates xi,k+1 and
xi,k may not be available at the client and it is not always possible to
calculate the signal si,k+1 at the clients, i.e., if client i is selected at
k + 1 and k′ ̸= k, then 2xi,k+1 − xi,k′ ̸= si,k+1. Therefore, we
consider sending the local model updates xi,k+1 instead of si,k+1 in
order to guarantee convergence.

3. RESOURCE-EFFICIENT FEDERATED LEARNING OVER
NOISY CHANNELS

Communication efficiency is essential for FL in real-world applica-
tions, as it directly affects its scalability and cost-effectiveness. The
efficiency of communication is closely tied to the amount of data that
needs to be transmitted among the clients and the server during the
model training process. When communication load is high, it can
lead to increased resource usage and longer training times, resulting in
higher costs and decreased system utility. Therefore, minimizing data
transmissions while maintaining high accuracy is a critical challenge
in FL.

Random scheduling of the clients for communication is one way
to improve the communication efficiency in FL. However, as it is man-
aged by the server, at any given time, two consecutive updates may not
be available at the client. Hence, it may not be possible to calculate
si,k+1 at all clients and iterations. Therefore, the recursions (7) may
fail to converge. As a solution, we propose to calculate the local model



Algorithm 1 : RERCE-Fed. N clients, penalty parameters ρi, set of
all clients S.
Initialization: global model x0 = x−1 = 0, local models xi,0 = x̂i

For k = 1, ...

The server randomly selects a subset Sk of its clients and sends the
aggregated global model sk = 2xk − xk−1 to them.
Client Local Update:
Each client i ∈ Sk receives a noisy version of sk and updates its model
via (8a), then sends its updated model xi,k+1 to the server.
Aggregation at the Server:
The server receives noisy versions of the locally updated models and
aggregates them via (8b).
EndFor

updates at the clients selected by random scheduling i ∈ Sk and send
them to the server. The server then aggregates the received local up-
dates and sends sk = 2xk − xk−1 to the new set of selected clients.
Note that sk is corrupted with different noise for two different sets of
clients and the last two global iterations.

In each global iteration k, the selected clients receive s̃ik from the
server and update their model by (8a). Then, the server receives the sig-
nal x̃i,k+1 from the selected clients and aggregates the received signal
via (8b) and broadcasts the latest global update to the selected client
in the next iteration. The clients that are not selected maintain their
last update until they are selected again. Therefore, the recursions of
the proposed resource-efficient FL algorithm robust to communication
errors, called RERCE-Fed, are expressed as

xi,k+1 = xi,k − ai,kρiN
−1
i xi,k + ai,kρiN

−1
i s̃ik (8a)

xk+1 =
1

N∑
i=1

ai,kρi

N∑

i=1

ai,kρix̃i,k+1, (8b)

where ai,k is the variable that represents random scheduling such that
ai,k = 1 when the client i in selected by the server in iteration k,
i.e., i ∈ Sk, and ai,k = 0 otherwise. We summarize the proposed
RERCE-Fed in Algorithm 1. In the following section, we study its
mean convergence.

4. CONVERGENCE ANALYSIS

To facilitate the analysis, we define the extended optimal global model
as x⋆e = 12N ⊗x⋆ and the vector containing the client model estimate
as x̃e,k = col{x̃1,k, · · · , x̃N,k}, where 12N is the 2N × 1 vector of
all ones, x⋆ is the optimal solution to (2), ⊗ is the Kronecker product,
and col{·} denotes column-wise stacking.

With ideal communication links, it can be shown that the iterates
xi,k and xk converge as k → ∞. Our goal here is to show that they
still converge when the communication channels are noisy.

Substituting (8b) in (8a), the global recursion of the proposed al-
gorithm can be stated as

[
xe,k+1

xe,k

]
= Ak

[
xe,k

xe,k−1

]
+ ζk + ηk, (9)

where

Ak =

[ Ak,1 Ak,2

Ak,3 Ak,4

]
(10)

and the noise vectors ζk and ηk stack

ai,kρiN
−1
i ζi,k (11)

and

ai,kρiN
−1
i

N∑

j=1




2aj,k−1ρjηj,k−1

N∑
u=1

au,k−1ρu

− aj,k−2ρjηj,k−2

N∑
u=1

au,k−2ρu


 , (12)

respectively, for 1 ≤ i ≤ N and zero for N + 1 ≤ i ≤ 2N .
The value of Ak ∈ R2LN×2LN depends on the iteration number

k as the server selects a random number of clients at each iteration.
Its sub-matrices of size LN × LN are block matrices whose L × L
client-wise sub-matrices are

[Ak,1]ii = I− ai,kρiN
−1
i + 2ai,kai,k−1

ρ2iN
−1
i

N∑
u=1

au,k−1ρu

, (13a)

[Ak,1]ij = 2ai,kaj,k−1
ρiρjN

−1
i

N∑
u=1

au,k−1ρu

, (13b)

[Ak,2]ij = −ai,kaj,k−2
ρiρjN

−1
i

N∑
u=1

au,k−2ρu

, (13c)

Ak,3 = I, and Ak,4 = 0.
Applying the expectation operator E[·] to both sides of (9) and con-

sidering the fact that the noises are zero-mean, we obtain

E
[
xe,k+1

xe,k

]
= AkE

[
xe,k

xe,k−1

]
. (14)

Since Ak is a right-stochastic matrix as the entries of all its columns
add up to one, (14) can be recursively unfolded as

E
[
xe,k+1

xe,k

]
= A′

kE
[
xe,1
xe,0

]
,

where A′
k =

∏k
i=1 Ai. The matrix A′

k is right-stochastic as the
multiplication of right-stochastic matrices produces a right-stochastic
matrix, i.e.,A′

k1 =
(∏k

i=1 Ai

)
1 = 1. An important property of a

right-stochastic matrix is that all its eigenvalues λi satisfy |λi| ≤ 1.
Therefore, A′

k is stable and the recursions (9) converge.
Furthermore, defining E [ϵe,k+1] = x⋆e − E[x⊺

e,k+1x
⊺
e,k]

⊺, and
utilizing the fact that x⋆e = A′

kx
⋆
e , E [ϵe,k+1] can be recursively ex-

pressed as E [ϵe,k+1] = A′
kE [ϵe,1] . As both A′

k and E [ϵe,1] are
bounded, the expected error E [ϵe,k+1] is bounded and the proposed
RERCE-Fed algorithm converges. In the next section, we verify the
convergence and robustness of the proposed algorithm to link noise via
numerical simulations.

5. SIMULATION RESULTS

In this section, we conduct a series of experiments to examine the per-
formance of the proposed RERCE-Fed. We consider a scenario having
N = 100 clients connected to a server. The clients aim to learn a model
x of dimension L = 128. To induce data imbalance, we draw the local
dataset size of each client, di, randomly from a uniform distribution,
i.e., di ∈ U(50, 90). Every client i has imbalanced synthetic non-IID
data {Hi,yi} with the matrices Hi drawn from a normal distribution
N (µHi , σ

2
Hi

) where µHi ∈ U(−0.5, 0.5) and σ2
Hi

∈ U(0.5, 1.5).
We set the weight matrices at each client i to the inverse covariance ma-
trix of yi, i.e., Wi = Σ−1

yi
= E[(yi − E[yi]) (yi − E[yi])⊺]−1. The

parameter vector x is drawn from a normal distribution N (0, 1). The
observation noise νi is taken as zero-mean IID Gaussian with variance
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Fig. 1. Normalized mean-square deviation (NMSD) versus iteration index: (a) Learning curves of (4)-(5) and (7) for |Sk| = N = 100. (b).
Learning curves of (4)-(5) and (7) for different values of |Sk|. (c). Learning curves of the proposed RERCE-Fed for different values of |Sk|.

10−4 for each client. The additive noise in both uplink and downlink is
zero-mean IID white Gaussian with variance 6.25× 10−4. In all sim-
ulated algorithms, the penalty parameter is set to ρi = 1 for all clients.
The server randomly selected a subset of clients with uniform probabil-
ity in every iteration k. We evaluate the performance of the considered
algorithms via the network-wide average normalized mean-square de-
viation (NMSD) defined at iteration k as

NMSD(k) =
1

N

N∑

i=1

∥xi,k − x∥22
∥x∥22

. (15)

The learning curves (i.e., NMSD in dB vs. iteration number k) pre-
sented in the following figures are obtained by averaging over 100 in-
dependent experiments.

In our first experiment, we simulate (4)-(5) and (7) solving the re-
gression problem outlined in section 2 when all clients participate in
FL, i.e., |Sk| = N = 100. We present the corresponding learning
curves in Fig. 1(a). We notice that (7) exhibits improved performance
(7dB improvement) over (4)-(5) in the presence of noisy communica-
tion links.

In many practical applications, the FL clients operate under re-
source constraints. Thus, we next examine the performance of the
considered algorithms when only a small subset of the clients partic-
ipate in every communication and learning round. Hence, we sim-
ulate (7) when the server chooses only a subset of the clients, e.g.,
|Sk| ∈ {4, 75, 90}. We also simulate (4)-(5) when |Sk| = 4. We
present the corresponding learning curves in Fig. 1(b). We observe
that, when only a small subset of the clients participate in each FL
round, (4)-(5) exhibit poor performance at the presence of link noise.
In addition, (7), which exhibited good performance in the previous ex-
periment, fails to converge. It appears to diverge due to error accu-
mulation even when the majority of the clients participate in every FL
round, e.g., |Sk| ∈ {75, 90}. Therefore, it is evident that (7) cannot
cope with noise in the communication links when only a small number
of clients are selected during each iteration.

In our last experiment, we evaluate the performance of the pro-
posed RERCE-Fed algorithm at the presence of noise in the commu-
nication links while incorporating random scheduling for communica-
tion efficiency. We simulate RERCE-Fed when |Sk| ∈ {4, 10, 20}.
We present the corresponding learning curves in Fig. 1(c). We observe
that the proposed algorithm exhibits robustness against communication
noise/error despite even when a small portion of the clients participate
in every FL round. It is also clear that there is a trade-off between |Sk|

and NMSD. Moreover, as the number of participating clients increases,
the convergence rate increases. As the number of the participating
clients increases, their number becomes less important, i.e., by setting
the number of the participating clients to |Sk| ≥ 10, the performance is
close to when all clients participate. Therefore, a desired performance
can be attained with a relatively low number of clients participating at
every iteration. This means, using the proposed algorithm, it is possi-
ble to achieve accurate model estimates in FL while making efficient
use of the available communication resources, even when the commu-
nication links are imperfect. The proposed algorithm also delivers an
effective trade-off between estimation accuracy and convergence rate
on one side and communication resource utilization on the other. This
trade-off can be easily governed by controlling the number of clients
that participate in FL at every iteration. The participation rate need
not necessarily be uniform. That is, depending on resource availability
or conditions of the communication links, different numbers of clients
may be summoned for FL at different iterations.

6. CONCLUSIONS

We developed a resource-efficient FL algorithm that has improved
robustness against noise/error in communication links. To motivate
the developed algorithm, we considered a weighted least-squares re-
gression problem. To achieve the robustness, we proposed to combine
the last two global model updates and send them together alongside
eliminating the dual model update performed at each participating
edge device. The proposed algorithm, called RERCE-Fed, ensures that
clients receive a less corrupted global model update from the server
even when the server uses random scheduling to achieve communi-
cation efficiency. We proved the convergence of RERCE-Fed in the
mean sense at the presence of link noise. We also verified the de-
sirable performance of RERCE-Fed via simulations, particularly, its
robustness against additive communication link noise in comparison
to existing related algorithms. In future work, we will analyze the
mean-square performance of RERCE-Fed and consider applying it
to different applications with potentially non-linear/non-quadratic or
non-convex objective functions. We will also study the case when
different numbers of clients may participate in different iterations of
FL.
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Abstract—Communication errors caused by noisy links can
negatively impact the accuracy of federated learning (FL) algo-
rithms. To address this issue, we introduce an FL algorithm that
is robust to communication errors while concurrently reducing
the communication load on clients. To formulate the proposed al-
gorithm, we consider a weighted least-squares regression problem
as a motivating example. We recast this problem as a distributed
optimization problem over a federated network, which employs
random scheduling to enhance communication efficiency, and solve
the reformulated problem via the alternating direction method
of multipliers. Unlike conventional FL approaches employing
random scheduling, the proposed algorithm grants the clients
the ability to continually update their local model estimates even
when they are not selected by the server to participate in FL.
This allows for more frequent and ongoing client involvement,
resulting in performance improvement and enhanced robustness
to communication errors compared to when the local updates are
only performed when the respective clients are selected by the
server. We demonstrate the effectiveness and performance gains
of the proposed algorithm through simulations.

I. INTRODUCTION

Federated learning (FL) [1]–[6] is a distributed machine-
learning approach that enables the training of models across
multiple decentralized devices without transferring the data to
any global server. FL allows devices to share their knowledge
in terms of model estimates or gradients without revealing their
raw data, thereby improving data privacy and security [7]. FL
holds significant potential in a range of critical applications,
including healthcare [8], finance [9], and industrial IoT [10],
[11]. These data-sensitive domains demand utmost priority
on data privacy, making FL an ideal approach to safeguard
sensitive information while enabling effective machine learning.

The literature on FL encompasses a diverse array of methods
that have been extensively investigated to address a multitude
of aspects and challenges such as preserving privacy [9], [12]–
[14], handling Byzantine attacks [15], [16], and improving com-
munication efficiency [7], [17]. However, a significant number
of these works operate under the assumption of ideal com-
munication links, neglecting the presence of communication
errors or noise [18]–[22]. In practical real-world applications,
however, the communication links connecting clients and the
server are susceptible to noise corruption, posing a potential
threat to the performance of the model [23]. To tackle this
challenge, several studies have introduced different techniques
aimed at enhancing the accuracy of FL models when confronted
with communication noise. Some works focus on the uplink

noise and neglect the downlink noise [24], [25] while some
other also consider the effects of the downlink noise [26].

Distributed algorithms that are based on the alternating
direction method of multipliers (ADMM) can exhibit a certain
degree of robustness to additive communication noise [27]. This
is due to the inherent characteristics of ADMM that allow it
to alleviate the impact of noise present in the communication
channel. However, it requires complete collaboration among
all clients, which stands in contrast to the objectives of FL,
particularly those associated with system heterogeneity, such
as varying computation and storage capacities across different
clients. Hence, there exists a need for noise-robust ADMM-
based algorithms that achieve convergence even when only a
subset of clients participate in each iteration.

In this paper, we introduce a new FL algorithm that exhibits
both communication efficiency and robustness to communica-
tion noise/errors. Additionally, our algorithm facilitates contin-
ual local updates at the clients, even when they are not selected
by the server. This results in improved accuracy with no extra
communication. We derive the proposed algorithm by using
ADMM to solve a weighted least-squares (WLS) regression
problem. We consider the communication links in both uplink
and downlink to be noisy. To achieve noise robustness, we elim-
inate the dual variable update step at each client and transmit
a linear combination of the last two global model updates. Our
extensive simulation results corroborate the effectiveness of the
proposed algorithm.

II. BACKGROUND

Let us consider a federated network with K clients and a
server. Each client k has an exclusive dataset denoted by Dk =
{Hk,yk} where yk ∈ dk is a column vector and Hk is a matrix
of size dk×L. Each client independently trains a local model on
its respective dataset using an FL algorithm. The process entails
exchanging model updates with the global server, allowing for
collaborative model training while preserving data privacy. For
client k, a linear regression model relating Hk to yk can be
described as

yk = Hkx
∗ + νk, (1)

where x∗ ∈ RL is the global regression parameter vector and
νk represents noise or perturbation.



The goal of FL is to find an estimate of x∗ that is the optimal
solution to

min
{xk}

K∑

k=1

Jk(xk) s.t. xk = x, k = 1, 2, · · · ,K, (2)

where Jk(x) = ∥yk−Hkx∥2Wk
is the local objective function

at client k and Wk is the appropriate weight matrix of client
k. In addition, xk represents the local model estimate at client
k, and x denotes the global model estimate.

We use an ADMM-based approach to solve (2). In this
approach, primal and dual updates are computed by each client
and transmitted to the global server via a noisy communication
channel. Each client implements local iterations to update its
local model and shares its updated local model estimate with
the global server. The global server aggregates the received
model estimates from the clients and updates the global model
estimate. The server then sends the updated global model esti-
mate to the clients over a noisy channel. The clients utilize the
received global model estimate in updating their local estimates
and the process continues until a convergence criterion is met.

To solve (2) using ADMM, we express the related augmented
Lagrangian function as

K∑

k=1

Lk(x,xk,πk) =

K∑

k=1

Jk(xk)+⟨xk−x,πk⟩+
ρk
2
∥xk−x∥22,

(3)
where πk ∈ RL and ρk > 0 are, respectively, the Lagrange
multiplier vector and the penalty parameter associated with
client k. Hence, the corresponding ADMM iterations at each
client k are given as

πk,n = πk,n−1 + ρk(xk,n − xn) (4a)

xk,n+1 = x̂k −N−1k (πk,n − ρkxn) (4b)

and at the global server as

xn+1 =
1

K∑
k=1

ρk

K∑

k=1

(ρkxk,n+1 + πk,n) (5)

where we define Nk = 2H⊺
kWkHk + ρkI and x̂k =

2N−1k H⊺
kWkyk, and the index n denotes the iteration number.

In the above iterations, each client shares the local estimate
ρkxk,n+1+πk,n with the global server after computing (4a) and
(4b). The global server then aggregates the received estimates
to obtain the global estimate as in (5).

As it is evident from the recursions (4) and (5), both
primal and dual model updates are sent to the server for it to
estimate the global model update. However, by making a careful
selection of the initial values, the information of the dual update
can be incorporated into the primal update. Therefore, using
the initial values x−1 = 0, πk,−1 = 0, and xk,0 = x̂k, we can

eliminate the Lagrange multiplier vectors πk,n and restate the
recursions (4)-(5) as

xk,n+1 = (I− ρkN
−1
k )xk,n + ρkN

−1
k (2xn − xn−1) (6a)

xn+1 =
1

K∑
k=1

ρk

K∑

k=1

ρkxk,n+1. (6b)

By defining sk,n = 2xk,n − xk,n−1 and sn = 2xn − xn−1,
we can further rewrite (6) as

xk,n+1 = (I− ρkN
−1
k )xk,n + ρkN

−1
k sn (7a)

sk,n+1 = 2xk,n+1 − xk,n (7b)

sn+1 =
1

K∑
k=1

ρk

K∑

k=1

ρksk,n+1. (7c)

In this algorithm, the clients share sk,n+1 with the server, and
the server broadcasts sn+1 to the clients. When the exchange of
model parameters occurs over noisy communication channels,
the iterations (7) are more robust to communication noise
compared to (6) as they utilize a single noisy global estimate
received from the server to update the local estimate, i.e., sn,
rather than two in (6), i.e., xn and xn−1.

In the downlink, noisy versions of the aggregated global
model updates are received by the clients as s̃kn = sn + ζkn
where ζkn denotes the downlink noise of client k at iteration n.
In the uplink, a noisy version of the local model update of each
client is received by the server as s̃k,n = sk,n + ηk,n where
ηk,n denotes the uplink noise of client k at iteration n.

In recursions (7), all clients are required to take part in each
global model update. However, FL clients often have limited
and diverse communication capabilities. Hence, participation of
all clients in each global update round can be costly. Therefore,
FL servers usually employ random scheduling of their clients
by selecting only a subset of the clients, denoted by Sn,
to participate in model aggregation during each iteration n.
The scheduling reduces the communications required at each
iteration, leading to improved efficiency and better resource
management. Utilizing random scheduling and considering
noisy communications, we can rewrite the recursions (7) as
mentioned in [28] as

xk,n+1 =

{(
I− ρkN

−1
k

)
xk,n + ρkN

−1
k s̃kn, k ∈ Sn

xk,n, otherwise
(8a)

sk,n+1 = 2xk,n+1 − xk,n, k ∈ Sn (8b)

sn+1 =
1∑

k∈Sn
ρk

∑

k∈Sn
ρks̃k,n+1. (8c)

III. PROPOSED ALGORITHM

It is important to enhance the energy efficiency of FL by
reducing its communication load, particularly considering that
clients often have constraints on their energy resources in real-
world scenarios. Lowering the communication burden on the
clients can also improve the scalability and cost-effectiveness of



FL algorithms. The efficiency of communication during model
training is related to the amount of data exchanged between
the clients and the server. Thus, minimizing the exchanges of
models, parameters, gradients, or other relevant information
while upholding high accuracy levels presents a significant
challenge in FL.

Random scheduling of clients is a practical method to
enhance communication efficiency within FL, using which
the overall communication load can be effectively reduced
and resource utilization can be optimized more efficiently. It
helps alleviate the potential bottlenecks that can arise from
simultaneous communication by all clients. As a result, it
improves the efficiency of data transmissions and plays a role
in enhancing the overall performance of FL. However, in the
conventional random scheduling approach as in (8), the clients
that are not selected during each iteration do not carry out any
local update and their most recent local model estimates are
not incorporated into the global model aggregation process.

Here, we propose to allow all clients, including those not
selected through random scheduling, to update their local model
estimates during every iteration. As we will show later, this can
improve the performance without introducing any additional
communication overhead or imposing any significant increase
in computations on the clients or the server. To realize the
proposed algorithm, we let the clients store the most recent
global model estimate received from the server and the server
store the latest local model estimates received from the clients.
Hence, the clients continually update their local models using
their most recent global model estimate and the server updates
the global model using the latest local updates from all clients.
When a client is selected at iteration n, its latest local model
estimate is made up-to-date at the server and the global model
estimate received from the server replaces its older version at
the client.

Therefore, the recursions of the proposed resource-efficient
and noise-robust FL algorithm featuring continual local updates
are given by

xk,n+1 = (I− ρkN
−1
k )xk,n

+ ρkN
−1
k

[
ak,ns̃

k
n + (1− ak,n)s̃

k
m

]
(9a)

sk,n+1 = 2xk,n+1 − xk,n, k ∈ Sn (9b)

sn+1 =
1

K∑
k=1

ρk

K∑

k=1

ρk [ak,ns̃k,n+1 + (1− ak,n)s̃k,m] , (9c)

where ak,n represents random scheduling, i.e., ak,n = 1 when
k ∈ Sn and ak,n = 0 otherwise. In addition, s̃km represents
the most recent global model estimate received from the server
and stored in client k, which is utilized when the client is not
chosen by the server. Moreover, s̃k,m denotes the most recent
local model estimate associated with client k, which is stored
at the server and utilized during iterations when the client is
not selected through random scheduling. We summarize the
proposed algorithm in Algorithm 1.

Algorithm 1 The proposed communication-efficient and noise-
robust FL algorithm with continual local updates.
Parameters: penalty parameters ρk, number of clients K, set
of clients S
Initialization: global model x0 = x−1 = 0, local models
xk,0 = x̂k

For n = 1, · · · , N
The server randomly selects a subset Sn of its clients and

sends the aggregated global model sn to them.
Client Local Update:

If k ∈ Sn
Receive s̃kn, a noisy version of sn, from the server.
Store the latest global model s̃km = s̃kn.
Update the local model as

xk,n+1 = (I− ρkN
−1
k )xk,n + ρkN

−1
k s̃kn.

Send sk,n+1 = 2xk,n+1 − xk,n to the server.
Else

Update the local model as
xk,n+1 = (I− ρkN

−1
k )xk,n + ρkN

−1
k s̃km.

EndIf
Aggregation at the Server:

The server receives s̃k,n+1, noisy versions of the locally
updated models from the selected clients k ∈ Sn and aggregates
them with s̃k,m, the stored local model estimates of the non-
selected clients via

sn+1 = 1
K∑

k=1

ρk

K∑
k=1

ρk [ak,ns̃k,n+1 + (1− ak,n)s̃k,m] .

EndFor

Fig. 1. NMSD of (8) and (9) versus iteration number for |Sn| = 4 and
different link noise variances.



Fig. 2. NMSD of (8) and (9) versus iteration number for |Sn| = 10 and
different link noise variances.

Fig. 3. NMSD of (8) and (9) versus iteration number for |Sn| = 25 and
different link noise variances.

IV. SIMULATION RESULTS

In this section, we conduct a series of numerical experiments
to examine the performance of the proposed algorithm. We
consider a scenario with K = 100 clients directly connected
to a global server. The goal of the federated network is to
estimate a global model x∗ of dimension L = 128. To induce
data imbalance among the clients, we draw the size of each
client’s local dataset, dk, from a uniform distribution, i.e.,
dk ∈ U(50, 90). Each client k has synthetic and imbalanced
non-IID data {Hk,yk} with the matrices Hk drawn from a
multivariate normal distribution N (µHk

, σ2
Hk

) where µHk
∈

U(−0.5, 0.5) and σ2
Hk
∈ U(0.5, 1.5). The weight matrices are

set to the inverse covariance matrix of yk at each client k, i.e.,
Wk = Σ−1yk

= E[(yk − E[yk]) (yk − E[yk])
⊺
]−1. We set the

global parameter vector x∗ arbitrarily by drawing each entry
from a standard normal distribution N (0, 1). The observation
noise νk at each client k is zero-mean IID Gaussian with
variance 10−4. The additive noise in both uplink and downlink
are zero-mean IID white Gaussian. In all experiments, we
set the penalty parameter to ρk = 1 for all clients. At each
iteration n, the server selects a subset of the clients with equal
probability of selection assigned to each client. We evaluate
the performance using the network-wide average normalized
mean-square deviation (NMSD) defined at each iteration n as

NMSD(n) =
1

K

K∑

k=1

∥xk,n − x⋆∥22
∥x⋆∥22

. (10)

We obtain the learning curves (i.e., NMSD in dB vs. iteration
number n) by averaging over 100 independent trials.

In Figs. 1-3, we present a performance comparison between
the proposed algorithm, i.e., (9), and its closest contender,
i.e. (8), which does not feature continual local updates. We
obtain the results by including noise in the communication links
and utilizing random scheduling for communication efficiency.
We set the number of clients selected at each iteration to
|Sn| ∈ {4, 10, 25} and use different link noise variances of
σ2
ηk,n

= σ2
ζk
n
∈ {6.25 · 10−4, 10−2}. We plot the corre-

sponding learning curves in the figures. We observe that the
proposed algorithm exhibits robustness against communication
noise/error even when a small portion of the clients participate
in every FL round. It also outperforms (8) significantly in
terms of the steady-state NMSD in all considered cases. In
summary, the results demonstrate that permitting the clients,
which are not selected by random scheduling, to continually
update their local models leads to a notable reduction in the
steady-state NMSD without compromising the convergence
rate. Moreover, as expected, when the variance of the noise
in the communication links increases, the learning accuracy
decreases.

V. CONCLUSIONS

We proposed a new FL algorithm that leverages random
scheduling to enhance communication efficiency while being
robust to additive noise in the communication links, in part,
due to eliminating the dual parameters and minimizing the use
of noisy estimates in update equations. The key novel feature
of the proposed algorithm is that it allows the clients to update
their model estimates locally even when they are not selected
by the global server for participation in FL as per random
scheduling. Our simulation results showed that the continual
local updates lead to performance improvements in terms of
both learning accuracy and robustness to link noise.
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Abstract

Federated learning (FL) leverages client-server communications to train global models on decentralized data. However, com-
munication noise or errors can impair model accuracy. To address this challenge, we propose a novel FL algorithm that enhances
robustness against communication noise while also reducing communication load. We derive the proposed algorithm by solving the
weighted least-squares (WLS) regression problem, framed as a distributed convex optimization problem over a federated network
with random client scheduling, via the alternating direction method of multipliers (ADMM). To counteract the detrimental effects
of cumulative communication noise, we introduce a key modification by eliminating the dual variable and implementing a new
local model update at each participating client. This subtle yet effective change results in using a single noisy global model update
at each client instead of two, improving robustness against additive communication noise. Furthermore, we incorporate another
modification enabling clients to continue local updates even when not selected by the server, leading to substantial performance
improvements. Our theoretical analysis confirms the convergence of the proposed algorithm in both mean and mean-square senses,
even when the server communicates with a random subset of clients over noisy links. Numerical results validate the effectiveness
of our algorithm and corroborate theoretical findings.

Keywords:
Alternating direction method of multipliers, federated learning, noisy communication links, weighted least-squares.

1. Introduction

The proliferation of smart devices has led to the widespread
availability of big data, which has the potential to enhance
decision-making processes for end-users [1, 2, 3, 4, 5]. How-
ever, leveraging this data effectively presents several chal-
lenges, particularly in terms of privacy, security, and resource
management. A key issue is that data is typically stored lo-
cally on edge devices, and transferring it to a central server
or the cloud raises privacy and security concerns and can lead
to excessive resource utilization. Federated learning (FL) has
emerged as a promising machine learning paradigm that ad-
dresses these challenges by enabling edge devices to collabora-
tively train a global model without sharing their locally stored
data [1, 6]. FL faces two significant challenges: data hetero-
geneity and device heterogeneity [7]. Data heterogeneity arises
from the non-independent and identically distributed (non-IID)
nature of data or imbalances among client datasets used in
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shop (SSP) [DOI: 10.1109/SSP53291.2023.10208024] and the 2023 Asia Pa-
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ference (APSIPA ASC) [DOI: 10.1109/APSIPAASC58517.2023.10317446].
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reza.arablouei@csiro.au (Reza Arablouei), vigo@mmmi.sdu.dk (Vinay
Chakravarthi Gogineni), stefan.werner@ntnu.no (Stefan Werner)

training the global model [8, 9]. Diversity in data distribution
across participants can significantly impact model convergence
and performance. Additionally, device heterogeneity refers to
the disparities in storage capacity, energy resources, computa-
tional power, and communication capabilities among participat-
ing clients [10, 11]. Variations in device characteristics can af-
fect the efficiency and fairness of the FL process. Despite these
challenges, FL emerges as a promising approach for managing
heterogeneous data and devices in distributed learning settings.

The FL literature frequently employs the FedAvg algo-
rithm [1] as a standard benchmark. FedAvg begins with the
server broadcasting its aggregated global model to a randomly
chosen subset of clients, typically over a wireless network.
These clients then perform local training to refine their local
models before sending the updates back to the server. The
server aggregates these local models into a new global model,
repeating this process until a specific convergence criterion
is met. Building on FedAvg, numerous FL approaches have
been developed to address various challenges inherent in dis-
tributed learning. These challenges include preserving pri-
vacy [12, 13, 14, 15, 16, 17, 18], mitigating Byzantine at-
tacks [19, 20, 21, 22], and improving communication effi-
ciency [23, 24, 25, 26, 27, 28]. However, many of these ap-
proaches assume ideal communication links, overlooking the
potential impact of communication errors or noise [29, 30, 31,
32]. In practical deployments, the communication channels be-
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tween clients and the server are often subject to noise, which
can degrade model performance [33]. To address this issue, var-
ious techniques have been proposed to enhance the robustness
of FL models in the presence of communication noise. While
some studies focus on the uplink noise and neglect the downlink
noise [34, 35], others account for noise in both communication
directions [36, 37].

In real-world scenarios, communication channels between
the central server and edge devices are often imperfect, lead-
ing to noise in both uplink and downlink [38, 33, 39, 40, 41].
This leads to the server receiving noisy versions of local model
updates and clients obtaining noisy versions of the aggregated
model from the server, potentially compromising the quality
of the learned model. The presence of noise in communica-
tion channels can severely impair the performance of gradient-
descent-based FL algorithms. Several solutions have been pro-
posed to address this challenge. One approach involves utiliz-
ing a new loss function that incorporates the first-order deriva-
tive as a regularizer to counteract additive noise [33]. Addi-
tionally, resilience to downlink noise can be enhanced through
techniques such as digital transmission with quantization and
channel coding or analog downlink transmission using uncoded
global model updates [36]. In [42], the authors utilize precod-
ing and scaling during transmissions to mitigate the adverse ef-
fects of noisy channels, ensuring the convergence of their algo-
rithm. Moreover, [43, 44] propose that controlling the scale of
the communication signal-to-noise ratio (SNR) can help toler-
ate noise while maintaining the convergence rate of FedAvg.

In noisy communication environments, gradient-descent-
based methods, such as FedAvg, require the noise variance
to decrease at a rate of O(1/n2) as a sufficient condition for
convergence, as demonstrated in [44, Theorem 1]. As stated
in [40], this condition often necessitates additional resources on
the client side, such as increased transmission power or band-
width, which is impractical in many real-world FL scenarios
with resource-constrained clients. Therefore, a robust variant
of FedAvg is introduced in [40]. However, the corresponding
analysis does not consider the impact of random client partic-
ipation, resulting in significant performance degradation, even
when 25% of clients participate in training. Our approach aims
to effectively address these challenges, providing a robust and
resource-efficient solution for FL under noisy communication
conditions.

Several recent studies have explored the application of the
alternating direction method of multipliers (ADMM) [45] in
the context of FL. For instance, in [46], an ADMM-based FL
framework is introduced that employs an inexact primal vari-
able update scheme to alleviate the computational burden as-
sociated with solving local optimization problems. In [47], an
algorithm is proposed that modifies the order of dual variable
updates at the client level, enabling them to mitigate server
drift. To address heterogeneity in federated networks, in [48],
an ADMM-based FL algorithm is proposed. In [49], a hier-
archical structured ADMM-based FL algorithm is introduced
to enhance both privacy and learning performance. Further-
more, in [50], a decentralized FL algorithm is presented to
cope with model inconsistency arising from non-identically dis-

tributed data across clients. Building on these efforts, the work
in [51] utilizes ADMM to develop an FL algorithm that ex-
plicitly addresses system heterogeneity. Despite these advance-
ments, the impact of additive communication noise on the con-
vergence and accuracy of ADMM-based FL algorithms remains
largely unexplored.

In [52, 53, 54, 55], it is shown that the algorithms based on
ADMM can achieve convergence even in the presence of addi-
tive communication noise. This robustness positions ADMM
as a promising candidate for FL applications where commu-
nication noise is a concern. However, conventional ADMM
algorithms require the participation of all clients in each FL
round, which may be impractical in real-world FL scenarios due
to resource constraints and the heterogeneity of edge devices.
Therefore, there is a pressing need for developing ADMM-
based FL algorithms that can effectively cope with communi-
cation noise with minimal additional communication or com-
putational overhead.

In this paper, we propose a new communication-efficient FL
algorithm based on ADMM that is resilient against communi-
cation noise and errors in both uplink and downlink channels,
without imposing any additional computational burden on par-
ticipating clients. We narrow the focus to the weighted least-
squares (WLS) regression problem to ensure robust theoretical
guarantees. This scope allows us to establish the mean conver-
gence of both global and local models toward the optimal so-
lution while presenting a novel mean-square convergence anal-
ysis and a closed-form expression for the mean-square error.
The WLS problem is widely applicable in numerous contexts
involving linear models and maximum likelihood or maximum
a posteriori estimation, particularly when error variance varies
across observations. To enhance communication efficiency, we
incorporate random client scheduling, where the server selects
a subset of clients during each FL iteration. To alleviate the
adverse effects of link noise, we communicate a linear combi-
nation of the last two global model updates and eliminate the
dual model parameters at all participating edge devices. More-
over, we enable clients to continue performing model updates,
even when not scheduled for participation in any FL round. We
evaluate the proposed algorithm and showcase its effectiveness
through comprehensive theoretical performance analysis and
numerical simulations. In summary, our main contributions are:

• We propose an ADMM-based FL algorithm for solving
the WLS regression problem that is robust to communica-
tion noise without imposing any additional computational
overhead on clients.

• To effectively reduce communication overhead during
the learning process, we implement a randomized client
scheduling mechanism. Subsequently, we utilize the sta-
tistical properties of discrete uniform random processes to
facilitate our performance analysis. To further enhance
performance and efficiency, we allow continual local up-
dates at clients not selected by the server in any FL round.

• As a key advancement over the related conference precur-
sors [56, 57], we present a rigorous first- and second-order
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theoretical analysis of the proposed algorithm, proving its
convergence in both mean and mean-square senses, even
in the presence of link noise and random scheduling. In ad-
dition, we derive the theoretical steady-state mean-square
error (MSE) as a function of various parameters, including
the number of participating clients in each iteration and
the uplink and downlink noise variances. We validate the
accuracy of our analysis through comparisons with simu-
lation results.

The remainder of this paper is organized as follows. In sec-
tion 2, we provide an overview of the system model and the
background for our problem. In section 3, we introduce our pro-
posed noise-robust and communication-efficient FL algorithm.
In addition, we introduce a modification to allow continual lo-
cal updates at clients regardless of random client scheduling to
improve performance. In section 4, we evaluate the robustness
of the proposed algorithm by analyzing its theoretical mean and
mean-square convergence and calculating its theoretical steady-
state MSE. In section 5, we validate our theoretical findings
through comprehensive numerical experiments, assessing algo-
rithm performance through both theoretical predictions and nu-
merical simulations. In section 6, we provide an overview of
our key contributions, highlight the potential benefits, address
the limitations, and outline promising directions for future re-
search. Finally, in section 7, we present some concluding re-
marks.

Mathematical Notations: We denote scalars by lowercase let-
ters, column vectors by bold lowercase letters, and matrices by
bold uppercase letters. The superscripts (·)⊺ and (·)−1 denote the
transpose and inverse operations, respectively, while ∥·∥ signi-
fies the Euclidean norm. Additionally, 1K denotes a column
vector with K entries, all set to one, and IK is the K × K iden-
tity matrix. The operators col{·}, bcol{·}, diag{·} and bdiag{·}
represent column-wise stacking, block column-wise stacking,
diagonalization and block diagonalization, respectively. Fur-
thermore, ⊗b denotes the block Kronecker product, bvec{·} is
the block vectorization operator, and bvec−1{·} is its inverse op-
erator. Lastly, tr(·) denotes the trace of a matrix.

2. Federated Learning over Noisy Channels

We consider a federated network consisting of a server and
K clients, where the clients communicate with the server over
wireless channels. Each client k has access to a local dataset
denoted by Dk = {Xk, yk}, which comprises a column response
vector yk with dk entries, and a data matrix Xk of size dk × L.
For each client k, a linear model is employed to relate the data
matrix Xk to the response vector yk as

yk = Xkω + νk, (1)

where ω denotes the global regression model parameter vector
of size L, and νk represents the observation noise or perturba-
tion, which is a vector of size dk with each entry assumed to be
zero-mean Gaussian.

2.1. Federated Weighted Least-Squares Regression
Weighted least-squares (WLS) regression is a natural exten-

sion of least-squares regression that offers significant advan-
tages in various signal processing applications, such as power
system state estimation [58], position estimation [59], and im-
age noise reduction [60]. In WLS, different observations are as-
signed weights based on their reliability, allowing the model to
more accurately reflect the data when observations vary in qual-
ity. This approach can effectively mitigate the impact of less
reliable data, resulting in more precise and dependable models.

In federated WLS regression, the goal is to collaboratively
estimate the global model parameter vector ω by minimizing
a global objective function across a federated network. This
is framed as a global WLS estimation problem within the FL
framework as

min
{wk}

K∑

k=1

Jk(wk)

s.t. wk = w, k ∈ {1, 2, · · · ,K}, (2)

where Jk(wk) = ∥yk − Xkwk∥2Wk
is the local objective function

for estimating ω at client k, Wk is the weight matrix specific
to client k, wk is the local model estimate at client k, and w
serves as the global model estimate. The optimal solution to (2),
which can be viewed as a federated version of distributed Pareto
optimization [61, 62] for WLS regression, is stated as

w⋆ =


K∑

k=1

X⊺
kWkXk


−1 

K∑

k=1

X⊺
kWkyk

 . (3)

To solve (2) within an FL framework, we utilize the ADMM
algorithm [45]. Therefore, we express the augmented La-
grangian function corresponding to (2) as

L(wk,w, zk) =
K∑

k=1

Lk(wk,w, zk) (4)

=

K∑

k=1

Jk(wk) + ⟨wk − w, zk⟩ + ρ2 ∥wk − w∥22,

where zk is the Lagrange multiplier vector and and ρ > 0 is
the penalty parameter. Consequently, we derive the recursive
update equations at each client k and iteration number n as

zk,n = zk,n−1 + ρ(wk,n − wn) (5a)
wk,n+1 = ŵk − Nk(zk,n − ρwn), (5b)

along with the recursive update equation at the server as

wn+1 =
1
K

K∑

k=1

(
wk,n+1 + ρ

−1zk,n

)
, (6)

where we define

Nk =
(
2X⊺

kWkXk + ρI
)−1

(7)

and
ŵk = 2NkX⊺

kWkyk. (8)
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In this solution, after performing local training, i.e., (5a)
and (5b), each client shares its local estimate of wk,n+1 + ρ

−1zk,n

with the server. The server then obtains the global estimate as
in (6) and broadcasts it to all clients while the FL process con-
tinues.

2.2. Dual Variable Elimination
We posit that, in the recursions (5)-(6), it is necessary to

transmit a combination of the primal and dual model parameter
estimates to the server to enable the aggregation that produces
the global model estimate. However, the dual update informa-
tion can be integrated into the primal update by judiciously se-
lecting the initial estimates and introducing a new local primal
update at clients. Accordingly, we reformulate (5)-(6) as

wn =
1
K

K∑

k=1

wk,n (9a)

wk,n+1 = (I − ρNk)wk,n + ρNk(2wn − wn−1) (9b)

by initializing with w−1 = 0, zk,−1 = 0, and wk,0 = ŵk, hence
eliminating the Lagrange multipliers zk,n. The recursion begins
with clients sharing their ŵk with the server, which then aggre-
gates them and broadcasts the resulting global model estimate
to the clients. We further define sn = 2wn − wn−1 and mod-
ify (9b) as

wk,n+1 = (I − ρNk)wk,n + ρNksn. (10)

A key advantage of (10) over (9b) is that the linear combina-
tion of the two most recent global model estimates, required for
local model updates, is performed at the server rather than by
individual clients. This can significantly reduce the impact of
communication noise as the combination occurs before trans-
mission to clients.

2.3. Communication Noise
Clients and the server often communicate via wireless chan-

nels, where both uplink and downlink channels are susceptible
to noise. In the downlink, clients receive noisy versions of the
aggregated model updates from the server. Specifically, at iter-
ation n, client k receives s̃k,n = sn + ζk,n where ζk,n represents
the downlink noise affecting the transmission. In the uplink,
the server receives a noisy version of each client’s local model
update, i.e., w̃k,n+1 = wk,n+1 + ηk,n where ηk,n denotes the uplink
noise for client k at iteration n. Considering the impact of com-
munication noise and allowing client updates to occur before
server aggregation, we obtain

wk,n+1 = (I − ρNk)wk,n + ρNk s̃k,n (11a)

wn+1 =
1
K

K∑

k=1

w̃k,n+1 (11b)

3. Resource-efficient FL over Noisy Channels

In this section, we introduce RERCE-Fed, our proposed FL
algorithm, that is both resource-efficient and robust to commu-
nication errors.

3.1. Client Participation

In (11), there is an implicit assumption that all clients par-
ticipate in each global model update iteration. However, in FL,
clients often have limited communication and computational re-
sources. Therefore, requiring participation of all clients in every
global update round can lead to significant drawbacks, such as
prolonged convergence time or excessive resource utilization.
To address this challenge, we enable the server to implement a
mechanism known as random scheduling [1, 3]. This approach
involves randomly selecting a subset of clients, denoted by Sn,
to participate in model aggregation at each iteration n. We con-
sider the cardinality of this subset, C = |Sn|, to be fixed through-
out the FL process.

3.2. RERCE-Fed

In our proposed algorithm, during each global iteration n, the
selected clients, k ∈ Sn, receive s̃k,n from the server and update
their models. The server then receives w̃k,n+1 from these clients
and aggregates them. Subsequently, it sends the most recent
global update to a new set of selected clients in the next itera-
tion. Clients not selected by the server in a given round retain
their latest local update until they are selected again. There-
fore, the recursions of the proposed RERCE-Fed algorithm are
expressed as [56]

wk,n+1 =
(
I − ak,nρNk

)
wk,n + ak,nρNk s̃k,n (12a)

wn+1 =
1
C

K∑

k=1

ak,nw̃k,n+1, (12b)

where ak,n is the indicator variable for random scheduling, with
ak,n = 1 when client k is selected by the server in iteration n
(i.e., k ∈ Sn) and ak,n = 0 otherwise. We summarize RERCE-
Fed in Algorithm 1.

3.3. RERCE-Fed with Continual Local Updates

Unlike the conventional random scheduling approach, de-
scribed in section 3.1, where non-selected clients refrain from
local updates and their latest model estimates are not integrated
into the global aggregation process, we propose a new approach
where all clients, regardless of their selection status, continu-
ally update their local model estimates during each iteration.
This new approach can enhance overall performance without
introducing any additional communication overhead or impos-
ing any notable increase in computational load of clients or the
server, as we will demonstrate later.

To implement this approach, clients store the most recent
global model estimate received from the server, while the server
holds the latest local model estimates received from all clients.
Consequently, clients continually update their local models us-
ing the most recent global model estimate, and the server up-
dates the global model using the latest local updates from all
clients, irrespective of random scheduling. When a client is se-
lected at iteration n, its latest local model estimate is synchro-
nized at the server, and the global model estimate received from
the server supersedes the previous version at the client.
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Algorithm 1 RERCE-Fed.
Parameters: penalty parameter ρ, number of clients K, set of
clients S
Initialization: global model w0 = w−1 = 0, local models
wk,0 = ŵk

For n = 1, · · · , Until Convergence
The server randomly selects a subset Sn of its clients and

sends the aggregated global model sn to them.
Client Local Update:

If k ∈ Sn

Receive s̃k,n, a noisy version of sn, from the server.
Update the local model as

wk,n+1 = (I − ρNk)wk,n + ρNk s̃k,n

Send wk,n+1 to the server.
EndIf

Aggregation at the Server:
The server receives w̃k,n+1, noisy versions of the locally up-

dated models from the selected clients k ∈ Sn and aggregates
them via

wn+1 =
1
C
∑

k∈Sn

w̃k,n+1

sn+1 = 2wn+1 − wn

EndFor

Therefore, the recursions of the RERCE-Fed algorithm with
continual local updates are given by [57]

wk,n+1 = (I − ρNk)wk,n

+ ρNk
[
ak,ns̃k,n + (1 − ak,n)s̃k,m

]
(13a)

wn+1 =
1
K

K∑

k=1

[
ak,nw̃k,n+1 + (1 − ak,n)w̃k,m

]
, (13b)

where s̃k,m denotes the most recent global model estimate re-
ceived from the server and stored in client k. This estimate is
utilized when the client is not selected by the server. Addi-
tionally, w̃k,m represents the most recent local model estimate
associated with client k, which is stored at the server and uti-
lized during iterations when the client is not chosen through
random scheduling. Defining tk,n+1 = 2wk,n+1 − wk,n, we can
restate (13b) as

sn+1 =
1
K

K∑

k=1

[
ak,n t̃k,n+1 + (1 − ak,n)t̃k,m

]
. (13c)

We summarize RERCE-Fed with continual local updates in Al-
gorithm 2.

Remark 1: Our selective transmission of global model up-
dates to only the chosen clients at each iteration addresses
critical practical requirements in real-world FL deployments.
This design prioritizes energy efficiency by ensuring that non-
participating clients avoid unnecessary operations and commu-
nication overhead, conserving their resources. Such an ap-

proach aligns well with resource-aware environments, includ-
ing those leveraging WiFi or LTE networks, where reducing re-
dundant transmissions can also help lower operational costs for
clients and system operators. In scenarios where all clients per-
form local updates regardless of their selection status, we con-
sider a dedicated communication channel between the server
and each client. This channel activates only when a client
is selected, ensuring minimal resource usage while maintain-
ing flexibility in communication protocols. This selective ap-
proach reflects real-world constraints, where clients often op-
erate under limited energy, bandwidth, or computational re-
sources, making it impractical to broadcast updates universally.

Remark 2: Although employing a selective transmission may
diverge from conventional broadcast assumptions in FL litera-
ture, our proposed framework is intentionally adaptable. It can
seamlessly operate in both selective and broadcast modes, en-
abling it to cater to a wide range of deployment contexts and use
cases. By balancing resource efficiency with adaptability, this
approach ensures robust applicability while addressing prac-
tical limitations often encountered in large-scale FL systems.
Furthermore, the adoption of a hybrid strategy that incorporates
periodic synchronization of the global model, such as every T
iteration, can effectively mitigate the negative impact of out-
dated updates that may lead to model drift at clients. It can
also enhance the convergence rate and promote fairness across
clients. By striking a balance between maintaining model accu-
racy and optimizing resource efficiency, this strategy enhances
the overall effectiveness of our approach. We will explore vari-
ous downlink strategies through simulations in section 5.2.

4. Performance Analysis

In this section, we analyze the performance of RERCE-Fed
theoretically. We establish the convergence of the iterates wk,n

in both mean and mean-square senses as n → ∞, even in the
presence of noisy communication links. Given that wn repre-
sents the average of client estimates wk,n, its convergence fol-
lows accordingly.

To facilitate the analysis, we define the extended optimal
global model as w⋆

e = 12K ⊗ w⋆ and the vector containing the
client local model estimates as

we,n = col{w1,n, · · · ,wK,n,w1,n−1, · · · ,wK,n−1},
where 12K is the 2K × 1 vector of all ones, ⊗ is the Kronecker
product, and col{·} denotes column-wise stacking.

Substituting (12b) into (12a), the global recursion of the pro-
posed algorithm can be stated as

we,n+1 =Anwe,n + ζn + ηn, (14)

where

An =

[ An,1 An,2

I 0

]
, (15)

and the extended noise vectors ζn and ηn stack the vectors

ak,nρNkζk,n (16)
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Algorithm 2 RERCE-Fed with continual local updates.
Parameters: penalty parameters ρ, number of clients K, set of
clients S
Initialization: global model w0 = w−1 = 0, local models
wk,0 = ŵk

For n = 1, · · · , Until Convergence
The server randomly selects a subset Sn of its clients and

sends the aggregated global model sn to them.
Client Local Update:

If k ∈ Sn

Receive s̃k,n, a noisy version of sn, from the server.
Store the latest global model s̃k,m = s̃k,n.
Update the local model as

wk,n+1 = (I − ρNk)wk,n + ρNk s̃k,n

Send tk,n+1 = 2wk,n+1 − wk,n to the server.
Else

Update the local model as
wk,n+1 = (I − ρNk)wk,n + ρNk s̃k,m

EndIf
Aggregation at the Server:

The server receives t̃k,n+1, noisy versions of the locally up-
dated models from the selected clients k ∈ Sn and aggregates
them with t̃k,m, the stored local model estimates of the non-
selected clients via

sn+1 =
1
K

K∑
k=1

[
ak,n t̃k,n+1 + (1 − ak,n)t̃k,m

]

EndFor

and

ak,n
ρ

CNk

K∑

j=1

(
2a j,n−1η j,n−1 − a j,n−2η j,n−2

)
(17)

at their top halves, respectively, and zeros at their bottom
halves. The value of An ∈ R2LK×2LK depends on the itera-
tion number n as the server selects a random number of clients
at each iteration. Its sub-matrices of size LK × LK are block
matrices whose L × L blocks are calculated as

[An,1
]
ii = I − ai,nρNi + 2ai,nai,n−1

ρ

CNi (18a)

[An,1
]
i j = 2ai,na j,n−1

ρ

CNi, i , j (18b)

[An,2
]
i j = −ai,na j,n−2

ρ

CNi. (18c)

To make the analysis tractable, we adopt the following as-
sumptions:
A1: The communication noise vectors of both uplink and
downlink, ηk,n and ζk,n ∀k, n, are independently and identically
distributed. In addition, they are independent of each other and
all other stochastic variables.
A2: The random scheduling variables, ak,n ∀k, n, are indepen-
dent and follow the same Bernoulli distribution with parameter

ā = CK , i.e., ak,n = 1 with probability ā and ak,n = 0 with proba-
bility 1 − ā.

4.1. Mean Convergence

Taking the expected value of both sides of (14), while con-
sidering A1-A2, yields

E[we,n+1] = Ā E[we,n], (19)

where

Ā = E[An] =
[

I −O + 2P −P
I 0

]
, (20)

O = āρ bdiag{N1, · · · ,NK}, (21a)

P = āρ
K

1⊺
K ⊗ bcol{N1, · · · ,NK}, (21b)

and bcol{·} and bdiag{·} represent block column-wise stacking
and block diagonalization, respectively. Given that the initial
estimate of each client is deterministic, (19) can be recursively
unfolded over n iterations as

E[we,n+1] = Āncol{ŵe, 0}, (22)

where ŵe = col{ŵ1, · · · , ŵK}.
Proposition 1: The RERCE-Fed algorithm is unbiased and

converges in the mean to the optimal solution of the WLS re-
gression problem, (3), i.e.,

lim
n→∞E

[
we,n
]
= w⋆

e . (23)

Proof: See Appendix A.

4.2. Mean-Square Convergence

Let us define the deviation vector as w̃e,n = we,n − w⋆
e . Since

An is block right-stochastic, i.e., its block rows add up to the
identity matrix, we have Anw⋆

e = w⋆
e . Therefore, by defin-

ing the weighted norm-square of w̃e,n as ∥w̃e,n∥2Σ = w̃⊺
e,nΣw̃e,n,

where Σ is an arbitrary positive semi-definite matrix, we obtain
the variance relation as

E
[
∥w̃e,n+1∥2Σ

]

= E
[
∥w̃e,n∥2Σ′

]
+ E
[
ζ⊺n Σζn

]
+ E
[
η⊺nΣηn

]
, (24)

where the cross terms vanish as they are independent and un-
correlated with one another and all other variables. The matrix
Σ′ is given by

Σ′ = E
[A⊺

nΣAn
]
. (25)

We can describe the relationship between Σ′ and Σ as σ′ =
bvec{Σ′} = Qσ, where Q = E[A⊺

n ⊗b A⊺
n ] and σ = bvec{Σ}.

Here, ⊗b is the block Kronecker product (Tracy–Singh prod-
uct [63]) and bvec{·} denotes the block vectorization opera-
tion [64]. We evaluate Q in Appendix B.
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Using the relationship between the matrix trace operator, de-
noted by tr(·), and the block Kronecker product, we evaluate the
second term on the right-hand side (RHS) of (24) as

E[ζ⊺n Σζn] = tr
(
E[ζnζ

⊺
n ]Σ
)
= ϕ⊺σ, (26)

where ϕ = bvec{E[ζnζ
⊺
n ]},

E[ζnζ
⊺
n ] = āρ2bdiag{σ2

ζ1
N2

1, · · · , σ2
ζK

N2
K , 0, · · · , 0︸   ︷︷   ︸

K

}, (27)

and σ2
ζk

is the variance of the downlink noise for client k.
Following a similar procedure, we evaluate the third term on

the RHS of (24) as

E[η⊺nΣηn] = tr
(
E[ηnη

⊺
n ]Σ
)
= φ⊺σ, (28)

where φ = bvec{E[ηnη
⊺
n ]},

E[ηnη
⊺
n ] =

5ρ2

K2

K∑

k=1

σ2
ηk

bdiag{N2
1, · · · ,N2

K , 0, · · · , 0︸   ︷︷   ︸
K

}, (29)

and σ2
ηk

is the variance of the uplink noise for client k. Note that
in (29), E[ai,na j,n] ≪ 1 ∀i , j, and can be neglected.

Utilizing the above results, we can write the global recursion
for the weighted mean-squared error (MSE) of RERCE-Fed as

E
[
∥w̃e,n+1∥2bvec−1{σ}

]

= E
[
∥w̃e,n∥2bvec−1{Qσ}

]
+ ϕ⊺σ + φ⊺σ. (30)

By defining ψ = ϕ+φ and iterating (30) backward to n = 1, we
obtain

E
[
∥w̃e,n+1∥2bvec−1{σ}

]

= E
[
∥w̃e,1∥2bvec−1{Qnσ}

]
+ ψ⊺

n−1∑

i=0

Qiσ. (31)

Using the Jordan canonical form of Q, we have

Qi =UJ iU−1 =

4L2K2∑

ℓ=1

µi
ℓuℓv

⊺
ℓ
, (32)

where µℓ, uℓ and vℓ denote the ℓth eigenvalue ofQ and its corre-
sponding right and left eigenvectors, respectively. In Appendix
C, we show that the spectral radius ofQ is one with the geomet-
ric and algebraic multiplicity of L2, i.e., µℓ = 1 ∀ℓ ∈ {1, . . . , L2}.

Proposition 2: ∀ℓ ∈ {1, . . . , L2}, we have

ψ⊺uℓv⊺ℓ σ = 0. (33)

Proof: See Appendix D.

4.3. Steady-State Mean-Square Error

Setting σ = bvec{I2KL}, letting n→ ∞ on both sides of (31),
and using Proposition 1, we compute the steady-state MSE of

RERCE-Fed, denoted by E, as

E = lim
n→∞E

[
w̃⊺

e,nw̃e,n
]

= w̃⊺
e,1Σ∞w̃e,1︸       ︷︷       ︸
Eν

+

4L2K2∑

ℓ=L2+1

(1 − µℓ)−1 ψ⊺uℓv⊺ℓ σ

︸                           ︷︷                           ︸
Eψ

, (34)

where

Σ∞ = bvec−1 {Q∞σ}

= bvec−1



L2∑

ℓ=1

uℓv⊺ℓ bvec{I2KL}

. (35)

Remark 3: The observation noise νk in (1) and the initial
client estimates wk,0 affect the first term on the RHS of (34), Eν,
resulting in a noise floor. Additionally, scheduling parameters,
including the client participation probability and the number of
participating clients in each iteration, along with the penalty pa-
rameter, the number of clients, the local data at each client, and
the variance of noise in the uplink and downlink communica-
tions impact the second term on the RHS of (34), Eψ. We will
explore these factors further through simulations in section 5.3.

5. Simulation Results

In this section, we conduct several numerical experiments
to evaluate the performance of the proposed algorithm and
validate our theoretical findings. We consider a federated
network consisting of K clients. Each client has non-IID
data {Xk, yk}, where the entries of Xk are drawn from a nor-
mal distribution N(µk, σ

2
k) with µk ∈ U(−0.5, 0.5) and σ2

k ∈
U(0.5, 1.5). Here, U(·, ·) denotes a uniform distribution with
the specified lower and upper bounds. The local data size
for each client is randomly selected from a uniform distribu-
tion, i.e., dk ∈ U(50, 90). We set the weight matrices at each
client k to the inverse covariance matrix of yk, i.e., Wk =

E[(yk − E[yk]) (yk − E[yk])⊺]−1.
The local data is related as per (1) given the model parame-

ter vector ω with its entries drawn from a normal distribution
N(0, 1). The observation noise νk for each client is zero-mean
IID Gaussian with variance σ2

νk
. The additive noise in both the

uplink and downlink channels is zero-mean IID Gaussian with
variances σ2

ηk
and σ2

ζk
, respectively. We set the penalty parame-

ter as ρ = 1. The server randomly selects a subset of C clients
with uniform probability in each iteration. We evaluate the al-
gorithm performance on the client side via the normalized MSE
(NMSE) defined at iteration n as

1
K

K∑

k=1

∥wk,n − w⋆∥22
∥w⋆∥22

. (36)

We average the NMSE learning curves over 100 independent
trials to obtain our simulation results.

We present the results of our numerical experiments in three
subsections. In the first subsection, we evaluate the perfor-
mance of the proposed RERCE-Fed algorithm in comparison
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Figure 1: NMSE of (5)-(6) and (10) for C = K = 100.

to its predecessors. In the second subsection, we evaluate the
performance of RERCE-Fed with continual local updates and
compare it with RERCE-Fed without continual local updates.
In the last subsection, we corroborate our theoretical findings
by demonstrating mean convergence and comparing theoretical
predictions with simulation results, confirming the accuracy of
our theoretical expression for MSE of RERCE-Fed.

5.1. Performance of RERCE-Fed

In our first experiment, we simulate the algorithms described
by (5)-(6) and (10) to solve the considered WLS problem.
We run these simulations with K = 100 clients, model pa-
rameter vector size of L = 128, and link noise variance of
σ2
ηk
= σ2

ζk
= 6.25 × 10−4. All clients participate in the FL

process, i.e., C = K = 100. The corresponding learning curves
are shown in Figure 1. We observe that (10) exhibits a 7dB im-
provement over (5)-(6) in the presence of noisy communication
links when all clients are involved in each iteration of the FL
process.

In our second experiment, we examine the performance
of (5)-(6) and (10) under similar conditions as the first ex-
periment, but with the server randomly selecting a subset of
clients to participate in each iteration. We simulate (5)-(6) with
C = 4 and (10) with C ∈ {4, 75, 90}. The corresponding learn-
ing curves are shown in Figure 2. Unlike the first experiment,
Figure 2 illustrates that (10) fails to converge due to error accu-
mulation, even when a majority of clients participate in every
FL round, as observed for C ∈ {75, 90}. Additionally, the per-
formance of (5)-(6) degrades significantly when only a small
subset of clients participate in each FL round. Consequently,
both (5)-(6) and (10) exhibit an inability to cope with additive
noise in communication links when the server selects only a
subset of clients in each iteration.

In our third experiment, we assess the performance of Fe-
dAvg [1], FedADMM [46] and the proposed RERCE-Fed algo-
rithm in the presence of link noise and random client scheduling
by the server, aiming to enhance communication efficiency. We

Figure 2: NMSE of (5)-(6) with C = 4 and (10) with C ∈ {4, 75, 90}.

Figure 3: NMSE of FedADMM [46] for different numbers of participating
clients C ∈ {4, 10, 25, 100} and different uplink and downlink noise variances
σ2
ηk
= σ2

ζk
∈ {0, 6.25 × 10−8, 6.25 × 10−4}.

simulate RERCE-Fed with K = 100 clients, L = 128, link noise
variance of σ2

ηk
= σ2

ζk
= 6.25 × 10−4, and different numbers of

participating clients C ∈ {4, 10, 25}. Additionally, we simulate
FedAvg [1], FedADMM [46] with a setup similar to that of
RERCE-Fed. The corresponding learning curves are depicted
in Figures 4 and 3. As shown in Figure 4, RERCE-Fed exhibits
robustness against communication noise, even when only a sub-
set of clients participate in each FL round, in contrast to the re-
sults observed with (5)-(6) and (10) in the second experiment.
In addition, Figure 4 clearly illustrates that the FedAvg algo-
rithm diverges under similar conditions. As shown in Figure 3,
the FedADMM algorithm also fails to converge, with the asso-
ciated error reaching around 40dB even under low noise levels.
This outcome is expected, as neither FedAvg nor FedADMM
is designed to be robust against communication noise. Fur-
thermore, additional experiments (not shown here to maintain
brevity) indicate that FedAND [47] is also considerably sensi-
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Figure 4: NMSE of FedAvg [1] and (10) with C = 4 and RERCE-Fed (12) for
different numbers of participating clients C ∈ {4, 10, 25}.

Figure 5: Number of FL iterations until convergence for RERCE-Fed (12) with
different numbers of clients participating at each iteration, 2 ≤ C ≤ 100.

tive to link noise. In contrast, RERCE-Fed converges under the
same conditions, highlighting its effectiveness.

Another important observation from Figure 4 is the trade-off
between the number of participating clients C and the perfor-
mance and convergence rate of RERCE-Fed. Specifically, in-
creasing the number of participating clients leads to faster con-
vergence and lower NMSE. However, this benefit diminishes
once C ≥ 10, as the performance of RERCE-Fed with C ≥ 10
approaches that of the scenario where all clients participate in
each FL round. This implies that RERCE-Fed can achieve ac-
curate model parameter estimation while making more efficient
use of available communication resources, even in the presence
of noisy communication links. Note that results for RERCE-
Fed (12) with full client participation, i.e., C = 100, are similar
to that of (10) with C = K = 100 in Figure 1.

Additionally, we analyze the number of active communica-
tion links, focusing specifically on uplink communication until

Figure 6: NMSE of RERCE-Fed (12) and RERCE-Fed with continual local
updates (13) with C = 4 and different uplink and downlink noise variances
σ2
ηk
= σ2

ζk
∈ {6.25 × 10−4, 10−2}.

Figure 7: NMSE of RERCE-Fed (12) and RERCE-Fed with continual local
updates (13) with C = 10 and different uplink and downlink noise variances
σ2
ηk
= σ2

ζk
∈ {6.25 × 10−4, 10−2}.

convergence for RERCE-Fed (12), across varying numbers of
participating clients 2 ≤ C ≤ 100, as depicted in Figure 5.
The results indicate that while increasing the number of partic-
ipating clients C initially accelerates convergence, the rate of
improvement diminishes as C grows. This observation high-
lights a trade-off between enhancing computational efficiency
and managing the communication overhead imposed on the
clients.

5.2. Performance of RERCE-Fed with Continual Local Up-
dates

In our fourth experiment, we compare the performance of
RERCE-Fed with and without continual local updates by plot-
ting their corresponding learning curves given different num-
bers of participating clients and link noise variances. We

9



Figure 8: NMSE of RERCE-Fed (12) and RERCE-Fed with continual local
updates (13) with C = 25 and different uplink and downlink noise variances
σ2
ηk
= σ2

ζk
∈ {6.25 × 10−4, 10−2}.

present the results in Figures 6-8. The number of clients se-
lected at each iteration is C ∈ {4, 10, 25}, and the link noise
variances are σ2

ηk
= σ2

ζk
∈ {6.25 × 10−4, 10−2}. From these fig-

ures, we observe that RERCE-Fed with continual local updates
consistently exhibits robustness against communication noise,
even when only a small subset of clients participate in every FL
round. In addition, RERCE-Fed with continual local updates
significantly outperforms its counterpart without continual local
updates in all considered scenarios. These results indicate that
allowing clients to continually update their local models, even
when not selected by the server, leads to a substantial improve-
ment in steady-state NMSE. Moreover, it can be seen that the
extent of improvement diminishes as the number of participat-
ing clients C increases. Additionally, as anticipated, increasing
the link noise variance results in performance degradation.

Another observation from Figures 6-8 is that RERCE-Fed
with continual local updates (13) initially converges at a slightly
slower rate compared to RERCE-Fed without continual lo-
cal updates (12), especially when the number of participating
clients C is small. This difference stems from the nature of con-
tinual local updates, where clients may perform updates using
older versions of the global model, and the server aggregates
the global model using less recent versions of the local models
of non-selected clients. While this approach introduces addi-
tional variability in the updates, potentially slowing the con-
vergence slightly, it effectively leverages the computational re-
sources available at non-selected clients. This trade-off high-
lights the enhanced resource utilization offered by continual lo-
cal updates, which improve overall system performance despite
a marginal reduction in convergence rate.

Furthermore, we investigate various downlink strategies as
discussed in Remark 2, including the baseline scenario without
a broadcast channel, downlink channels with periodic synchro-
nization intervals of T ∈ {10, 25} iterations, and the broadcast
channel as the best-case scenario. We present the results in Fig-
ure 9. We observe that as the synchronization period decreases,

Figure 9: NMSE of RERCE-Fed with continual local updates (13) with C = 4,
uplink and downlink noise variances σ2

ηk
= σ2

ζk
= 10−2, and different downlink

strategies.

Figure 10: Squared-norm of bias estimate of RERCE-Fed (12) with K = 6,
L = 6, C = 3, and σ2

ηk
= σ2

ζk
= 10−4 for different numbers of MC runs

M ∈ {10, 102, 103, 104, 105}.

the convergence rate improves. However, this enhancement
comes at the cost of increased communication resource usage
on the client side.

5.3. Comparison of Theory and Experiment

In our fifth experiment, we demonstrate the mean conver-
gence of RERCE-Fed. We simulate RERCE-Fed with K = 6
clients, L = 6, and link noise variances σ2

ηk
= σ2

ζk
= 10−4. In

addition, the server randomly selects C = 3 clients in each iter-
ation. In Figure 10, we plot the squared ℓ2-norm of the global
model parameter bias estimated for different numbers of Monte
Carlo (MC) runs, denoted byM, specifically

1
L
∥ 1
M

M∑

i=1

wi
n − w⋆∥22,
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Figure 11: NMSE of RERCE-Fed (12) with C = 3 for different uplink noise
variances.

Figure 12: NMSE of RERCE-Fed (12) with C = 3 for different downlink noise
variances.

where wi
n is the global model parameter estimate of the ith MC

run. We can observe from Figure 10 that the squared-norm of
the multivariate bias estimate decreases log-linearly with the
number of MC runs, indicating the unbiasedness shown in sec-
tion 4.1.

In our sixth experiment, we validate the accuracy of our the-
oretical expression for the steady-state MSE of RERCE-Fed
in (35) and explore the impact of varying uplink and down-
link noise variances, σ2

ηk
and σ2

ζk
, on performance. We simulate

RERCE-Fed with K = 6 clients, L = 6 parameters, and differ-
ent values for uplink and downlink noise variances. The server
randomly selects C = 3 clients in each iteration. We present the
theoretical predictions of steady-sate NMSE using (34) along-
side the corresponding experimental values in Figures 11-12 as
functions of σ2

ηk
, σ2

ζk
, and C. The results show a close align-

ment between theory and experiment. Furthermore, we observe
an upward trend in the steady-state NMSE as either uplink or
downlink noise variance increases.

Figure 13: NMSE of RERCE-Fed (12) for different numbers of participating
clients C ∈ {2, 3, 4, 5, 6} and different link noise variances.

The uplink and downlink noise variances exhibit distinct ef-
fects depending on the number of participating clients C. While
the error induced by uplink noise remains constant, the im-
pact of downlink noise intensifies with an increasing number
of participating clients. This observation is consistent with the
intuition that averaging the model parameter estimates at the
server can mitigate the adverse effect of uplink noise on the
performance of RERCE-Fed. However, changing C also affects
Q. To obtain a better understanding, we investigate the impact
of C on the performance of RERCE-Fed in our final experi-
ment, where we consider K = 6, L = 6, link noise variances
σ2
ηk
= σ2

ζk
∈ {6.25 × 10−4, 10−2}, and C ∈ {2, 3, 4, 5, 6}. The re-

sults presented in Figure 13 illustrate that increasing the number
of participating clients improves the performance of RERCE-
Fed. However, this improvement comes at the cost of higher
resource utilization on the client side, which can be limiting in
real-world FL scenarios.

6. Discussion

In this section, we discuss our key findings, their potential
impact, associated limitations, and future research directions.

The RERCE-Fed algorithm addresses the WLS regression
problem while enhancing the communication efficiency of FL
without imposing any additional communication or computa-
tional burden on clients. This aligns with the foundational goal
of FL research, which is to minimize computational demands
on clients while avoiding the need for any additional mecha-
nism often required in existing alternative approaches.

Our focus on the WLS regression problem is deliberate.
While related works such as [54] offer generalized formula-
tions, our approach tackles the specific challenges posed by
random client participation in noisy FL settings. Concentrat-
ing on the WLS problem enables us to guarantee mean con-
vergence for both global and local models to the optimal solu-
tion, an assurance not typically provided in more generalized
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formulations. Moreover, this focus allows for a novel mean-
square convergence analysis and a closed-form expression for
the mean-square error, which are central contributions of this
work. The relevance of WLS extends to numerous linear-model
applications, particularly in maximum likelihood or maximum
a posteriori estimation problems where error variance is non-
constant. Although extending our methodology to encompass
broader strongly convex objective functions presents an excit-
ing avenue for future exploration, our current scope prioritizes
rigorous analytical treatment and practical applicability.

To facilitate our theoretical analysis, we adopted a ran-
dom client scheduling mechanism that ensures a balance be-
tween fairness and simplicity in client selection and partici-
pation while leveraging the tractable statistical properties of
the discrete uniform processes. While this approach may not
lead to the fastest convergence, it provides a robust founda-
tion for integrating more advanced client selection and schedul-
ing mechanisms. For example, client selection probabilities
can be customized to prioritize specific clients based on im-
portance or other relevant criteria, thereby enhancing both effi-
ciency and accuracy. Additionally, advanced techniques, such
as diverse client selection [65] and lazy model aggregation [66],
hold promise for optimizing communication efficiency and con-
vergence rate. Incorporating such techniques into our system
model is an important future research direction to enhance the
practicality and robustness of our algorithm.

Another key direction for future research is conducting a
comprehensive non-asymptotic convergence analysis of the
proposed algorithm. Such an analysis will provide stronger
theoretical guarantees and yield deeper insights into the behav-
ior of our algorithm across diverse FL settings. Furthermore,
we plan to investigate the effects of various adversarial attacks,
such as model-poisoning, data-poisoning, and label-poisoning,
on the performance of RERCE-Fed. By examining the im-
pact of these attacks, assessing the algorithm’s resilience, and
devising effective defense mechanisms, we aim to further en-
hance the robustness and practical applicability of RERCE-Fed
in real-world FL settings.

Balancing memory usage and performance presents a critical
trade-off in resource-constrained settings. Storing the global
model locally enhances performance by enabling continual up-
dates but comes at the expense of increased memory demands.
Strategies such as compressing the global model, using quan-
tized updates, or leveraging external storage solutions offer vi-
able approaches to mitigate this challenge. Future extensions
of this work can explore modifications, such as limiting lo-
cal updates to a subset of model parameters (e.g., via partial-
sharing [19, 20]), enabling an optimal balance between mem-
ory efficiency and performance while enhancing the practicality
and scalability of our approach.

7. Conclusion

We proposed RERCE-Fed, an FL algorithm designed to ef-
fectively reduce communication load while maintaining robust-
ness against additive communication noise or errors. By em-
ploying ADMM to solve the WLS problem, we introduced a

new local model update at the clients. This innovative so-
lution mitigates the effects of communication noise without
imposing additional computational burden on clients. Fur-
thermore, we improved the communication efficiency by ran-
domly selecting a subset of clients to participate in each learn-
ing round. To further optimize performance, we enabled non-
selected clients to continue with their local updates, resulting
in a modified version of RERCE-Fed. Our theoretical analysis
confirmed the convergence of RERCE-Fed in both mean and
mean-square sense, even with random client scheduling and
communication over noisy communication links. In addition,
we derived a closed-form expression for the steady-state MSE
of the RERCE-Fed algorithm. Comprehensive numerical anal-
ysis substantiated our theoretical findings and confirmed the ac-
curacy of our theoretical predictions.

Appendix A. Proof of Proposition 1

Considering (20) and (21), the matrix Ā is right-stochastic,
as its block rows add up to the identity matrix, and has a spec-
tral radius of 1 with the geometric and algebraic multiplicity
of L [52, Lemma 6(a)]. Therefore, using the Jordan canonical
form Ā = UJU−1, we have

Ān
= UJnU−1 (A.1)

and, as n→ ∞, we obtain

Ā∞ =
L∑

i=1

uiv⊺i . (A.2)

where ui and v⊺i denote the ith right and left eigenvectors of
matrix Ā corresponding to the eigenvalue 1, respectively.

The L dominant right eigenvectors (corresponding to the
eigenvalue 1) have the form

ui = col{ϵi, · · · , ϵi} ∀i ∈ {1, · · · , L},

where ϵi denotes an L-dimensional vector with one in its ith en-
try and zero in all other entries [52, Lemma 6(b)]. Additionally,
the L dominant left eigenvectors (corresponding to the eigen-
value 1) satisfy

v⊺i Ā = v⊺i ∀i ∈ {1, · · · , L}

that results in

v⊺
i,1(I −O + 2P) + v⊺

i,2 = v⊺i,1 (A.3a)

v⊺i,1P + v⊺
i,2 = 0, (A.3b)

where vi can be written as col{vi,1, vi,2}. Therefore, considering
v⊺i ui = 1, we have

v⊺
i,1(I −O +P) = v⊺i,1 (A.4a)

v⊺i,1(I −P)ui,1 = 1, (A.4b)

where ui,1 contains the first KL entries of ui.
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Following the same procedure as in [52, Lemma 6(c)],
vi,1 ∀i ∈ {1, · · · , L} can be determined from (A.4). Subse-
quently, vi,2 can be computed using (A.3b). Hence, we have

v⊺i,1 =
ϵ⊺i
2


K∑

k=1

X⊺
kWkXk


−1 [

N−1
1 , · · · ,N−1

K

]
(A.5a)

v⊺i,2 = −v⊺
i,1P ∀i ∈ {1, · · · , L}. (A.5b)

Consequently, in view of [52, Proposition 4], taking the limit
on both sides of (22) leads to

lim
n→∞E

[
we,n
]
=

L∑

i=1

uiv⊺i,1ŵe (A.6)

=

L∑

i=1

uiϵ
⊺
i




K∑

k=1

X⊺
kWkXk


−1 K∑

k=1

X⊺
kWkyk

 = w⋆
e .

Therefore, the RERCE-Fed algorithm is unbiased and the proof
for mean convergence is complete.

Appendix B. Evaluation of Q
Let us define

An =



A1,1,n A1,2,n . . . A1,2K,n

A2,1,n A2,2,n . . . A2,2K,n
...

...
. . .

...
A2K,1,n A2K,2,n . . . A2K,2K,n


,

where

Ai, j,n =



IL − ai,nρNi i = j ∈ {1, . . . ,K}
+2ai,nai,n−1

ρ
CNi

2ai,na j,n−1
ρ
CNi i , j ∈ {1, . . . ,K}

−ai,na j−K,n−2
ρ
CNi i ∈ {1, . . . ,K},

j ∈ {K + 1, . . . , 2K}
IL i ∈ {K + 1, . . . , 2K},

j ∈ {1, . . . ,K}
0 otherwise.

Thus, Q⊺ is given by

E [An ⊗bAn]

= E



A1,1,n ⊗bAn . . . A1,2K,n ⊗bAn

A2,1,n ⊗bAn . . . A2,2K,n ⊗bAn
...

. . .
...

A2K,1,n ⊗bAn . . . A2K,2K,n ⊗bAn


,

where

E
[
Ai, j,n ⊗bAn

]

= E



Ai, j,n ⊗ A1,1,n . . . Ai, j,n ⊗ A1,2K,n

Ai, j,n ⊗ A2,1,n . . . Ai, j,n ⊗ A2,2K,n
...

. . .
...

Ai, j,n ⊗ A2K,1,n . . . Ai, j,n ⊗ A2K,2K,n


.

Recall that the probability of any client being selected by the
server in any iteration n is ā = C/K. Consequently, we have

E
[
ai,na j,n

]
=


ā = CK i = j
ă = CK

C−1
K−1 i , j.

Furthermore, we define

N il = Ni ⊗ Nl

N0i = IL ⊗ Ni

N i0 = Ni ⊗ IL

N i = N0i +N i0.

Therefore, we can calculate E
[
Ai, j,n ⊗ Al,m,n

]
as shown at the

top of the following page.

Appendix C. Evaluation of the spectral radius of Q

Recall that

An =

[ An,1 An,2

I 0

]

and Q⊺ = E[An ⊗bAn]. In addition, using the definition of the
block Kronecker product [63], we can further writeAn ⊗b An

as


An,1 ⊗An,1 An,1 ⊗An,2 An,2 ⊗An,1 An,2 ⊗An,2
An,1 ⊗ I 0 An,2 ⊗ I 0
I ⊗An,1 I ⊗An,2 0 0

I ⊗ I 0 0 0


.

By employing the bilinearity property of the Kronecker product
and the fact thatAn,1 +An,2 = I, we can sum up each row to an
identity matrix. Therefore,Q⊺ is a block right-stochastic matrix
with a spectral radius of 1. Hence, the spectral radius of Q is
also 1.

Appendix D. Proof of Proposition 2

We want to show that

lim
n→∞ψ

⊺Qn

= lim
n→∞ bvec⊺{E

[
An · · ·A1ψA⊺

1 · · ·A⊺
n

]
} = 0⊺, (D.1)

where ψ = bvec−1{ψ}. Given that An is a right-stochastic ma-
trix, we can verify that

lim
n→∞

n∏

i=1

Ai = lim
n→∞ Ā

n
=

[ B O
B O

]
(D.2)

is a constant matrix [67], where O denotes the zero matrix. This
requires

BAn,1 =An,1

BAn,2 = O, (D.3)
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E
[
Ai, j,n ⊗ Al,m,n

]
=



IL2 − ρāN i +
2ρā2

C N i + ρ
2āN ii − 4ρ2ā2

C N ii i = j = l = m ∈ {1, . . . ,K}
+

4ρ2ā2

C2 N ii

IL2 − ρāN i0 − ρāN0l +
2ρā2

C N i0 +
2ρā2

C N0l i = j ∈ {1, . . . ,K}, l = m ∈ {1, . . . ,K}, i , l

+ρ2ăN il − 4ρ2āă
C N il +

4ρ2ă2

C2 N il
2ρā2

C N0i − 2ρ2ā2

C N ii +
4ρ2āă
C2 N ii i = j ∈ {1, . . . ,K}, l , m ∈ {1, . . . ,K}, i = l, j , m

2ρā2

C N0l − 2ρ2āă
C N il +

4ρ2ăā
C2 N il i = j ∈ {1, . . . ,K}, l , m ∈ {1, . . . ,K}, i , l, j = m

2ρā2

C N0l − 2ρ2āă
C N il +

4ρ2ă2

C2 N il i = j ∈ {1, . . . ,K}, l , m ∈ {1, . . . ,K}, i , l, j , m
−ρā2

C N0i +
ρ2ā2

C N ii − 2ρ2ā3

C2 N ii i = j ∈ {1, . . . ,K}, l ∈ {1, . . . ,K}, m ∈ {K + 1, . . . , 2K}, i = l
−ρā2

C N0l +
ρ2ăā
C N il − 2ρ2ăā2

C2 N il i = j ∈ {1, . . . ,K}, l ∈ {1, . . . ,K}, m ∈ {K + 1, . . . , 2K}, i , l

IL2 − ρāN i0 +
2ρā2

C N i0 i = j ∈ {1, . . . ,K}, m ∈ {1, . . . ,K}, l = m + K
2ρā2

C N i0 − 2ρ2ā2

C N ii +
4ρ2ăā
C2 N ii i , j ∈ {1, . . . ,K}, l = m ∈ {1, . . . ,K}, i = l, j , m

2ρā2

C N i0 − 2ρ2ăā
C N il +

4ρ2ăā
C2 N il i , j ∈ {1, . . . ,K}, l = m ∈ {1, . . . ,K}, i , l, j = m

2ρā2

C N i0 − 2ρ2ăā
C N il +

4ρ2ă2

C2 N il i , j ∈ {1, . . . ,K}, l = m ∈ {1, . . . ,K}, i , l, j , m
4ρ2ā2

C2 N ii i , j ∈ {1, . . . ,K}, l , m ∈ {1, . . . ,K}, i = l, j = m
4ρ2āă
C2 N ii i , j ∈ {1, . . . ,K}, l , m ∈ {1, . . . ,K}, i = l, j , m

4ρ2āă
C2 N il i , j ∈ {1, . . . ,K}, l , m ∈ {1, . . . ,K}, i , l, j = m

4ρ2ă2

C2 N il i , j ∈ {1, . . . ,K}, l , m ∈ {1, . . . ,K}, i , l, j , m
−2ρ2ā3

C2 N ii i , j ∈ {1, . . . ,K}, l ∈ {1, . . . ,K}, m ∈ {K + 1, . . . , 2K}, i = l
−2ρ2ăā2

C2 N il i , j ∈ {1, . . . ,K}, l ∈ {1, . . . ,K}, m ∈ {K + 1, . . . , 2K}, i , l
2ρā2

C N i0 i , j ∈ {1, . . . ,K}, m ∈ {1, . . . ,K}, l = m + K
−ρā2

C N i0 +
ρ2ā2

C N ii − 2ρ2ā3

C2 N ii i ∈ {1, . . . ,K}, j ∈ {K + 1, . . . , 2K}, l = m ∈ {1, . . . ,K}, i = l
−ρā2

C N i0 +
ρ2ăā
C N il − 2ρ2ăā2

C2 N il i ∈ {1, . . . ,K}, j ∈ {K + 1, . . . , 2K}, l = m ∈ {1, . . . ,K}, i , l
−2ρ2ā3

C2 N ii i ∈ {1, . . . ,K}, j ∈ {K + 1, . . . , 2K}, l , m ∈ {1, . . . ,K}, i = l
−2ρ2ăā2

C2 N il i ∈ {1, . . . ,K}, j ∈ {K + 1, . . . , 2K}, l , m ∈ {1, . . . ,K}, i , l
ρ2ā2

C2 N ii i = l ∈ {1, . . . ,K}, j = m ∈ {K + 1, . . . , 2K}
ρ2ăā
C2 N ii i = l ∈ {1, . . . ,K}, j , m ∈ {K + 1, . . . , 2K}
ρ2ăā
C2 N il i , l ∈ {1, . . . ,K}, j = m ∈ {K + 1, . . . , 2K}
ρ2ă2

C2 N il i , l ∈ {1, . . . ,K}, j , m ∈ {K + 1, . . . , 2K}
−ρā2

C N i0 i ∈ {1, . . . ,K}, j ∈ {K + 1, . . . , 2K}, m ∈ {1, . . . ,K}, l = m + K

IL2 − ρāN0l +
2ρā2

C N0l j ∈ {1, . . . ,K}, i = j + K, l = m ∈ {1, . . . ,K}
2ρā2

C N0l j ∈ {1, . . . ,K}, i = j + K, l , m ∈ {1, . . . ,K}
−ρā2

C N0l j ∈ {1, . . . ,K}, i = j + K, l ∈ {1, . . . ,K}, m ∈ {K + 1, . . . , 2K}
IL2 j ∈ {1, . . . ,K}, i = j + K, m ∈ {1, . . . ,K}, l = m + K
0 otherwise.

which, in light of (18), results in

BN̄ = O, (D.4)

where N̄ = bdiag{N1, · · · ,NK}. Finally, considering (27)
and (29), we can write the expected value in (D.1) as

[
ΓBN̄2B⊺ ΓBN̄2B⊺

ΓBN̄2B⊺ ΓBN̄2B⊺

]
= O, (D.5)

where the equality is due to (D.4) and we have

Γ = āρ2bdiag
{
σ2
ζ1

I, · · · , σ2
ζK

I
}
+

5ρ2

K2

K∑

k=1

σ2
ηk

I. (D.6)

This concludes the proof.
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Abstract—Nonnegative matrix factorization (NMF) is an effec-
tive data representation tool with numerous applications in signal
processing and machine learning. However, deploying NMF in a
decentralized manner over ad-hoc networks introduces privacy
concerns due to the conventional approach of sharing raw data
among network agents. To address this, we propose a privacy-
preserving algorithm for fully-distributed NMF that decomposes
a distributed large data matrix into left and right matrix factors
while safeguarding each agent’s local data privacy. It facilitates
collaborative estimation of the left matrix factor among agents
and enables them to estimate their respective right factors without
exposing raw data. To ensure data privacy, we secure informa-
tion exchanges between neighboring agents utilizing the Paillier
cryptosystem, a probabilistic asymmetric algorithm for public-
key cryptography that allows computations on encrypted data
without decryption. Simulation results conducted on synthetic and
real-world datasets demonstrate the effectiveness of the proposed
algorithm in achieving privacy-preserving distributed NMF over
ad-hoc networks.

I. INTRODUCTION

Nonnegative matrix factorization (NMF) [1]–[5] is a specific
case of constrained low-rank matrix approximation [6] and
a linear dimensionality reduction (LDR) technique aimed at
representing nonnegative data more compactly through non-
negative factors. NMF, originally introduced as positive ma-
trix factorization in [7], has gained significant research inter-
est, particularly after being popularized by [8]. It has found
widespread applications in various fields such as signal and
image processing, data mining and analytics, machine learn-
ing, and federated learning. Examples include air emission
control [7], visual object recognition [9], video background-
foreground separation [10], spectral unmixing [11], text mining
[12], blind source separation [13], clustering [14], collaborative
filtering [15], computational biology [16], music analysis [17],
molecular pattern discovery [3], efficient implementation of
deep neural networks [18], and detecting malware activities
[19]. Its popularity stems from its utility in identifying and
extracting meaningful features from data in addition to serving
as a powerful LDR technique.

Distributed optimization and estimation algorithms have gar-
nered significant attention due to the ubiquity of data dis-
persed across multiple agents within network environments.
The existing distributed NMF algorithms align with this trend,
addressing scenarios where data is distributed among a network

This work was partially supported by the Research Council of Norway and
the Research Council of Finland (Grant 354523).

of agents. However, the conventional approach of sharing
raw data among neighboring agents poses inherent security
risks and compromises the privacy of sensitive information
[20]–[22]. Consequently, there is a pressing need for privacy-
preserving distributed NMF algorithms that ensure the security
and confidentiality of each agent’s local data.

The Paillier cryptosystem [23] is a fundamental tool for
enhancing privacy in distributed algorithms. As a probabilistic
asymmetric algorithm for public-key cryptography, it is specif-
ically designed to provide secure homomorphic encryption. Its
primary advantage lies in its homomorphic properties, which
enable computations to be performed on encrypted data without
decryption. The Paillier cryptosystem has proven to be effective
in improving privacy in various applications, including smart
grids [24]–[26], machine learning [27], smart homes [28], and
federated learning [29], [30]. However, the potential advantages
of its utilization in addressing the distributed NMF problem
have not been explored in the literature.

In this paper, we introduce a privacy-preserving distributed
NMF (PPDNMF) algorithm tailored for scenarios where the
data matrix to be factorized is distributed among agents within
an ad-hoc network. Each agent holds a subset of the columns of
the data matrix. Our goal is to perform NMF of the entire data
dispersed over the network in a fully distributed and secure
manner. Specifically, agents participate in a distributed and
collaborative process to estimate both the left and right fac-
tors, exchanging information exclusively with their immediate
neighbors over secure communication links. While taking part
in this collaborative process, agents maintain the privacy of
their local data and the corresponding right factor estimates.
We utilize the block coordinate-descent (BCD) algorithm and
the alternating direction method of multipliers (ADMM) to
develop our distributed NMF algorithm. Furthermore, to ensure
privacy preservation, we integrate the Paillier cryptosystem into
our algorithm. We evaluate the performance of the proposed
algorithm through simulations using synthetic and real data,
demonstrating its efficacy in achieving results comparable to
those obtained by the centralized alternative.

II. DISTRIBUTED NMF
The objective of NMF is to approximate a data matrix

Z ∈ RL×M consisting of nonnegative entries using the product
of left and right factor matrices, both with nonnegative entries.
That is, Z = XY where X ∈ RL×K and Y ∈ RK×M , typi-
cally with K ≤ min(L,M). This approximation represents the



L-dimensional datapoints (columns of the data matrix) within
a K-dimensional linear subspace spanned by the columns of
the left factor, whose coordinates are given by the columns
of the right factor. The nonnegativity constraint on the factors
induces sparsity, further enhancing the compactness of the
representation. Moreover, in many applications, the factors’
nonnegativity is essential to their physical plausibility and
intuitive interpretability.

We utilize the least-squares criterion, which is appropriate
when the perturbation in the data matrix Z can be modeled
as a Gaussian process. Therefore, the NMF problem can be
formulated as

min
X,Y

1

2
‖Z−XY‖2F (1)

s. t. X ≥ 0,Y ≥ 0,

where ‖ · ‖F denotes the Frobenius norm. We consider the
scenario where Z is distributed over a network with N agents
such that we have Z = [Z1, · · · ,ZN ] and consequently
Y = [Y1, · · · ,YN ] with Yi ∈ RK×Mi and

∑N
i=1Mi = M .

Therefore, we rewrite (1) as

min
X,{Yi}

1

2

N∑

i=1

‖Zi −XYi‖2F (2)

s. t. X ≥ 0,Yi ≥ 0.

In a fully distributed approach, every agent, indexed by i, aims
to estimate X and its own Yi using its local data Zi and by
exchanging information solely with its immediate neighbors
through single-hop communication. To this end, we utilize
the BCD algorithm and iteratively solve two optimization
subproblems for X and Y. That is, we repeat the following
alternating minimizations until convergence is achieved:

X(n) = min
X

1

2

N∑

i=1

∥∥∥Zi −XY
(n−1)
i

∥∥∥
2

F
(3)

s. t. X ≥ 0,

Y
(n)
i = min

Yi

1

2

∥∥∥Zi −X(n)Yi

∥∥∥
2

F
,∀i ∈ {1, . . . , N} (4)

s. t. Yi ≥ 0.

The superscript (n) denotes the estimate of its respective
parameter at the nth BCD iteration.

The solution of (4) can be localized straightforwardly, pro-
vided that each agent has access to the estimate X(n). To solve
(3) in a fully distributed manner, we introduce the variable Xi

at each agent i as a local copy of X and enforce it to be equal
to those of the agents within the immediate neighborhood of
agent i, thereby achieving consensus across the network. Thus,
we reformulate (3) into the following equivalent form

X
(n)
i = min

Xi

1

2

∥∥∥Zi −XiY
(n−1)
i

∥∥∥
2

F
+ ı(Xi) (5)

s. t. Xi = Xj ∀j ∈ Ni, ∀i ∈ {1, . . . , N}
where ı(·) denotes the indicator function accounting for the
nonegativity constraint and Ni denotes the set of neighbors

of agent i with cardinality di = |Ni|. Subsequently, we
decompose and decouple the optimization problems at the
agents by introducing the auxiliary variables Ui,Si,j ∈ RL×K
and rewriting the optimization in (5) as

min
Xi,Ui,Si,j

1

2

∥∥∥Zi −UiY
(n−1)
i

∥∥∥
2

F
+ ı(Xi) (6)

Ui = Xi

s. t. Si,j = Ui ∀j ∈ Ni, ∀i ∈ {1, . . . , N}
Sj,i = Si,j .

We can express the corresponding aggregate augmented
Lagrangian function as

L ({Xi}, {Ui}, {Si,j}, {Pi}, {Qi,j})

=
1

2

N∑

i=1

∥∥∥Zi −UiY
(n−1)
i

∥∥∥
2

F
+

N∑

i=1

ı(Xi)

+
µ

2

N∑

i=1

‖Xi −Ui −Pi‖2F

+
1

2

N∑

i=1

∑

j∈Ni

ρi,j ‖Ui − Si,j −Qi,j‖2F , (7)

where µ and ρi,j are penalty parameters and Pi,Qi,j ∈ RL×K
are scaled Lagrange multipliers. We maintain µ consistent
across all agents and iterations. However, we allow each ρi,j ,
unique to the edge connecting agents i and j, to vary over
iterations [31]. Additionally, we consider ρi,j = ρj,i ∀i, j.
A. Estimating the Left Factor

Minimizing (7) using ADMM, which leads to the elimination
of the auxiliary variables {Si,j}, yields the following iterations
at each agent i [32]:

X
(n,m)
i = Π≥0

{
U

(m−1)
i + P

(m−1)
i

}
(8)

U
(m)
i =

[
ZiY

(n−1)ᵀ
i + µ

(
X

(n,m)
i −P

(m−1)
i

)

+ ρ
(m)
i

(
U

(m−1)
i + 2Q

(m−1)
i −Q

(m−2)
i

)]

×
[
Y

(n−1)
i Y

(n−1)ᵀ
i +

(
µ+ ρ

(m)
i

)
I
]−1

(9)

P
(m)
i = P

(m−1)
i −

(
X

(n,m)
i −U

(m)
i

)
(10)

Q
(m)
i = Q

(m−1)
i +

∑

j∈Ni

ρ
(m)
i,j

(
U

(m)
j −U

(m)
i

)
. (11)

Here, (m) denotes the ADMM iteration index, Π≥0 represents
the projection onto the nonnegative orthant, and (·)ᵀ stands for
matrix transpose. In addition, we define ρ(m)

i =
∑
j∈Ni

ρ
(m)
i,j

and Q
(m)
i =

∑
j∈Ni

ρ
(m)
i,j Q

(m)
i,j . These ADMM iterations can

be executed in a fully distributed manner, relying solely on
locally available information and single-hop communications.
Upon convergences of the algorithm, we utilize the latest
estimates X

(n,m)
i for optimizing Yi in the subsequent BCD

iteration, i.e., X
(n)
i ← X

(n,m)
i . Note that we enforce the

nonnegativity constraint and consensus simultaneously.



B. Estimating the Right Factor

Similarly, we can employ ADMM to iteratively solve (4) as
follows:

Y
(n,k)
i = Π≥0

{
V

(k−1)
i + R

(k−1)
i

}
(12)

V
(k)
i =

(
X

(n)ᵀ
i X

(n)
i + ηI

)−1

×
[
X

(n)ᵀ
i Zi + η

(
Y

(n,k)
i −R

(k−1)
i

)]
(13)

R
(k)
i = R

(k−1)
i −

(
Y

(n,k)
i −V

(k)
i

)
. (14)

Here, (k) represents the ADMM iteration index and η is the
penalty parameter. Once convergence is attained, we utilize the
latest estimates Y

(n,k)
i to update Xi estimates in the subsequent

BCD iteration, i.e., Y
(n)
i ← Y

(n,k)
i .

Note that, we employ warm start in both ADMM algorithms
for estimating the left and right factors. At the onset of each
BCD iteration, we initialize both ADMM inner iterations using
the most recent estimates from the preceding iterations.

C. Synchronization and Stopping

Our algorithm does not require waiting for all agents to
converge in either BCD or ADMM iterations. During Xi

updates, the first agent to converge or reach a predetermined
maximum number of ADMM iterations stops updating and
raises a flag, signaling its neighbors to stop as well. This
message is then propagated through the network until all agents
stop updating. After completing the collaborative Xi update
iterations, each agent can immediately start updating its Yi

estimate independently. When an agent stops Yi update due
to convergence or reaching the corresponding iteration limit,
it begins the first iteration of Xi update and shares its Ui

with its neighbors. Using warm start, in the first iteration of
Xi update, each agent utilizes the neighbor Uj values from
the previous BCD iteration. Afterwards, if an agent has not
received all required Uj updates from its neighbors, subsequent
iterations are postponed until they are all acquired, ensuring
synchronization of Xi updates among all agents. To decide
when to terminate the BCD iterations, one can employ the same
strategy as described for Xi updates. That is, the initial agent
to discern convergence or reach a predefined maximum number
of BCD iterations halts its updates and notifies its neighbors.
This notification propagates across the network until all agents
cease updating.

D. Convergence Analysis

We can express the optimization problem (6) as

min
X ,U

f (X ) + g (U) (15)

s. t. AX + BU = 0, (16)

where

f (X ) =
N∑

i=1

ı(Xi), g (U) =
1

2

N∑

i=1

∥∥∥Zi −UiY
(n−1)
i

∥∥∥
2

F
,

X =
[
X1, · · · ,XN

]ᵀ
, U =

[
U1, · · · ,UN S1,1, · · · ,SN,N

]ᵀ
,

Algorithm 1: The PPDNMF algorithm as agent i.
1 X

(0)
i = U

(0)
i = 1L×K , P(0)

i = Q
(0)
i = Q

(−1)
i = 0L×K ,

2 Y
(0)
i = V

(0)
i = R

(0)
i = 0K×Mi

3 for n = 1, 2, . . . , until convergence do
4 for m = 1, 2, . . . , until convergence do

5 X
(n,m)
i = Π≥0

{
U

(m−1)
i + P

(m−1)
i

}

6 U
(m)
i =

[
ZiY

(n−1)ᵀ
i + µ

(
X

(n,m)
i −P

(m−1)
i

)

7 +ρ
(m)
i

(
U

(m−1)
i + 2Q

(m−1)
i −Q

(m−2)
i

)]

8 ×
[
Y

(n−1)
i Y

(n−1)ᵀ
i +

(
µ+ ρ

(m)
i

)
I
]−1

9 P
(m)
i = P

(m−1)
i −

(
X

(n,m)
i −U

(m)
i

)

10 encrypt −U(m)
i using the public key kpi as Ei

(
−U(m)

i

)

11 send Ei
(
−U(m)

i

)
and kpi to all neighbors in Ni

12 for j ∈ Ni do

13 encrypt U(m)
j using kpi as Ei

(
U

(m)
j

)

14 send
[
Ei
(
U

(m)
j

)
Ei
(
−U(m)

i

)]g(m)
j→i to agent i

15 decrypt messages received from neighbors using the private key ksi and

multiply them by g(m)
i→j

16 Q
(m)
i = Q

(m−1)
i +

∑
j∈Ni

g
(m)
i→jg

(m)
j→i

(
U

(m)
j −U

(m)
i

)
.

17 X
(n)
i ← X

(n,m)
i , U(0)

i ← U
(m)
i , P(0)

i ← P
(m)
i ,

18 Q
(0)
i ← Q

(m)
i , Q(−1)

i ← Q
(m−1)
i

19 for k = 1, 2, . . . , until convergence do

20 Y
(n,k)
i = Π≥0

{
V

(k−1)
i + R

(k−1)
i

}

21 V
(k)
i =

(
X

(n)ᵀ
i X

(n)
i + ηI

)−1

22 ×
[
X

(n)ᵀ
i Zi + η

(
Y

(n,m)
i −R

(k−1)
i

)]

23 R
(k)
i = R

(k−1)
i −

(
Y

(n,k)
i −V

(k)
i

)

24 Y
(n)
i ← Y

(n,k)
i , V(0)

i ← V
(k)
i , R(0)

i ← R
(k)
i

A =




I
0
0


 , B =



−I 0
D −A
0 I


 ,

and D = bdiag(d1IL×K , · · · , dNIL×K). In addition, A ∈
RNL×N2K and I ∈ RNL×N2K represent modified versions of
the adjacency and edge-node incidence matrices of the network,
respectively [33]. Consequently, the convergence of the ADMM
iterations (8)-(11) can be proven using the approach proposed
in [34]–[36]. The convergence of (12)-(14) can also be verified
in a similar manner.

III. PRIVACY-PRESERVING DISTRIBUTED NMF

In this section, we provide a brief overview of the Pail-
lier cryptosystem, which we employ to enhance the privacy
of the distributed NMF algorithm developed in section II.
Subsequently, we introduce our proposed privacy-preserving
distributed NMF (PPDNMF) algorithm.

A. Paillier Cryptosystem

In the Paillier cryptosystem, a public key and a private key
are utilized. The public key is broadcast publicly, allowing other
users to encrypt messages. However, decrypting the messages is
only possible with the private key, which remains unknown to
other users. This cryptosystem exhibits additive homomorphism
[31], [37], [38], i.e., E (m3 (m1 +m2)) = (E (m1) E (m2))

m3 .



(a) (b) (c)

Fig. 1. The normalized mean-square error (NMSE) values of PPDNMF and centralized algorithm versus the BCD iteration index for different values of Nmax

on (a) synthetic data and (b) MIT-CBCL database. (c) The original and reconstructed faces #1 and #2429 from the MIT-CBCL database.

B. Privacy Preservation

The only update equation among (8)-(14) that relies on
information received from neighboring agents is (11). To pro-
tect the privacy of agents at this step, we adopt a similar
approach to [31] and enable the agents to encrypt all messages
communicated with their neighbors. To this end, we decompose
each edge-specific penalty parameter as ρ

(m)
i,j = g

(m)
i→jg

(m)
j→i

where g(m)
i→j and g(m)

j→i are exclusively known to agents i and j,
respectively. In addition, we implement a secure data exchange
procedure as outlined in lines 10-15 of Algorithm 1, which
provides a summary of the proposed PPDNMF algorithm.
Consequently, note the following:
• Data exchanged between agents i and j is encrypted, render-

ing it inaccessible to other agents or eavesdroppers, even if
intercepted.

• The parameter g(m)
i→j is unique to each edge and iteration.

Therefore, an agent cannot infer the private information U
(m)
j

of any of its neighbors by decrypting the messages it receives
from them, as each neighbor j uses its unique g(m)

j→i in its
encrypted message to agent i.

• The Paillier cryptosystem is intended for encrypting scalar
unsigned integers. To encrypt the entries of U

(m)
i , which are

typically floating-point values, we initially quantize them.
This involves multiplying each entry by a positive integer
Nmax, which determines the quantization resolution, and
then rounding the result to the nearest integer. To undo the
quantization, we divide the decrypted values by Nmax.

• To guarantee convergence, we ensure that the parameters
g

(m)
i→j increase monotonically over iterations without be-

coming unbounded [31]. Thus, we select each parameter
uniformly from the interval

(
g

(m−1)
i→j , gi

]
, where gi is a

predefined positive constant, known only to agent i, and
g

(0)
i→j = 0.

IV. SIMULATION RESULTS

In this section, we conduct a series of numerical experiments
to evaluate the performance of our PPDNMF algorithm. We

consider a network consisting of N = 10 agents, interconnected
arbitrarily, with each agent having three neighbors on average.
We test our algorithm on two datasets, namely, a synthetic
dataset and the MIT-CBCL face database [39]. The agents
collaboratively factorize a data matrix Z ∈ RL×M to left and
right factor matrices X ∈ RL×K and Y ∈ RK×M , where
L ∈ {30, 361},M ∈ {200, 2429}, and K ∈ {5, 49} in our two
experiments. We set the number of BCD iterations to 100 and
the number of ADMM iterations to 30. In our implementation
of the Paillier cryptosystem, we use 128-bit public and private
keys. To handle the encryption of negative quantized values
(note line 10 in Algorithm 1), we convert them to positive
integers by adding the public key to them [37].

We evaluate the performance of PPDNMF in comparison
with the centralized algorithm, i.e., where all data is available
at a central hub. To quantify the performance, we utilize the
normalized mean-square error (NMSE) at each BCD iteration,
defined as 1

N

∑N
i=1 ‖Zi−X

(n)
i Y

(n)
i ‖F/‖Zi‖F. In addition, we

average the presented results over 100 independent trials.
In our first experiment utilizing synthetic data, we draw the

entries of the nonnegative factor matrices X ∈ R30×5 and
Y ∈ R5×200 independently from exponential distributions with
parameter values 0.033 and 0.8, respectively. We calculate the
data matrix as Z = XY + Γ, where we draw the entries of
Γ independently from a Gaussian distribution with zero mean
and variance 3.6×10−4, resulting in an SNR of approximately
20dB. We set µ = 0.1, η = 1, and gi = 0.033 for all agents.
We consider Z to be distributed among the agents such that
each agent has a varying number of columns between four and
40. We present the NMSE learning curves of PPDNMF for
different values of Nmax alongside that of the corresponding
centralized algorithm in Fig. 1(a). We observe from Fig. 1(a)
that the proposed PPDNMF algorithm closely approximates
the performance of the centralized algorithm in terms of both
convergence rate and steady-state NMSE. Additionally, it is also
evident that a higher value of Nmax leads to a lower steady-
state NMSE.

Our second experiment involves the MIT-CBCL face



database, which comprises 2429 monochromic face images in
its training set. We distribute the associated data matrix among
the agents such that each agent has between 224 and 245
columns. For this experiment, we set µ = 2, η = 2, and
gi = 0.05 for all agents. The results presented in Fig. 1(b)
underscore the effectiveness of PPDNMF. Notably, PPDNMF
exhibits robust performance even with Nmax = 10. Fur-
thermore, we compare the original faces #1 and #2429 and
their reconstructed versions by PPDNMF using Nmax = 106

in Fig. 1(c). The reconstructed faces closely resemble their
original counterparts.

V. CONCLUSION

We introduced a novel privacy-preserving distributed non-
negative matrix factorization algorithm that employs the Paillier
cryptosystem to enable secure collaboration among agents,
thereby safeguarding their privacy and mitigating the risk of
sensitive data leakage over ad-hoc networks. Our simulation
results, based on both synthetic and real data, confirmed the
efficacy of the proposed algorithm. In future work, we plan
to conduct a comprehensive theoretical privacy analysis of
the proposed algorithm, exploring its resilience across various
attack scenarios.
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Abstract—We introduce a distributed algorithm, termed noise-
robust distributed maximum consensus (RD-MC), for estimating
the maximum value within a multi-agent network in the presence
of noisy communication links. Our approach entails redefining the
maximum consensus problem as a distributed optimization prob-
lem, allowing a solution using the alternating direction method of
multipliers. Unlike existing algorithms that rely on multiple sets of
noise-corrupted estimates, RD-MC employs a single set, enhancing
both robustness and efficiency. To further mitigate the effects of
link noise and improve robustness, we apply moving averaging to
the local estimates. Through extensive simulations, we demonstrate
that RD-MC is significantly more robust to communication link
noise compared to existing maximum-consensus algorithms.

I. INTRODUCTION

Distributed learning algorithms have garnered significant
attention in recent years for addressing data-centric challenges
across large-scale multi-agent networks. These algorithms find
diverse applications across various analytics tasks [1]–[7]. Dis-
tributed algorithms not only enjoy enhanced resilience against
node or link failures, compared to centralized algorithms, but
also obviate the need for central data collection and processing.

Consensus algorithms play a pivotal role in a variety of
distributed computing and optimization applications, including
those related to distributed learning [8]–[12]. These algorithms
facilitate coordination and consensus formation among multiple
agents within a distributed system, enabling them to collab-
oratively achieve a common goal. Therefore, they serve as
a fundamental component in systems reliant on distributed
decision-making [13]–[15]. Several studies [16]–[24] delve into
the problem of attaining network-wide consensus on various
values such as average, minimum, and median in a distributed
manner. Achieving consensus in a multi-agent network man-
dates local computations by agents, coupled with data exchange
among neighboring agents. Hence, the presence of communi-
cation noise, especially over wireless links, necessitates careful
consideration.

The distributed maximum consensus problem pertains to
identifying the maximum value within a network. Extensive
research has been conducted on this problem in various con-
texts [25]–[31]. For instance, [25] presents a distributed algo-
rithm for maximum consensus, albeit assuming noiseless links.
In addition, [26] derives bounds on the expected convergence
time for maximum consensus in asynchronous networks with-
out considering communication noise. The approach in [27]

This work was supported by the Research Council of Norway.

addresses the maximum consensus problem by approximating
the maximum function with the soft-max function. However, its
performance is limited by a trade-off between estimation error
and convergence speed. While [28] proposes a noise-robust
distributed maximum consensus algorithm, its error variance
increases linearly with the network size.

In this paper, we introduce a fully-distributed algorithm,
called noise-robust distributed maximum consensus (RD-MC),
devised to accurately estimate the maximum value across a
multi-agent network, particularly in scenarios where commu-
nication channels are corrupted by noise. In developing RD-
MC, we draw inspiration from previous research [6], [32], [33]
that highlight the benefits of strategically designed parameter
exchanges. We substantiate the effectiveness of RD-MC by con-
ducting extensive simulations and comparing its performance
with existing algorithms.

Mathematical Notations: The sets of natural and real num-
bers are denoted by N and R, respectively. Scalars and column
vectors are denoted by lowercase and bold lowercase, respec-
tively. The indicator function Ia(x) is defined as Ia(x) = 0, if
x ≥ a and ∞ otherwise.

II. PRELIMINARIES

We consider a connected network comprising J ∈ N agents
and E ∈ N edges, modeled by an undirected graph G(V, E).
Here, the set of vertices V = {1, 2, · · · , J} corresponds to
the agents and the edge set E represents the communication
links between the agents. Agent i ∈ V communicates with its
neighbors, indexed in Ni with cardinality di = |Ni|. The set
Ni does not include the agent i itself. We consider only simple
graphs, devoid of self-loops or multiple edges. The structure of
G is described by its adjacency matrix A with entries aij ,
where aij = 1 if (i, j) ∈ E and aij = 0 if (i, j) /∈ E .
Furthermore, the degree matrix D = diag(d1, · · · , dJ) contains
the number of nodes in each agent’s neighborhood.

The conventional maximum consensus algorithm, which re-
lies on the network agents communicating solely with their
immediate neighbors, is expressed as

xi(k + 1) = max(xi(k), {xj(k)}j∈Ni
), ∀i ∈ V, (1)

where xi(k) is the estimate of the ith agent at time instant k,
and the initial value is xi(0) = ai ∀i ∈ V . We denote the
solution to (1) by max({ai}i∈V) = a⋆. When the inter-node
communications are noiseless, there exists a finite K such that
xi(k) = a⋆ ∀k ≥ K and i ∈ V [29].



We consider the communication links to be noisy. We denote
the noise in the message received by agent i from agent j at
time instant k as wi

j(k) ∈ R and model it as zero-mean additive
white Gaussian noise with variance σ2. We assume that the
noise is uncorrelated across different time instants and agents.
By accounting for additive link noise, (1) becomes

xi(k + 1) = max(xi(k), {xj(k) + wi
j(k)}j∈Ni

), ∀i ∈ V.
(2)

While (1) converges to the maximum value under ideal
communication conditions, (2) may fail to converge due to
potential noise-induced drift in the estimated maximum value
during each iteration. This drift, compounded over time, can
lead to significant inaccuracies. To address this challenge, we
reformulate the maximum consensus problem as a distributed
optimization problem with an aggregate global objective func-
tion. The proposed RD-MC algorithm, developed to solve this
problem, converges even in the presence of additive noise in
the communication links.

III. NOISE-ROBUST MAXIMUM CONSENSUS ALGORITHM

In this section, we present a reformulation of the maxi-
mum consensus problem that enables its solution via ADMM.
Subsequently, we describe two subtle modifications to the
algorithm resulting from solving the reformulated problem
through ADMM. These modifications are aimed at enhancing
the robustness of distributed maximum consensus to commu-
nication noise and lead to the proposed RD-MC algorithm.

The consensus-based reformulation of the maximum consen-
sus problem (1) has been discussed in [29]. However, the effect
of noisy links has not been investigated in that work. In [29],
it is demonstrated that (1) can be equivalently expressed as

min
{xi,yi,q

j
i }

1

J

J∑

i=1

xi +
1

J

J∑

i=1

Iai(yi) (3)

s.t. xi = yi ∀i ∈ V
xi = qji , xj = qji ∀i ∈ V, j ∈ Ni,

where the indicator function Iai
(yi) imposes an inequality con-

straint to seek the maximum value and the auxiliary variables
Q = {qji }i∈V,j∈Ni

facilitate consensus within each agent’s
neighborhood and, consequently, across the network. The op-
timization problem (3) can be tackled using various methods,
including those based on subgradients or ADMM. However,
distributed subgradient methods applied to affine objective
functions are known to converge slowly [34]. Therefore, we
opt for ADMM to solve (3).

Let Lρ({xi, yi}i∈V ,Q,M) denote the augmented La-
grangian function associated with (3), where M =
{ui, µ

j
i , π

j
i }i∈V,j∈Ni

represents the respective Lagrange mul-
tipliers. Minimizing Lρ, while applying the Karush-Kuhn-
Tucker optimality conditions [35] to (3) and defining vi(k) =
2
∑

j∈Ni
µj
i (k), leads to the following iterative updates at the

ith agent along with the elimination of {πj
i }i∈V,j∈Ni

and Q
[29], [36]:

xi(k + 1) = ni

(
− J−1 + ρy[yi(k)− ūi(k)]− vi(k)

+ ρz
∑

j∈Ni

[xi(k) + x̃j(k)]
)
, (4a)

yi(k + 1) = max(xi(k + 1) + ūi(k), ai), (4b)
ūi(k + 1) = ūi(k) + xi(k + 1)− yi(k + 1), (4c)

vi(k + 1) = vi(k) + ρz
∑

j∈Ni

[xi(k + 1)− x̃j(k + 1)]. (4d)

Here, k is the iteration index, ni = (ρy+2ρzdi)
−1, ρy > 0 and

ρz > 0 are the penalty parameters, and ūi = ui/ρy . In addition,
all initial values {xi(0), yi(0), ūi(0), vi(0)}i∈V are set to zero.
Note that, in (4a), agent i has access to x̃j(k) = xj(k)+wj

i (k)
rather than xj(k). The iterations (4) can be implemented locally
at each agent in a fully distributed fashion, as the required
information is available within each agent’s neighborhood.
We refer to this algorithm, originally proposed in [29], as
distributed maximum consensus (D-MC).

Using the initial values vi(0) = 0 ∀i ∈ V , we obtain

vi(k) = ρz

k∑

ℓ=1

∑

j∈Ni

[xi(ℓ)− x̃j(ℓ)] (5)

from (4d). Substituting (5) into (4a) while using the initial
values xi(0) = 0 and xi(1) = −J−1ni ∀i ∈ V , we can
eliminate vi(k) and modify (4a) as

xi(k + 1) = (1− ρyni)xi(k)− ρzdinixi(k − 1)

+ ni

[
ρyzi(k) + ρz

∑

j∈Ni

s̃j(k)
]
, (6a)

x̄i(k + 1) =

C−1∑

ℓ=0

αℓxi(k + 1− ℓ), (6b)

zi(k + 1) = 2yi(k + 1)− yi(k), (6c)
si(k + 1) = 2x̄i(k + 1)− xi(k). (6d)

Note that, in (6b), to enhance robustness against spurious noise,
we compute the convex combination of C past local estimates,
utilizing the weights αℓ that sum to one.

In this alternative formulation, instead of xi(k), agents ex-
change si(k), which is a smoothed version of xi(k). However,
due to communication noise, they receive noisy versions from
their neighbors, i.e., agents j ∈ Ni receive s̃i(k) = si(k) +
wj

i (k) from agent i. The recursions (6) alongside (4b) and
(4c) constitute the proposed noise-robust distributed maximum
consensus (RD-MC) algorithm, summarized in Algorithm 1.

We mitigate the effect of noisy links in RD-MC through two
key modifications to D-MC. First, the introduction of si(k), a
linear combination of x̄i(k) and xi(k − 1), offers a strategic
advantage in alleviating the adverse effects of communication
noise. By exchanging si(k) instead of xi(k) over noisy links,
we enhance robustness. Notably, while the aggregation of two
sets of noisy estimates received from neighbors at consecutive
iterations [i.e., x̃j(k) in (4a) and x̃j(k + 1) in (4d)] renders



Algorithm 1 The RD-MC algorithm.
Parameters: penalty parameters ρz and ρy

Initialization: xi(0) = 0, xi(1) = −J−1ni, ūi(1) = 0,
zi(1) = 0, si(1) = −2J−1ni, ∀i ∈ V

For k = 1, · · · ,K until convergence
Receive s̃j(k) from neighbors j ∈ Ni

xi(k + 1) = (1− ρyni)xi(k)− ρzdinixi(k − 1)

+ ni

[
ρyzi(k) + ρz

∑
j∈Ni

s̃j(k)
]

x̄i(k + 1) =
∑C−1

ℓ=0 αℓxi(k + 1− ℓ),
∑

ℓ αℓ = 1

yi(k + 1) = max(xi(k + 1) + ūi(k), ai)

ūi(k + 1) = ūi(k) + xi(k + 1)− yi(k + 1)

zi(k + 1) = 2yi(k + 1)− yi(k)

Send si(k + 1) = 2x̄i(k + 1)− xi(k) to neighbors j ∈ Ni

EndFor

Fig. 1. The considered network with an arbitrary topology and J = 20 agents.

D-MC vulnerable to noise accumulation, RD-MC’s reliance on
a single set of noisy estimates [i.e., s̃j(k) in (6a)] enhances its
resilience to link noise. Second, we further enhance robustness
to link noise by applying a weighted averaging of xi(k + 1)
over a sliding window of size C as in (6b).

IV. SIMULATION RESULTS

We conduct a series of experiments to examine the per-
formance of the proposed RD-MC algorithm. We consider
a network of J = 20 agents as depicted in Fig. 1. We
independently draw the initial values (estimates) of the agents
from a standard normal distribution, i.e., ai ∼ N (0, 1) ∀i ∈ V ,
and set a⋆ = max({ai}i∈V). In addition, we set the penalty
parameter values to ρz = ρy = 1 and the weights in (6b)
to αℓ = 1/C in all our experiments. We obtain the results by
averaging over 1000 independent realizations of communication
noise. To model the noise in the communication links, we
employ a truncated zero-mean normal distribution, truncating
the noise at ±3σ to ensure it remains within a reasonable
bound.

Fig. 2. The impact of noise on the performance of naive-MC (2), D-MC
algorithm (4) and RD-MC algorithm (6) with window size C = 3 and noise
variance σ2 = 0.1.

Fig. 3. The effect of noise variance on the steady-state network-wide
MSE of RD-MC with window size C = 1 and different noise variances
σ2 ∈ {0.0001, 0.01, 0.1}.

In our first experiment, we examine the impact of noise on
the performance of RD-MC, D-MC, and the naive solution (2),
referred to as naive-MC, using a noise variance of σ2 = 0.1
and a window size of C = 3. Fig. 2 shows the evolution of the
estimates of all agents using the considered algorithms over
1000 iterations. It is evident that RD-MC converges to the
maximum value with a bounded error, whereas the other two
algorithms diverge.

In our second experiment, we study the effect of noise
variance on the network-wide mean square error (MSE) of RD-



Fig. 4. The effect of noise variance on the steady-state network-wide
MSE of RD-MC with window size C = 2 and different noise variances
σ2 ∈ {0.001, 0.01, 0.1}.

Fig. 5. The effect of noise variance on the steady-state network-wide
MSE of RD-MC with window size C = 3 and different noise variances
σ2 ∈ {0.001, 0.01, 0.1}.

MC calculated as

1

J

J∑

i=1

E
[
(xi(k)− a⋆)2

]
.

We conduct simulations of RD-MC using different window
sizes C ∈ {1, 2, 3} and noise variances σ2, and present the
results in Figs. 3-5. We observe that increasing σ2 results in
higher steady-state network-wide error across all experiments.
However, the choice of window size profoundly influences RD-
MC’s efficacy in mitigating communication noise. While RD-
MC struggles to converge with C = 1, it maintains convergence
with C ≥ 2 and increasing C enhances its robustness to

Fig. 6. The considered network with linear topology and J = 20 agents.

Fig. 7. The impact of network connectivity on the network-wide MSE of
RD-MC with window size C = 3 in the presence of link noise with variance
σ2 = 0.1.

noise. Figs. 2 and 5 show that RD-MC with C = 3 exhibits
significantly greater resilience to link noise compared to D-MC,
without imposing any additional computational or communica-
tion overhead.

In our final experiment, we assess the sensitivity of RD-MC’s
performance to network topology in the presence of link noise.
We simulate RD-MC with a window size of C = 3 for two
networks, namely, the network in 1 and a network with linear
topology depicted in Fig. 6. We also set the noise variance
to σ2 = 0.1. We present the results in Fig. 7. We observe
that, with a linear network topology, the network-wide steady-
state MSE of RD-MC is larger compared to a network with an
arbitrary topology and higher average degree. However, RD-
MC continues to perform well in the linear network topology
with low connectivity.



V. CONCLUSION

We developed a distributed algorithm, called noise-robust
distributed maximum consensus (RD-MC), to tackle the chal-
lenge of identifying the maximum value within an ad-hoc
multi-agent network utilizing noisy communication channels.
Unlike existing algorithms designed for ad-hoc networks, RD-
MC exhibits robustness against additive communication noise.
Our extensive simulation results demonstrated the effectiveness
of RD-MC in different scenarios.
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